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COMMONWEALTH OF PENNSYLVANIA
GOVERNOR'S QFFICE
HARRISBURG

CHARLES B. ZOGBY
SECRETARY
OFFICE OF THE BUDGET

September 21, 2011

To the United States Department of Health and Human Services:

We are pleased to submit the Commonwealth of Pennsylvania's Single Audit Report for the fiscal year
ended June 30, 2010. This audit has been performed in accordance with Government Auditing Standards issued
by the Comptroller General of the United States, and satisfies the requirements of the Single Audit Act
Amendments of 1996 and the provisions of U.S. Office of Management and Budget Circular A-133, Audits of
States, Local Governments, and Non-Profit Organizations.

The Commonwealth's Comprehensive Annual Financial Report for the year ended June 30, 2010 has
been issued under separate cover. The auditors’ report on the supplementary schedule of expenditures of federal
awards, and the reports on compliance and internal control over financial reporting and compliance with
requirements related to major federal programs are contained in this document.

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

The accompanying Schedule of Expenditures of Federal Awards reflects $33.1 billion of federal expenditures by
the Commonwealth during the fiscal year ended June 30, 2010. Most of the $33.1 billion in federal expenditures
occurred in twelve state agencies, as follows:

FEDERAL
AGENCY NAME EXPENDITURES
(in thousands)

Public Welfare $16,107,240
Labor & Industry 10,145,943
Education 2,834,886
Transportation 1,887,897
Health 520,712
Insurance 276,389
Community & Economic Development 259,070
Military & Veterans Affairs 208,604
Corrections 179,463
Infrastructure Investment Authority 141,114
Aging 136,540
Environmental Protection 129,344

Subtotal $32,827.202
Other Agencies (17) 358,184

Grand Total $33,185,386
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For purposes of the Commonwealth's single audit, a Type A federal program is any program with federal
expenditures of at least $49.8 million. Of the $33.1 billion expended, 96.7 percent, or $32 billion, represents
expenditures under federal programs audited as major programs. The Summary of Auditors’ Resuits lists the
Commonwealth's 32 major federal programs for the fiscal year ended June 30, 2010.

FINDINGS AND RECOMMENDATIONS - CURRENT YEAR

The accompanying report for the fiscal year ended June 30, 2010 contains various findings, as disclosed in the
Schedule of Findings and Questioned Costs. Findings pertaining to the audit of the Commonwealth’s basic
financial statements are detailed in the Basic Financial Statement Findings. Findings pertaining to the audit of
the Commonwealth’s federal programs are detailed in the Federal Award Findings and Questioned Costs. The
findings contain detailed explanations of the compliance issues, questioned costs, the auditors’
recommendations, and the agency responses. This report also includes the Commonwealth’s corrective action
plan for each finding.

SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS

The Summary Schedule of Prior Audit Findings reflects the current status of prior, unresolved findings and
recommendations. A total of 164 findings remain unresolved from single audits for the years ended June 30,
2004 through June 30, 2009.

INDEPENDENT AUDIT

The Commonwealth's June 30, 2010 single audit and basic financial statement audit were performed jointly by
the Department of the Auditor General and the independent public accounting firm of KPMG LLP. The audits

were performed pursuant to the authority vested in the Auditor General and the Governor under Section 402 of
the Fiscal Code of 1929, and in the Governor under Section 701 of the Administrative Code of 1929.

REPORTS OF OTHER INDEPENDENT AUDITORS

Other auditors performed the single audits of the Pennsylvania Higher Education Assistance Agency, the
Pennsylvania Housing Finance Agency, the State System of Higher Education (component units of the
Commonwealth), and the Judicial Department of Pennsylvania (part of the primary government). Federal
programs administered by these agencies are not included in the Commonwealth's Schedule of Expenditures of
Federal Awards. These agencies have sent their single audit reports directly to the Federal Audit Clearinghouse
for distribution to the appropriate federal agencies.

ACKNOWLEDGMENTS
We wish to express our appreciation to the staff of the various Commonwealth agencies whose time and

dedicated effort made this audit possible and, at the same time, to affirm our commitment to maintaining the
highest standards of accountability in the Commonwealth's management of federal awards.

Sincerely,
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KPMG LLP

. Suite 200
Department of the Auditor Genezral 30 North Third Street
Commonwealth of Pennsylvania PO Box 1150
Harrisburg, Pennsylvania 17120-0018 Harrisburg, PA 17108-1190

Independent Auditors’ Report on the Basic Financial Statements

The Governor
Commonwealth of Pennsylvania
Harrisburg, Pennsylvania

We have jointly audited the financial statements, issued under separate cover, of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the Commonwealth of Pennsylvania (the
Commonwealth), as of and for the year ended June 30, 2010, which collectively comprise the
Commonwealth’s basic financial statements as listed in the table of contents of the Comprehensive
Annual Financial Report. These financial statements are the responsibility of the Commonwealth’s
management. Our responsibility is to express opinions on these financial statements based on our audit.

We did not jointly audit the financial statements of the Tobacco Settlement Fund, a major Special
Revenue Fund, the Tuition Payment Fund, a major Enterprise Fund, and certain component units, which
represent 99 percent of total assets, 98 percent of total net assets and 99 percent of total revenues of the
aggregate discretely presented component units,. We. also did not jointly audit 99 percent of the total
assets, 99 percent of total net assets and 99 percent of the total additions of the Pension and Other
Employee Benefit Trust Funds and 100 percent of the total assets, 100 percent of the total net assets, and
100 percent of the total revenues of the Private Purpose Trust Fund which, in total, comprises 85 percent
of total assets, 94 percent of total net assets and 71 percent of total additions/revenues of the aggregate
remaining fund information, The financial statements of the Tobacco Settlement Fund, Tuition Payment
Fund, and these component units, and Pension and Other Employee Benefit and Private Purpose Trust
Funds were audited by other auditors, including KPMG LLP and the Department of the Auditor General
acting separately, whose reports thercon have been furnished to us, and our opinions, insofar as they
relate to the amounts included for the Tobacco Settlement Fund, Tuition Payment Fund, and those
component units, and the Pension and Other Employee Benefit and Private Purpose Trust Funds, are
based solely on the reports of the other auditors.

We conducted our audit in accordance with auditing standards generally accepted in the United States and
the standards applicable to financial audits contained in Government Auditing Standards, issved by the
Comptroller General of the United States of America. Those standards require that we plan and perform
the audit to obtain reasonable assurance about whether the financial statements are free of material
misstatement. An audit includes consideration of internal control over financial reporting as a




The Governor

basis for designing audit procedures that are appropriate in the circumstances, but not for the purpose of
expressing an opinion on the effectiveness of the Commonwealth's internal control over financial
reporting. Accordingly we express no such opinion. An audit also includes exarnining, on a test basis,
evidence supporting the amounts and disclosures in the financial statements, assessing the accounting
principles used and significant estimates made by management, as well as evaluating the overall financial
statement presentation. We believe that our audit and the reports of other auditors provide a reasonable
basis for our opinions. The financial statements audited by other auditors of the State Employees
Retirement System, the Public School Employees Retirement System, the Deferred Compensation Fund,
the PA Life and Health Insurance Guaranty Association, the PA Property and Casualty Insurance
Guaranty Asscciation, the Tuition Account Investment Program, .the PA Industrial Development
Authority, the PA Turnpike Commission, the State Public School Building Authority, the PA Higher
Educational Facilities Authority, the Insurance Fraud Prevention Authority, Port of Pittsburgh
Commission, Ben Franklin Technology Development Authority, Philadelphia Regional Port Authority
and Patient Safety Trust Authority were not audited in accordance with Government Auditing Standards.

In our opinion, based on our audit and the reports of other auditors, the financial statements referred to
above present fairly, in all material respects, the respective financial position of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the Commonwealth of Pennsylvania as of June 30,
2010, and the respective changes in financial position and, where applicable, cash flows thereof for the
year then ended in conformity with US generally accepted accounting principles.

As discussed in Note N to the financial statements, the Pennsylvania Turnpike Commission, a discretely
presented component unit, has committed to making significant payments under a Lease and Funding
Agreement as required under the terms of Act 44. The Pennsylvania Turnpike Commission’s ability to
make such payments is dependent on its continuing capability to issue bonds to fund such payments and
ultimately to raise tolls sufficient to repay its bonded debt.

In accordance with Government Auditing Standards, we have also issued our report as of and for the year
ended June 30, 2010, dated December 22, 2010 on our consideration of the Commonwealth of
Pennsylvania’s internal control over financial reporting and our tests of its compliance with certain
provisions of laws, regulations, contracts and grant agreements and other matters. The purpose of that
report is to describe the scope of our testing of internal control over financial reporting and compliance
and the resuilts of that testing, and not to provide an opinion on the internal control over financial
reporting or on compliance. That report is an integral part of an audit performed in accordance with
Government Auditing Standards and should be considered in assessing the results of our audit.

Management’s discussion and analysis, schedules of funding progress and employer contributions of
other postemployment benefit plans, and budgetary comparison information included in the
Comprehensive Annual Financial Report, are not a required part of the basic financial statements but are
supplementary information required by the Governmental Accounting Standards Board. We have applied
certain limited procedures, which consisted principally of inquiries of management regarding the methods
of measurement and presentation of the required supplementary information. However, we did not audit
the information and express no opinion on it.

QOur audit was conducted for the purpose of forming opinions on the financial statements that collectively
comprise the Commonwealth of Pennsylvania’s basic financial statements. The introductory section,
combining non-major fund and component unit financial statements, budgetary comparison schedules for
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budgeted non-major special revenue funds, and statistical section included in the Comprehensive Annual
Financial Report are presented for purposes of additional analysis and are not a required part of the basic
financial statements. The combining non-major fund and component unit financial statements and
budgetary comparison schedules for budgeted non-major funds have been subjected to the auditing
procedures applied by us and the other auditors in the audit of the basic financial statements and, in our
opinion, based on our audit and the reports of other auditors, are fairly stated in all material respects in
relation to the basic financial statements taken as a whole. The introductory and statistical sections have
not been subjected to the auditing procedures applied by us and the other auditors in the audit of the basic
financial statements and, accordingly, we express no opinion on them,

% I Keme up

December 22, 2010
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KPMG LLP
. Suite 200
Department of the Auditor Gentgral 30 North Third Strest
Commonwealth of Pennsylvania PO Box 1190
Harrisburg, Pennsylvania 17120-0018 Harrisburg, PA 17108-1190

Independent Auditors’ Report on Internal Control Over Financial Reporting and on Compliance
and Other Matters Based on an Audit of Financial Statements Performed in Accordance With
Government Auditing Standards

The Governor
Commonwealth of Pennsylvania
Harrisburg, Pennsylvania

We have jointly audited the financial statements, issued under separate cover, of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the Commonwealth of Pennsylvania (the
Commonwealth), as of and for the year ended June 30, 2010, which collectively comprise the
Commonwealth’s basic financial statements, and have issued our report thereon dated December 22,
2010. Our report was modified to include a reference to other auditors. This report does not include the
results of the other auditors’ testing of internal control over financial reporting or compliance and other
matters that are reported on separately by those auditors. We conducted our audit in accordance with
auditing standards generally accepted in the United States of America and the standards applicable to
financial audits contained in Government Auditing Standards, issued by the Comptroller General of the
United States. The financial statements of the State Employees Retirement System, the Public School
Employees Retirement System, the Deferred Compensation Fund, the PA Life and Health Insurance
Guaranty Association, the PA Property and Casualty Insurance Guaranty Association, the Tuition
Account Investment Program, the PA Industrial Development Authority, the PA Turnpike Commission,
the State Public School Building Authority, the PA Higher Educational Facilities Authority, the Insurance
Fraud Prevention Authority, Port of Pittsburgh Commission, Ben Franklin Technology Development
Authority, Philadelphia Regional Port Authority and Patient Safety Trust Authority were not audited in
accordance with Government Auditing Standards.

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the Commonwealth’s internal control over financial
reporting as a basis for designing our auditing procedures for the purpose of expressing our opinions on
the financial statements, but not for the purpose of expressing an opinion on the effectiveness of the
Commonwealth’s internal control over financial reporting. Accordingly, we do not express an opinion on
the effectiveness of the Commonwealth’s internal control over financial reporting.

11



The Governor

Our consideration of internal control over financial reporting was for the limited purpose described in the
preceding paragraph and would not necessarily identify all deficiencies in internal control over financial
reporting that might be significant deficiencies or material weaknesses and therefore, there can be no
assurance that all deficiencies, significant deficiencies, or material weaknesses have been identified.
However, as discussed below, we identified certain deficiencies in internal control over financial
reporting that we consider to be material weaknesses and other deficiencies that we consider to be
significant deficiencies.

A deficiency in internal control over financial reporting exists when the design or operation of a control
does not allow management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct misstatements on a timely basis. A material weakness is a deficiency, or
combination of deficiencies, in internal control over financial reporting, such that there is a reasonable
possibility that a material misstatement of the entity’s financial statements will not be prevented, or
detected and corrected on a timely basis. We consider the deficiencies in the Commonwealth’s internal
control over financial reporting described in the accompanying schedule of findings and questioned costs
as Findings 10-01 through 10-03, 10-05, and 10-10 to be material weaknesses.

A significant deficiency is a deficiency, or combination of deficiencies in internal control over financial
reporting that is less severe than a material weakness, yet important enough to merit attention by those
charged with governance. We consider the deficiencies described in the accompanying schedule of
findings and questioned costs as Findings 10-04, 10-06 through 10-09, and 10-11 through 10-16 to be
significant deficiencies in internal control over financial reporting.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Commonwealth’s financial statements are
free of material misstatement, we performed tests of its compliance with certain provisions of laws,
regulations, contracts, and grant agreements, noncompliance with which could have a direct and material
effect on the determination of financial statement amounts. However, providing an opinion on
compliance with those provisions was not an objective of our audit and, accordingly, we do not express
such an opinion. The results of our tests disclosed instances of noncompliance or other matters that are
required to be reported under Govermment Auditing Standards and which are described in the
accompanying schedule of findings and questioned costs as Finding 10-03.

We noted certain matters that we reported to the management of the Commonwealth of Pennsylvania in a
separate letter dated December 22, 2010,

The Commonwealth’s responses to the findings identified in our audit are described in the accompanying

schedule of findings and questioned costs. We did not audit the Commonwealth’s responses and
accordingly, we express no opinion on them.

12



The Governor

This report is intended solely for the information and use of management, others within the entity, the
Office of Inspector General - U.S. Department of Health and Human Services, and federal awarding
~ agencies and is not intended to be and should not be used by anyone other than these specified parties.

7 ek H B KPme LIP

December 22, 2010

13



e

KPMG LLP
Department of the Auditor General g?;im[(t)%g hird Street
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Independent Auditors’ Report on Compliance With Requirements That Could Have a Direct and
Material Effect on Each Major Program and
on Internal Control Over Compliance in Accordance With OMB Circular A-133 and on the
Schedule of Expenditures of Federal Awards

The Honorable Thomas Corbett, Governor .
Commonwealth of Pennsylvania
Harrisburg, Pennsylvania

Compliance

We have jointly audited the Commonwealth of Pennsylvania’s (the Commonwealth) compliance with the
types of compliance requirements described in the U.S. Office of Management and Budget (OMB)
Circular A-133 Compliance Supplement that could have a direct and material effect on each of the
Commonwealth’s major federal programs for the year ended June 30, 2010. The Commonwealth’s major
federal programs are identified in the summary of auditors’ results section of the accompanying schedule
of findings and questioned costs. Compliance with the requirements of laws, regulations, contracts, and
grants applicable to each of its major federal programs is the responsibility of the Commonwealth’s
management. Our responsibility is to express an opinion on the Commonwealth’s compliance based on
our audit.

. The Commonwealth’s basic financial statements include the operations of the State System of Higher
Education, the Pennsylvania Higher Education Assistance Agency, the Philadelphia Shipyard
Development Corporation, the Pennsylvania Housing Finance Agency, and the Judicial Department of
Pennsylvania, which received federal awards that are not included in the schedule of expenditures of
federal awards for the year ended June 30, 2010. Our audit, described below, did not include the
operations of these five component units or agencies because these entities engaged other auditors to
perform audits (when required) in accordance with OMB Circular A-133.

We jointly conducted our audit of compliance in accordance with auditing standards generally accepted in
the United States of America; the standards applicable to financial audits contained in Government
Auditing Standards, issued by the Comptroller General of the United States; and OMB Circular A-133,
Audits of States, Local Governments, and Non-Profit Organizations. Those standards and OMB Circular
A-133 require that we plan and perform the audit to obtain reasonable assurance about whether
noncompliance with the types of compliance requirements referred to above that could have a direct and
material effect on a major federal program occurred. An audit includes examining, on a test basis,

14




The Honorable Thomas Corbett, Governor

evidence about the Commonwealth’s compliance with those requirements and performing such other
procedures as we considered necessary in the circumstances. We believe that our audit provides a
reasonable basis for our opinion. QOur audit does not provide a legal determination of the
Commonwealth’s compliance with those requirements.

As described in the accompanying schedule of findings and questioned costs, the Commonwealth did not
comply with requirements as noted below that are applicable to its major programs. Compliance with
such requirements is necessary, in our opinion, for the Commonwealth to comply with the requirements
applicable to those programs.

The SNAP Cluster (CFDA #10.551 and #10.561) did not comply with procurement and suspension
and debarment requirements as reported in Finding 10-17, did not comply with special tests and
provisions related to EBT card security as reported in Finding 10-18, did not comply with special tests
and provisions related to the ADP system for SNAP as reported in Finding 10-19, did not comply with
eligibility requirements as reported in Finding 10-20, did not comply with allowable costs/cost
principles and eligibility requirements as reported in Finding 10-30, and did not comply with CMIA-
90 cash management regulations as reported in Finding 10-104.

The Child Nutrition Cluster (CFDA #10.553, #10.555, #10.556, and #10.559) did not comply with
subrecipient monitoring requirements as reported in Finding 10-21 and Finding 10-102, and did not
comply with CMIA-90 cash management regulations as reported in Finding 10-104.

The Special Supplemental Nutrition Program for WIC (CFDA #10.557) did not comply with allowable
costs, eligibility, and subrecipient monitoring requirements as reported in Finding 10-23, did not
comply with special tests and provisions related to food instrument disposition as reported in Finding
10-25, did not comply with allowable costs, eligibility, and subrecipient monitoring requirements, and
special tests and provisions related to food instrument disposition as reported in Finding 10-26, did not
comply with subrecipient monitoring requirements as reported in Finding 10-102, and did not comply
with CMIA-90 cash management regulations as reported in Finding 10-104.

The Child and Adult Care Food Program (CFDA #10.558) did not comply with subrecipient
monitoring requirements as reported in Findings 10-21, 10-28, 10-29, and 10-102, and did not comply
with CMIA-90 cash management regulations as reported in Finding 10-104,

The Military Construction, National Guard Program (CFDA #12.400) did not comply with cash
management and reporting requirements as reported in Finding 10-32 and did not comply with
procurement and suspension and debarment requirements as reported in Finding 10-33.

The National Guard Military Operations and Maintenance Projects Program (CFDA #12.401) did not
comply with equipment and rea! property management requirements as reported in Finding 10-34,

The Community Development Block Grants/State Administered Small Cities Program Cluster (CFDA
#14.228 and #14.255) did not comply with federal reporting requirements as reported in Finding 10-37
and did not comply with subrecipient monitoring requirements as reported in Findings 10-38 and 10-
102.

The WIA Cluster (CFDA #17.258, #17.259, and #17.260) did not comply with allowable costs and
subrecipient monitoring requirements and special tests and provisions related to awards with ARRA
funding as reported in Finding 10-43, did not comply with federal reporting requirements as reported
in Finding 10-44, and did not comply with subrecipient monitoring requirements as reported in
Finding 10-102.

15



The Honorable Thomas Corbett, Governor

e The Highway Planning and Construction Cluster (CFDA #20.205, #20.219, and #23.003) did not
comply with procurement and suspension and debarment requirements as reported in Finding 10-46

and did not comply with subrecipient monitoring requirements as reported in Findings 10-47 and 10-
102.

e The Capitalization Grants for Clean Water State Revolving Funds Program (CFDA #66.458) did not
comply with subrecipient monitoring requirements and special tests and provisions related to awards
with ARRA funding as reported in Finding 10-49, did not comply with federal reporting requirements
as reported in Finding 10-50, did not comply with subrecipient monitoring requirements as reported in
Findings 10-51, 10-52, and 10-102, and did not comply with CMIA-90 cash management regulations
as reported in Finding 10-104.

e The Weatherization Assistance for Low-Income Persons Program (CFDA #81.042) did not comply
with allowable costs, cash management, eligibility, and subrecipient monitoring requirements as
reported in Finding 10-54, did not comply with allowable costs, cash management, Davis Bacon Act,
eligibility, and subrecipient monitoring requirements as reported in Finding 10-55, did not comply
with subrecipient monitoring requirements and special tests and provisions related to awards with
ARRA funding as reported in Finding 10-56, and did not comply with subremplent monitoring
requirements as reported in Finding 10-102.

The Title I, Part A Cluster (CFDA #84.010 and #84.389) did not comply with special tests and
provisions related to identifying schools and LEAs needing improvement as reported in Finding 10-57,
did not comply with allowable costs, equipment and real property management, real property
acquisition/relocation, and subrecipient monitoring requirements, and special tests and provisions
related to awards with ARRA funding as reported in Finding 10-58, did not comply with subrecipient
monitoring and cash management requirements as reported in Finding 10-59, did not comply with
allowable costs and subrecipient monitoring requirements as reported in Finding 10-60, did not
comply with subrecipient monitoring requirements as reported in Finding 10-102, and did not comply
with CMIA-90 cash management regulations as reported in Finding 10-104.

The Special Education Cluster (CFDA #84.027, #84.173, #84.391, and #84.392) did not comply with
allowable costs, equipment and real property management, real property acquisition/relocation, and
subrecipient monitoring requirements, and special tests and provisions related to awards with ARRA
funding as reported in Finding 10-58, did not comply with subrecipient monitoring and cash
management requirements as reported in Finding 10-59, did not comply with subrecipient monitoring
requirements as reported in Findings 10-61 and 10-102, and did not comply with CMIA cash
management regulations as reported in Finding 10-104.

¢ The Vocational Rehabilitation Cluster (CFDA #84.126 and #84.390) did not comply with procurement
and suspension and debarment requirements as reported in Finding 10-62, did not comply with
program income requirements as reported in Finding 10-63, did not comply with allowable costs/cost
principles as reported in Finding 10-64, did not comply with eligibility requirements as reported .in
Finding 10-65, and did not comply with CMIA-90 cash management regulations as reported in Finding
10-104.

e The Improving Teacher Quality State Grants Program (CFDA #84.367) did not comply with allowable
costs, equipment and real property management, real property acquisition/relocation, and subrecipient
monitoring requirements, and special tests and provisions related to awards with ARRA funding as
reported in Finding 10-58, did not comply with subrecipient monitoring and cash management
requirements as reported in Finding 10-59, did not comply with allowable costs and subrecipient

16
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monitoring requirements as reported in Finding 10-60, did not comply with eligibility requirements
and special tests and provisions related to assessment of need for LEAs as reported in Finding 10-67,
did not comply with subrecipient monitoring requirements as reported in Finding 10-102, and did not
comply with CMIA-90 cash management regulations as reported in Finding 10-104.

o The State Fiscal Stabilization Fund Cluster (CFDA #84.394 and #84.397) did not comply with
allowable costs, equipment and real property management, real property acquisition/relocation, and
subrecipient monitoring requirements, and special tests and provisions related to awards with ARRA
funding as reported in Finding 10-58, did not comply with subrecipient monitoring and cash
management requirements as reported in Finding 10-59, did not comply with subrecipient monitoring
requirements as reported in Finding 10-68, did not comply with federal reporting requirements as

reported in Finding 10-69, and did not comply with allowable costs requirements as reported in
Finding 10-71.

o The Aging Cluster (CFDA #93.044, #93.045, #93.053, #93.705, and #93.707) did not comply with
subrecipient monitoring requirements and special tests and provisions related to awards with ARRA
funding as reported in Finding 10-72, and did not comply with subrecipient monitoring requirements
as reported in Findings 10-73 and 10-102.

o The Public Health Emergency Preparedness Program (CFDA #93.069) did not comply with
subrecipient monitoring requirements as reported in Finding 10-102,

¢ The Immunization Cluster (CFDA #93.268 and #93.712) did not comply with subrecipient monitoring
requirements as reported in Finding 10-102. '

The Temporary Assistance for Needy Families Cluster (CFDA #93.558 and #93.714) did not comply
with procurement and suspension and debarment requirements as reported in Finding 10-17, did not
comply with special tests and provisions related to EBT card security as reported in Finding 10-18, did
not comply with eligibility requirements as reported in Finding 10-20, did not comply with aliowable
costs/cost principles and eligibility requirements as reported in Finding 10-30, did not comply with
allowable costs and subrecipient monitoring requirements and special tests and provisions related to
awards with ARRA funding as reported in Finding 10-43, did not comply with allowable costs, cash
management, and subrecipient monitoring requirements as reported in Finding 10-76, did not comply
with subrecipient monitoring requirements and special tests and provisions related to awards with
ARRA funding as reported in Finding 10-77, did not comply with federal reporting requirements and
special tests and provisions related to the penalty for failure to comply with the work verification plan
as reported in Finding 10-78, did not comply with special tests and provisions related to ADP risk
analysis and system security review as reported in Finding 10-80, did not comply with allowable costs
and eligibility requirements as reported in Finding 10-94, did not comply with subrecipient monitoring
requirements as reported in Findings 10-19, 10-101, and 10-102, and did not comply with CMIA-90
cash management regulations as reported in Finding 10-104.

e The Child Support Enforcement Program (CFDA #93.563) did not comply with procurement and
suspension and debarment requirements as reported in Finding 10-17, did not comply with
subrecipient monitoring requirements and special tests and provisions related to awards with ARRA
funding as reported in Finding 10-77, did not comply with special tests and provisions related to ADP
risk analysis and system security review as reported in Finding 10-80, did not comply with
subrecipient monitoring requirements as reported in Findings 10-19, 10-101, and 10-102, did not
comply with allowable costs, matching, level of effort, and earmarking, and subrecipient monitoring
requirements as reported in Finding 10-81, and did not comply with CMIA-90 cash management
regulations as reported in Finding 10-104.
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e The Low-Income Home Energy Assistance Program (CFDA #93.568) did not comply with
procurement and suspension and debarment requirements as reported in Finding 10-17, did not comply
with allowable costs, cash management, eligibility, and subrecipient monitoring requirements as
reported in Finding 10-54, did not comply with allowable costs, cash management, Davis Bacon Act,
eligibility, and subrecipient monitoring requirements as reported in Finding 10-55, did not comply
with special tests and provisions related to ADY risk analysis and system security review as reported in
Finding 10-80, did not comply with allowable costs and eligibility requirements as reported in
Findings 10-82 and 10-84, did not comply with subrecipient monitoring requirements as reported in
Findings 10-101 and 10-102, and did not comply with CMIA-90 cash management regulations as
reported in Finding 10-104.

e The CSBG Cluster (CFDA #93.569 and #93.710) did not comply with cash management, period of
availability, and subrecipient monitoring requirements as reported in Finding 10-86, did not comply
with subrecipient monitoring requirements and special tests and provisions related to awards with
ARRA funding as reported in Finding 10-87, did not comply with federal reporting requirements as
reported in Finding 10-88, and did not comply with subrecipient monitoring requirements as reported
in Finding 10-102. :

e The CCDF Cluster (CFDA #93.575, #93.596, and #93.713) did not comply with procurement and
suspension and debarment requirements as reported in Finding 10-17, did not comply with special tests
and provisions related to EBT card security as reported in Finding 10-18, did not comply with
eligibility requirements as reported in Finding 10-20, did not comply with allowable costs, cash
management, and subrecipient monitoring requirements as reported in Finding 10-76, did not comply
with subrecipient monitoring requirements and special tests and provisions related to awards with
ARRA funding as reported in Finding 10-77, did not comply with special tests and provisions related
to ADP risk analysis and system security review as reported in Finding 10-80, did not comply with
subrecipient monitoring requirements as reported in Findings 10-101 and 10-102, and did not comply
with CMIA-90 cash management regulations as reported in Finding 10-104,

o The Foster Care Program (CFDA #93.658) did not comply with procurement and suspension and
debarment requirements as reported in Finding 10-17, did not comply with subrecipient monitoring
requirements and special tests and provisions related to awards with ARRA funding as reported in
Finding 10-77, did not comply with special tests and provisions related to ADP risk analysis and
system security review as reported in Finding 10-80, did not comply with subrecipient monitoring
requirements as reported in Findings 10-19, 10-101, and 10-102, and did not comply with CMIA-90
cash management regulations as reported in Finding 10-104.

¢ The Adoption Assistance Program (CFDA #93.659) did not comply with procurement and suspension
and debarment requirements as reported in Finding 10-17, did not comply with subrecipient
monitoring requirements and special tests and provisions related to awards with ARRA funding as
reported in Finding 10-77, did not comply with special tests and provisions related to ADP risk
analysis and system security review as reported in Finding 10-80, did not comply with subrecipient
monitoring requirements as reported in Findings 10-19, 10-101, and 10-102, and did not comply with
CMIA-90 cash management regulations as reported in Finding 10-104.

o The Social Services Block Grant Program (CFDA #93.667) did not comply with procurement and
suspension and debarment requirements as reported in Finding 10-17, did not comply with allowable
costs, cash management, and subrecipient monitoring requirements as reported in Finding 10-76, did
not comply with subrecipient monitoring requirements and special tests and provisions related to
awards with ARRA funding as reported in Finding 10-77, did not comply with special tests and
provisions related to ADP risk analysis and system security review as reported in Finding 10-80, did
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not comply with subrecipient monitoring and cash management requirements as reported in Finding
10-91, did not comply with subrecipient monitoring requirements as reported in Findings 10-101 and
10-102, and did not comply with CMIA-90 cash management regulations as reported in Finding 10-
104.

e The Children’s Health Insurance Program (CFDA #93.767) did not comply with special tests and
provisions related to ADP risk analysis and system security review as reported in Finding 10-80, did
not comply with procurement and suspension and debarment requirements as reported in Finding 10-
95, did not comply with subrecipient monitoring requirements as reported in Finding 10-102, and did
not comply with CMIA-90 cash management regulations as reported in Finding 10-104.

e The Medicaid Cluster (CFDA #93.775, #93.777, and #93.778) did not comply with procurement and
suspension and debarment requirements as reported in Finding 10-17, did not comply with eligibility
requirements as reported in Finding 10-20, did not comply with subrecipient monitoring requirements
and special tests and provisions related to awards with ARRA funding as reported in Finding 10-77,
did not comply with special tests and provisions related to ADP risk analysis and system security
review as reported in Finding 10-80, did not comply with subrecipient monitoring requirements as
reported in Findings 10-101 and 10-102, and did not comply with CMIA-90 cash management
regulations as reported in Finding 10-104.

¢ The Block Grants for the Prevention and Treatment of Substance Abuse Program (CFDA #93.959) did
not comply with subrecipient monitoring requirements and special tests and provisions related to
awards with ARRA funding as reported in Finding 10-77, did not comply with subrecipient
monitoring and cash management requirements as reported in Finding 10-91, did not comply with
subrecipient monitoring requirements as reported in Findings 10-99, 10-101, and 10-102, and did not
comply with CMIA-90 cash management regulations as reported in Finding 10-104.

¢ The Social Security - Disability Insurance Program (CFDA #96.001) did not compiy with CMIA-90
cash management regulations as reported in Finding 10-104.

In our opinion, except for the noncompliance described in the preceding paragraph, the Commonwealth
complied, in all material respects, with the requirements referred to above that could have a direct and
material effect on each of its major federal programs for the year ended June 30, 2010. The results of our
anditing procedures also disclosed other instances of noncompliance with those requirements which are
required to be reported in accordance with OMB Circular A-133, and which are described in the
accompanying schedule of findings and questioned costs as Findings 10-24, 10-27, 10-35, 10-70, 10-74,
10-83, 10-90, 10-98, 10-100, and 10-103.

Internal Control Over Compliance

Management of the Commonwealth is responsible for establishing and maintaining effective internal
control over compliance with the requirements of laws, regulations, contracts, and grants applicable to
federal programs. In planning and performing our audit, we considered the Commonwealth’s internal
control over compliance with requirements that could have a direct and material effect on a major federal
program in order to determine the auditing procedures for the purpose of expressing our opinion on
compliance and to test and report on internal control over compliance in accordance with OMB Circular
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A-133, but not for the purpose of expressing an opinion on the effectiveness of internal control over
compliance. Accordingly, we do not express an opinion on the effectiveness of the Commonwealth’s
internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in the
preceding paragraph and was not designed to identify all deficiencies in internal control over compliance
that might be significant deficiencies or material weaknesses and therefore, there can be no assurance that
all deficiencics, significant deficiencies, or material weaknesses have been identified. However, as
discussed below, we identified certain deficiencies in internal control over compliance that we consider to
be material weaknesses and other deficiencies that we consider to be significant deficiencies.

A deficiency in internal control over compliance exists when the design or operation of a control over
compliance does not allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, noncompliance with a type of compliance requirement of a
federal program on a timely basis. A material weakness in internal control over compliance is a
deficiency, or combination of deficiencies, in internal control over compliance, such that there is
reasonable possibility that material noncompliance with a type of compliance requirement of a federal
program will not be prevented, or detected and corrected, on a timely basis. We consider the deficiencies
in internal control over compliance described in the accompanying schedule of findings and questioned
costs as Findings 10-17 through 10-23, 10-25, 10-26, 10-28 through 10-35, 10-37 through 10-39, 10-41
through 10-47, 10-49 through 10-52, 10-54 through 10-63, 10-65 through 10-69, 10-71 through 10-73,
10-75 through 10-82, 10-84 through 10-88, 10-91, 10-92, 10-94 through 10-97, 10-99, 10-101, 10-102,
and 10-104 to be material weaknesses.

A significant deficiency in internal control over compliance is a deficiency, or a combination of
deficiencies, in internal control over compliance with a type of compliance requirement of a federal
program that is less severe than a material weakness in internal control over compliance, yet important
enough to merit attention by those charged with governance. We consider the deficiencies in internal
control over compliance described in the accompanying schedule of findings and questioned costs as
Findings 10-12, 10-24, 10-27, 10-36, 10-40, 10-48, 10-53, 10-64, 10-74, 10-89, 10-90, and 10-93 to be
significant deficiencies.

Schedule of Expenditures of Federal Awards

We have jointly audited the basic financial statements, issued under separate cover, of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the Commonwealth as of and for the year ended
June 30, 2010, and have issued our report thereon dated December 22, 2010 which includes a reference to
other auditors. Our audit was performed for the purpose of forming opinions on the financial statements
that collectively comprise the Commonwealth’s basic financial statements. The accompanying schedule
of expenditures of federal awards is presented for purposes of additional analysis as required by OMB
Circular A-133 and is not a required part of the basic financial statements. Such information has been
subjected to the auditing procedures applied in the audit of the basic financial statements and, in our
opinion, is fairly stated, in all material respects, in relation to the basic financial statements taken as a
whole.

The Commonwealth’s responses to the findings identified in our audit are described in the accompanying

schedule of findings and questioned costs. We did not audit the Commonwealth’s responses and,
accordingly, we express no opinion on the responses.
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This report is intended solely for the information and use of management, others within the entity, the
Office of Inspector General—U.S. Department of Health and Human Services, and federal awarding
agencies and is not intended to be and should not be used by anyone other than these specified parties.

%CZ/@“ KPRl L

September 21, 2011
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COMMONWEALTH OF PENNSYLVANIA

Schedule of Expenditures of Federal Awards - June 30, 2010

Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
SNAP Cluster:
10.551 Supplemental Nutrition Assistance Program 2,258,702
10.561 State Admin Matching Grants for Supp Nutrition Assist Prgm 180,693 44,345
10.561 ARRA - State Admin Matching Grants for Supp Nutrition Assist Prgm 7,384
Total State Admin Matching Grants for Supp Nutrition Assist Prgm 188,077
Total SNAP Cluster 2,446,779
Child Nutrition Cluster:
10.553 School Breakfast Program 71,413 71,128
10.555 National School Lunch Program (Cash Assistance) 279,769 279,268
10.555 National School Lunch Program (Food Commaodities) 44,502 44,502
Total National School Lunch Program 324,271
10.556 Special Milk Program for Children 517 517
10.559 Summer Food Service Program for Children (Cash Assistance) 12,380 11,891
10.559 Summer Food Service Program for Children (Food Commodities) 256 256
Total Summer Food Service Program for Children 12,636
Total Child Nutrition Cluster 408,837
Emergency Food Assistance Cluster:
10.568 Emergency Food Assistance Program (Administrative Costs) 2,561 951
10.568 ARRA - Emergency Food Assistance Program (Administrative Costs) 1,491 852
Total Emergency Food Assistance Program (Administrative Costs) 4,052
10.569 Emergency Food Assistance Program (Food Commodities) 27,775 27,775
Total Emergency Food Assistance Cluster 31,827
10.025 Plant and Animal Disease, Pest Control, and Animal Care 2,337 206
10.069 Conservation Reserve Program 69
10.086 ARRA - Aguaculture Grants Program (AGP) 182 182
10.162 Inspection Grading and Standardization 224
10.163 Market Protection and Promotion 125
10.169 Specialty Crop Block Grant Program 284 138
10.170 Specialty Crop Block Grant Program - Farm Bill 161 102
10.215 Sustainable Agriculture Research and Education 58 58
10.304 Homeland Security - Agricultural 34
10.458 Crop Insurance Education in Targeted States 587
10.557 Special Supp Nutrition Prgm for Women, Infants, and Children 186,268 45,832

- See Notes to Schedule of Expenditures of Federal Awards -
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Schedule of Expenditures of Federal Awards - June 30, 2010

Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
10.558 Child and Adult Care Food Program 81,716 81,200
10.558 Child and Adult Care Food Program (Food Commodities) 63 63
Total Child and Adult Care Food Program 81,779
10.560 State Administrative Expenses for Child Nutrition 5,788 4
10.565 Commaodity Supplemental Food Program 1,500 1,496
10.572 WIC Farmers' Market Nutrition Program (FMNP) 3,764
10.574 Team Nutrition Grants 261
10.578 ARRA - WIC Grants to States (WGS) 229
10.579 Child Nutrition Discretionary Grants Limited Availability (42)
10.579 ARRA - Child Nutrition Discretionary Grants Limited Availability 2,536 2,536
Total Child Nutrition Discretionary Grants Limited Availability 2,494

10.580 Supp Nutrition Assistance Program Outreach/Participation 351
10.582 Fresh Fruit and Vegetable Program 1,722 1,722
10.664 Cooperative Forestry Assistance 3,561 711
10.665 Schools and Roads - Grants to States 4,609 4,609
10.675 Urban and Community Forestry Program 9
10.676 Forest Legacy Program 1
10.678 Forest Stewardship Program 114
10.680 Forest Health Protection 46
10.902 Soil And Water Conservation 370
10.913 Farm and Ranch Lands Protection Program 1,569

Total - U.S. Department of Agriculture $3,185,939 $620,344
11.307 Economic Adjustment Assistance (242)
11.407 Interjurisdictional Fisheries Act of 1986 33
11.419 Coastal Zone Management Administration Awards 1,633 793
11.457 Chesapeake Bay Studies 161 9
11.474 Atlantic Coastal Fisheries Cooperative Management Act 112
11.555 Public Safety Interoperable Communications Grant Program 7,979 1,147
11.558 ARRA - State Broadband Data and Development Grant Program 341

Total - U.S. Department of Commerce $10,017 $1,949

- See Notes to Schedule of Expenditures of Federal Awards -
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Schedule of Expenditures of Federal Awards - June 30, 2010

Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
12.112 Payments to States in Lieu of Real Estate Taxes 499 499
12.400 Military Construction, National Guard 119,385
12.401 National Guard Military Operations and Maintenance Projects 50,768
12.401 ARRA - National Guard Military Operations and Maintenance Projects 1,680
Total National Guard Military Operations and Maintenance Projects 52,448

Total - U.S. Department of Defense $172,332 $499

CDBG - State-Administered Small Cities Program Cluster:

14.228 Community Development Block Grants/State's Program 58,067 57,099
14.255 ARRA - Community Development Block Grants/State's Program 5,512 5,466
Total CDBG - State-Administered Small Cities Program Cluster 63,579
14.231 Emergency Shelter Grants Program 2,972 2,903

14.235 Supportive Housing Program 140
14.239 Home Investment Partnerships Program 12,919 12,529
14.241 Housing Opportunities for Persons with AIDS 1,653 1,650
14.257 ARRA - Homelessness Prevention and Rapid Re-Housing Program 2,647 2,476
14.401 Fair Housing Assistance Program - State and Local 998
14.900 Lead-Based Paint Hazard Control in Privately-Owned Housing 827 730
14.908 ARRA - Healthy Homes Demonstration Grants 182 101

Total - U.S. Department of Housing and Urban Development $85,917 $82,954
15.250 Regulation of Surface Coal Mining 10,612
15.252 Abandoned Mine Land Reclamation (AMLR) Program 22,335 789
15.255 Science Prgm Coop Agreements for Coal Mining & Reclamation 70

Fish and Wildlife Cluster:
15.605 Sport Fish Restoration Program 9,282
15.611 Wildlife Restoration 17,502

Total Fish and Wildlife Cluster 26,784

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
15.612 Endangered Species Conservation 137
15.622 Sportfishing and Boating Safety Act 100
15.625 Wildlife Conservation and Restoration 118
15.633 Landowner Incentive Program 111
15.634 State Wildlife Grants 3,045
15.808 U.S. Geological Survey - Research and Data Collection 520 89
15.810 National Cooperative Geologic Mapping Program 300
15.904 Historic Preservation Fund Grants-In-Aid 1,094 93
15.916 Outdoor Recreation - Acquisition, Development and Planning 1,170 1,160
15.926 American Battlefield Protection 36
15.929 Save America's Treasures 287 250
Total - U.S. Department of the Interior $66,719 $2,381
16.004 Law Enforcement Asst - Narcotics & Dangerous Drugs Training 1,445
16.017 Sexual Assault Services Formula Program 196 196
16.202 Prisoner Reentry Initiative Demonstration (Offender Reentry) 466
16.523 Juvenile Accountability Block Grants 1,315 1,240
16.540 Juvenile Justice & Delinquency Prevention - Alloc to States 1,272 940
16.548 Title V - Delinquency Prevention Program 82 82
16.550 State Justice Statistics Prgm for Statistic Analysis Centers 25 11
16.554 National Criminal History Improvement Program (NCHIP) 89 81
16.560 Natl Inst of Justice Research, Eval and Devel Project Grants 730 26
16.572 State Criminal Alien Assistance Program 1,315
16.574 Byrne Evaluation Partnership Program 2,939
16.575 Crime Victim Assistance 14,401 13,433
16.576 Crime Victim Compensation 5,065
16.579 Edward Byrne Memorial Formula Grant Program 165
16.580 Ed Byrne Memorial St & Loc Law Enforce Asst Disc Grants Prgm 1,843
16.582 Crime Victim Assistance/Discretionary Grants 52
16.588 Violence Against Women Formula Grants 4,130 3,889
16.588 ARRA - Violence Against Women Formula Grants 726 655
Total Violence Against Women Formula Grants 4,856

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
16.590 Community-Defined Solutions to Violence Against Women Prgm 17 17
16.593 Residential Substance Abuse Treatment for State Prisoners 245 108
16.607 Bulletproof Vest Partnership Program 175
16.609 Project Safe Neighborhoods 656 641
16.610 Regional Information Sharing Systems 6,419
16.727 Enforcing Underage Drinking Laws Program 283 87
16.735 Protecting Inmates and Safeguarding Communities Grant Prgm 222
16.738 Edward Byrne Memorial Justice Assistance Grant Program 8,958 5,631
16.740 Statewide Automated Victim Info Notification (SAVIN) Program 584 300
16.742 Paul Coverdell Forensic Sciences Improvement Grant Program 57 57
16.746 Capital Case Litigation 3 3
16.753 Congressionally Recommended Awards 9,220 6,863
16.801 ARRA - State Victim Assistance Formula Grant Program 531 531
16.802 ARRA - State Victim Compensation Formula Grant Program 1,461
16.803 ARRA - Edward Byrne Memorial Justice Assistance Grant Prgm 4,998 3,937
16.UNKNOWN  Federally Seized/Forfeited Property 5
Total - U.S. Department of Justice $70,090 $38,728
Employment Service Cluster:
17.207 Employment Service/Wagner-Peyser Funded Activities 23,778 409
17.207 ARRA - Employment Service/Wagner-Peyser Funded Activities 11,601
Total Employment Service/Wagner-Peyser Funded Activities 35,379
17.801 Disabled Veterans' Outreach Program (DVOP) 3,421
17.804 Local Veterans' Employment Representative Program 4,022
Total Employment Service Cluster 42,822
WIA Cluster:
17.258 WIA Adult Program 27,830 26,839
17.258 ARRA - WIA Adult Program 9,793 9,619
Total WIA Adult Program 37,623
17.259 WIA Youth Activities 29,500 27,967
17.259 ARRA - WIA Youth Activities 25,627 24,012
Total WIA Youth Activities 55,127

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
17.260 WIA Dislocated Workers 38,999 33,670
17.260 ARRA - WIA Dislocated Workers 25,339 24,284
Total WIA Dislocated Workers 64,338
Total WIA Cluster 157,088
17.002 Labor Force Statistics 2,810
17.005 Compensation and Working Conditions 54
17.225 Unemployment Insurance 6,698,021
17.225 ARRA - Unemployment Insurance 2,865,258
Total Unemployment Insurance 9,563,279
17.235 Senior Community Service Employment Program 6,129 5,956
17.235 ARRA - Senior Community Service Employment Program 930 930
Total Senior Community Service Employment Program 7,059
17.245 Trade Adjustment Assistance 27,193 228
17.250 Job Training Partnership Act (13)
17.261 WIA Pilots, Demonstrations, and Research Projects 463 462
17.268 H-1B Job Training Grants 12,756 12,580
17.270 Reintegration of Ex-Offenders 131
17.271 Work Opportunity Tax Credit Program (WOTC) 805
17.273 Temporary Labor Certification for Foreign Workers 137
17.275 ARRA - Training and Placement in Growth and Industry Sectors 450 159
17.600 Mine Health and Safety Grants 671
17.603 Brookwood-Sago Grant 14
17.802 Veterans' Employment Program 300 293
Total - U.S. Department of Labor $9,816,019 $167,408
Highway Planning and Construction Cluster:
20.205 Highway Planning and Construction 1,314,562 184,073
20.205 ARRA - Highway Planning and Construction 435,811
Total Highway Planning and Construction 1,750,373
20.219 Recreational Trails Program 1,281 889
23.003 Appalachian Development Highway System 44,525
Total Highway Planning and Construction Cluster 1,796,179

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
Federal Transit Cluster:
20.500 Federal Transit - Capital Investment Grants 690 690
20.507 Federal Transit - Formula Grants 864
20.507 ARRA - Federal Transit - Formula Grants 3,154 3,154
Total Federal Transit - Formula Grants 4,018
Total Federal Transit Cluster 4,708
Transit Services Programs Cluster:
20.513 Capital Assistance Program for Elderly and Disabled Persons 5,829 5,829
20.516 Job Access - Reverse Commute 1,505 1,505
20.521 New Freedom Program 651 651
Total Transit Services Programs Cluster 7,985
Highway Safety Cluster:
20.600 State and Community Highway Safety 15,117 5,310
20.601 Alcohol Impaired Driving Countermeasures Incentive Grants | 6,817 6,817
20.602 Occupant Protection Incentive Grants 1,201 1,201
20.604 Safety Incentive Grants for Use of Seatbelts 11,151
20.605 Incentives to Prevent Operation by Intoxicated Persons 224
20.610 State Traffic Safety Information System Improvement Grants 370
20.612 Incentive Grant Program to Increase Motorcyclist Safety 7
Total Highway Safety Cluster 34,887
20.005 Boating Safety Financial Assistance 2,822
20.106 Airport Improvement Program 17,488 17,089
20.218 National Motor Carrier Safety 6,847 56
20.232 Commercial Driver's License Program Improvement Grant 189
20.240 Fuel Tax Evasion-Intergovernmental Enforcement Effort 192
20.317 Capital Assistance to States - Intercity Passenger Rail Serv 95
20.505 Metropolitan Transportation Planning 4,057
20.509 Formula Grants for Other Than Urbanized Areas 19,327 19,222
20.509 ARRA - Formula Grants for Other Than Urbanized Areas 14,622 14,622
Total Formula Grants for Other Than Urbanized Areas 33,949
20.515 State Planning and Research 9,272
20.700 Pipeline Safety Program Base Grants 787
20.703 Interagency Hazardous Materials Training and Planning Grants 572 486

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
20.930 Payments for Small Community Air Service Development 169 169
Total - U.S. Department of Transportation $1,920,198 $261,763
23.002 Appalachian Area Development 65 65
23.009 Appalachian Local Development District Assistance 1,673 1,126
23.011 Appalachian Research, Technical Assistance and Demo Projects 171
Total - Appalachian Regional Commission $1,909 $1,191
30.002 Employment Discrimination - State and Local Agency Contracts 1,615
Total - Equal Employment Opportunity Commission $1,615 $0
39.003 Donation of Federal Surplus Personal Property 6,164 6,164
39.011 Election Reform Payments 2,984 2,925
Total - General Services Administration $9,148 $9,089
45.025 Promotion of the Arts - Partnership Agreements 1,073 883
45.025 ARRA - Promotion of the Arts - Partnership Agreements 258 258
Total Promotion of the Arts - Partnership Agreements 1,331
45.310 Grants to States 6,451 4,504
45.313 Laura Bush 21st Century Librarian Program 338 338
Total - National Foundation on the Arts and Humanities $8,120 $5,983
64.005 Grants to States for Construction of State Home Facilities 141
64.010 Veterans Nursing Home Care 727
64.014 Veterans State Domiciliary Care 4,460
64.015 Veterans State Nursing Home Care 30,954
64.111 Veterans Education Assistance 1,172

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
Total - U.S. Department of Veterans Affairs $37,454 $0
66.001 Air Pollution Control Program Support 20 20
66.032 State Indoor Radon Grants 495 127
66.034 Surveys, Studies, Activities Relating to the Clean Air Act 107 29
66.039 ARRA - National Clean Diesel Emissions Reduction Program 598 598
66.040 ARRA - State Clean Diesel Grant Program 520 520
66.202 Congressionally Mandated Projects 101
66.312 State Environmental Justice Cooperative Agreement Program 6 6
66.419 Water Pollution Control State and Interstate Program Support 6,006
66.432 State Public Water System Supervision 3,906
66.436 Clean Water Act Surveys, Studies, Investigations and Demos 40
66.438 Construction Management Assistance 22
66.454 Water Quality Management Planning 242
66.454 ARRA - Water Quality Management Planning 470 347
Total Water Quality Management Planning 712
66.458 Capitalization Grants for Clean Water State Revolving Funds 17,795
66.458 ARRA - Capitalization Grants for Clean Water State Revolving Funds 83,489
Total Capitalization Grants for Clean Water State Revolving Funds 101,284
66.460 Nonpoint Source Implementation Grants 4,827 3,842
66.461 Regional Wetland Program Development Grants 115
66.466 Chesapeake Bay Program 2,548 2,325
66.468 Capital Grants for Drinking Water State Revolving Funds 32,588 738
66.468 ARRA - Capital Grants for Drinking Water State Revolving Funds 15,546
Total Capital Grants for Drinking Water State Revolving Funds 48,134
66.469 Great Lakes Program 71 71
66.474 Water Protection Grants to the States 122 64
66.479 Wetland Program Grants - Environmental Outcome Demo Prgm 224
66.511 Office of Research and Development Consolidated Research 77
66.605 Performance Partnership Grants 5,210
66.606 Surveys, Studies, Investigations and Special Purpose Grants 831 18
66.608 Environmental Information Exchange Network Grant Program 112
66.700 Consolidated Pesticide Enforcement Cooperative Agreements 82

- See Notes to Schedule of Expenditures of Federal Awards -
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CFDA # CFDA Program Name (000's) Subrecipients
66.707 TSCA Title IV State Lead Grants Certification 309
66.708 Pollution Prevention Grants Program 117 117
66.714 Pesticide Environmental Stewardship Regional Grants 10 10
66.716 Research, Dev, Education, Training, Demos, and Studies 2 2
66.801 Hazardous Waste Management State Program Support 5,240 1,266
66.802 Superfund State Site-Specific Cooperative Agreements 11
66.804 Underground Storage Tank Prevention and Compliance Program 835
66.805 Leaking Underground Storage Tank Trust Fund Program 1,749
66.805 ARRA - Leaking Underground Storage Tank Trust Fund Program 2,749
Total Leaking Underground Storage Tank Trust Fund Program 4,498
66.808 Solid Waste Management Assistance Grants 24 17
66.817 State and Tribal Response Program Grants 4
Total - Environmental Protection Agency $187,220 $10,117
81.039 National Energy Information Center 39
81.041 State Energy Program 6,808 2,342
81.041 ARRA - State Energy Program 22,563 22,313
Total State Energy Program 29,371
81.042 Weatherization Assistance for Low-Income Persons 22,817 22,153
81.042 ARRA - Weatherization Assistance for Low-Income Persons 79,929 71,959
Total Weatherization Assistance for Low-Income Persons 102,746
81.119 State Energy Program Special Projects 546 546
81.122 ARRA - Electricity Delivery and Energy Reliability, Research & Dev 146
81.127 ARRA - Energy Efficient Appliance Rebate Program (EEARP) 7,828 7,801
81.128 ARRA - Energy Efficiency & Conservation Block Grant Program (EECBG) 10,201 10,118
Total - U.S. Department of Energy $150,877 $137,232
Title I, Part A Cluster:
84.010 Title | Grants to Local Educational Agencies 485,025 481,889
84.389 ARRA - Title | Grants to Local Educational Agencies 198,137 198,135
Total Title I, Part A Cluster 683,162

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
Special Education Cluster (IDEA)
84.027 Special Education - Grants to States 433,890 421,720
84.173 Special Education - Preschool Grants 13,419 13,378
84.391 ARRA - Special Education Grants to States 175,092 175,092
84.392 ARRA - Special Education - Preschool Grants 3,308 3,308
Total Special Education Cluster (IDEA) 625,709
Student Financial Assistance Programs Cluster:
84.007 Federal Supplemental Educational Opportunity Grants 44
84.032 Federal Family Education Loans 2,304
84.033 Federal Work-Study Program 37
84.063 Federal Pell Grant Program 2,710
84.375 Academic Competitiveness Grants 16
Total Student Financial Assistance Programs Cluster 5,111
Vocational Rehabilitation Cluster:

84.126 Rehabilitation Services - Vocational Rehab Grants to States 114,574 157
84.390 ARRA - Rehab Services - Vocational Rehab Grants to States 2,970 (153)
Total Vocational Rehabilitation Cluster 117,544

Independent Living State Grants Cluster:

84.169 Independent Living - State Grants 489 489
84.398 ARRA - Independent Living State Grants 144 144
Total Independent Living State Grants Cluster 633

Independent Living Services for Older Blind Individuals Cluster:
84.177 Rehab Serv - Independent Living Services for Older Blind Individuals 1,250
84.399 ARRA - Independent Living Services for Older Blind Individuals 16 10
Total Independent Living Services for Older Blind Individuals Cluster 1,266
Education for Homeless Children and Youth Cluster:

84.196 Education for Homeless Children and Youth 1,946 1,894
84.387 ARRA - Education for Homeless Children and Youth 1,000 1,000
Total Education for Homeless Children and Youth Cluster 2,946

Educational Technology State Grants Cluster:
84.318 Education Technology State Grants 11,653 11,076
84.386 ARRA - Education Technology State Grants 1,756 1,213
Total Educational Technology State Grants Cluster 13,409

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
School Improvement Grants Cluster:

84.377 School Improvement Grants 10,287 10,740
84.388 ARRA - School Improvement Grants 3,173

Total School Improvement Grants Cluster 13,460

State Fiscal Stabilization Fund Cluster:

84.394 ARRA - State Fiscal Stabilization Fund - Education Grants 605,686 602,953
84.397 ARRA - State Fiscal Stabilization Fund - Gov Services 173,383

Total State Fiscal Stabilization Fund Cluster 779,069
84.002 Adult Education - Basic Grants to States 17,360 15,786
84.011 Migrant Education - State Grant Program 8,148 7,737
84.013 Title | Program for Neglected and Delinquent Children 961 719
84.042 TRIO - Student Support Services 216
84.048 Career and Technical Education - Basic Grants to States 43,082 40,161
84.144 Migrant Education - Coordination Program 92 92
84.181 Special Education - Grants for Infants and Families 13,061 11,735
84.185 Byrd Honors Scholarships 1,540
84.186 Safe and Drug-Free Schools and Communities - State Grants 11,015 9,959
84.187 Supp Employment Serv for Indiv with Significant Disabilities 1,059
84.213 Even Start - State Educational Agencies 2,301 2,194
84.235 Rehabilitation Services Demonstration and Training Programs 374
84.243 Tech-Prep Education 3,895 3,717
84.265 Rehab Training - State Voc Rehab Unit In-Service Training 256
84.282 Charter Schools 3,814 3,650
84.287 Twenty-First Century Community Learning Centers 31,468 29,920
84.293 Foreign Language Assistance 54 54
84.298 State Grants for Innovative Programs 321 334
84.323 Special Education - State Personnel Development 1,321
84.330 Advanced Placement Program 234 210
84.331 Grants to States for Training for Incarcerated Individuals 846
84.357 Reading First State Grants 11,324 8,328
84.358 Rural Education 1,076 1,075
84.365 English Language Acquisition Grants 8,520 8,139
84.366 Mathematics and Science Partnerships 4,814 4,814

- See Notes to Schedule of Expenditures of Federal Awards -
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9¢

Federal Passed
Expenditures Through to

CFDA # CFDA Program Name (000's) Subrecipients
84.367 Improving Teacher Quality State Grants 99,236 95,861
84.368 Grants for Enhanced Assessment Instruments 233
84.369 Grants for State Assessments and Related Activities 12,043
84.372 Statewide Data Systems 2,632
84.378 College Access Challenge Grant Program 2,252 1,841
84.902 National Assessment of Educational Progress 117

Total - U.S. Department of Education $2,525,974 $2,169,371
89.003 National Historical Publications and Records Grants 5

Total - National Archives and Records Administration $5 $0
90.400 Help America Vote College Program 152
90.401 Help America Vote Act Requirements Payments 8,866 6,844

Total - Elections Assistance Commission $9,018 $6,844

Aging Cluster:
93.044 Special Programs for the Aging - Title Il1, Part B 23,770 23,770
93.045 Special Programs for the Aging - Title I, Part C 25,478 23,376
93.053 Nutrition Services Incentive Program 6,609 6,609
93.705 ARRA - Aging Home-Delivered Nutrition Services for States 1,096 1,096
93.707 ARRA - Aging Congregate Nutrition Services for States 1,500 1,500

Total Aging Cluster 58,453

Immunization Cluster:
93.268 Immunization Grants (Cash Assistance) 8,619 3,320
93.268 Immunization Grants (Vaccines) 70,859

Total Immunization Grants 79,478
93.712 ARRA - Immunization (Cash Assistance) 532
93.712 ARRA - Immunization (Vaccines) 6,011
Total ARRA - Immunization 6,543
Total Immunization Cluster 86,021

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
TANF Cluster:

93.558 Temporary Assistance for Needy Families 439,382 190,427
93.714 ARRA - Emergency Contingency Fund for TANF State Programs 37,779 11,784
Total TANF Cluster 477,161

CSBG Cluster:

93.569 Community Services Block Grant 26,188 25,313
93.710 ARRA - Community Services Block Grant 26,758 26,758
Total CSBG Cluster 52,946

CCDF Cluster:
93.575 Child Care and Development Block Grant 205,699 191,193
93.596 Child Care Mandatory and Matching Funds of the CCDF 112,596 112,234
93.713 ARRA - Child Care and Development Block Grant 20,761 20,761
Total CCDF Cluster 339,056
Head Start Cluster:
93.600 Head Start 224 224
93.708 ARRA - Head Start 170 154
93.709 ARRA - Early Head Start 50 50
Total Head Start Cluster 444
Medicaid Cluster:
93.775 State Medicaid Fraud Control Units 3,253
93.777 State Survey and Cert of Health Care Providers and Suppliers 14,361
93.778 Medical Assistance Program 10,332,237 362,341
93.778 ARRA - Medical Assistance Program 1,908,098 4,920
Total Medical Assistance Program 12,240,335
Total Medicaid Cluster 12,257,949
93.003 Public Health and Social Services Emergency Fund 50 50
93.041 Special Programs for the Aging - Title V11, Chapter 3 252 252
93.042 Special Programs for the Aging - Title V11, Chapter 2 792 653
93.043 Special Programs for the Aging - Title 111, Part D 1,019 1,019
93.048 Special Programs for the Aging - Title IV and Title 11 113 113
93.052 National Family Caregiver Support, Title 111, Part E 8,875 8,875
93.069 Public Health Emergency Preparedness (Cash Assistance) 52,216 15,381
93.069 Public Health Emergency Preparedness (HIN1 Vaccines) 38,513

- See Notes to Schedule of Expenditures of Federal Awards -
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Schedule of Expenditures of Federal Awards - June 30, 2010

Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
Total Public Health Emergency Preparedness 90,729

93.070 Environmental Public Health and Emergency Response 271 59

93.071 Medicare Enrollment Assistance Program 167 168

93.089 Emergency System for Advance Registration of Vol Health Prof 60 60

93.103 Food and Drug Administration - Research 191

93.110 Maternal and Child Health Federal Consolidated Programs 881 711

93.116 Project Grants and Coop Agreements for Tuberculosis Control 592 31

93.127 Emergency Medical Services for Children 130

93.130 Primary Care Offices Coordination and Dev Coop Agreements 249 76

93.136 Injury Prevention and Control Research 1,990 1,805

93.150 Projects for Asst in Transition from Homelessness (PATH) 2,262 2,198

93.165 Grants to States for Loan Repayment Program 200

93.197 Childhood Lead Poisoning Prevention Projects 663 436

93.235 Abstinence Education Program 74 62

93.240 State Capacity Building 419

93.241 State Rural Hospital Flexibility Program 363 255

93.243 Substance Abuse and Mental Health Services - Projects 3,093 2,995

93.251 Universal Newborn Hearing Screening 89

93.259 Rural Access to Emergency Devices Grant 11

93.283 Centers for Disease Control & Prevention - Investigations 9,048 3,376

93.296 State Partnership Grant Program to Improve Minority Health 40

93.402 ARRA - State Loan Repayment Program 23

93.414 ARRA - State Primary Care Offices 13

93.556 Promoting Safe and Stable Families 13,783 13,749

93.563 Child Support Enforcement 141,074 105,626

93.563 ARRA - Child Support Enforcement 24,654 17,792
Total Child Support Enforcement 165,728

93.566 Refugee and Entrant Assistance - State Administered Programs 9,676 2,854

93.568 Low-Income Home Energy Assistance 257,180 20,914

93.576 Refugee and Entrant Assistance - Discretionary Grants 763 667

93.584 Refugee and Entrant Assistance - Targeted Assistance Grants 533 533

93.585 Empowerment Zones Program 176 176

93.590 Community-Based Child Abuse Prevention Grants 1,267 1,267

- See Notes to Schedule of Expenditures of Federal Awards -
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Schedule of Expenditures of Federal Awards - June 30, 2010

Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
93.597 Grants to States for Access and Visitation Programs 325 325
93.599 Chafee Education and Training Vouchers Program (ETV) 2,062 2,058
93.602 Assets for Independence Demonstration Program 321 321
93.617 Voting Access for Individuals with Disabilities - Gov Grants 665 665
93.630 Developmental Disabilities Basic Support and Advocacy Grants 3,611 2,684
93.645 Child Welfare Services - State Grants 10,530 9,490
93.658 Foster Care - Title IV-E 205,567 200,674
93.658 ARRA - Foster Care - Title IV-E 8,749 8,749
Total Foster Care - Title IV-E 214,316
93.659 Adoption Assistance 109,159 107,752
93.659 ARRA - Adoption Assistance 9,259 9,259
Total Adoption Assistance 118,418
93.667 Social Services Block Grant 97,987 78,084
93.669 Child Abuse and Neglect State Grants 826 292
93.670 Child Abuse and Neglect Discretionary Activities 197 197
93.671 Family Violence Prevention and Services 3,000 3,000
93.674 Chafee Foster Care Independence Program 4,803 4,803
93.717 ARRA - Preventing Healthcare-Associated Infections 81
93.723 ARRA - Prevention and Wellness - State, Territories 8
93.767 Children's Health Insurance Program 276,392 268,904
93.768 Medicaid Infrastructure Grants to Support Competitive Employ 4,289 4,283
93.779 CMS Research, Demonstrations and Evaluations 6,761 2,093
93.790 Alternate Non-Emergency Service Providers or Networks 285
93.889 National Bioterrorism Hospital Preparedness Program 20,024 10,699
93.917 HIV Care Formula Grants 24,167 7,177
93.938 Coop Agreements to Support School Health Programs 351 239
93.940 HIV Prevention Activities - Health Department Based 3,371 767
93.943 Epidemiologic Research Studies of AIDS and HIV 1,476 274
93.944 HIV/AIDS Surveillance 783
93.946 Coop Agreements to Support Safe Motherhood and Infant Health 168
93.958 Block Grants for Community Mental Health Services 14,470 14,278
93.959 Block Grants for Prevention and Treatment of Substance Abuse 63,400 54,895
93.977 Preventive Health Serv Sexually Trans Diseases Control Grant 1,671 671

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients

93.991 Preventive Health and Health Services Block Grant 5,570 3,503
93.994 Maternal and Child Health Services Block Grant to the States 21,733 10,638

93.UNKNOWN  Offset to Correct Drawdown of Federal Funds (189)
Total - U.S. Department of Health and Human Services $14,745,667 $2,014,757

94.003 State Commissions 265
94.004 Learn and Serve America - School & Community Based Programs 768 587
94.006 AmeriCorps 7,693 7,693
94.006 ARRA - AmeriCorps 1,813 1,813

Total AmeriCorps 9,506

94.007 Program Development and Innovation Grants 65
94.009 Training and Technical Assistance 166 53
Total - Corporation for National and Community Service $10,770 $10,146

96.001 Social Security - Disability Insurance 97,987
Total - Social Security Administration $97,987 $0

97.001 Pilot Demonstration or Earmarked Projects 79
97.008 Non-Profit Security Program 222 222
97.017 Pre-Disaster Mitigation (PDM) Competitive Grants 94 94

97.023 Community Assistance Program State Support Services Element 122
97.029 Flood Mitigation Assistance 592 592
97.036 Disaster Grants - Public Assist (Presidentially Declared) 12,560 5,609
97.039 Hazard Mitigation Grant 261 261

97.041 National Dam Safety Program 68
97.042 Emergency Management Performance Grants 8,569 3,584

97.043 State Fire Training Systems Grants 22

97.044 Assistance to Firefighters Grant 369

97.045 Cooperating Technical Partners 110
97.047 Pre-Disaster Mitigation 23 23

- See Notes to Schedule of Expenditures of Federal Awards -
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Federal
Expenditures

Passed
Through to

CFDA # CFDA Program Name (000's) Subrecipients
97.050 Presidential Declared Dis Assist to Households - Other Needs (11)
97.056 Port Security Grant Program 666
97.067 Homeland Security Grant Program 42,508 8,727
97.070 Map Modernization Management Support 140
97.075 Rail and Transit Security Grant Program 4,157 3,429
97.078 Buffer Zone Protection Program (BZPP) 738
97.089 Driver's License Security Grant Program 747
97.091 Homeland Security Biowatch Program 273
97.092 Repetitive Flood Claims 28 28
97.110 Severe Loss Repetitive Program 48 34
97.111 Regional Catastrophic Preparedness Grant Program (RCPGP) 10
Total - U.S. Department of Homeland Security $72,395 $22,603
99.UNKNOWN  Refund on a Closed Grant 4)
Total - Unknown (34) $0
GRAND TOTAL $33,185,386 $5,563,359

- See Notes to Schedule of Expenditures of Federal Awards -




COMMONWEALTH OF PENNSYLVANIA
Notes to the Schedule of Expenditures of Federal Awards - June 30, 2010

Note A: Single Audit Reporting Entity

The Commonwealth of Pennsylvania (the Commonwealth) includes expenditures in its schedule of expenditures of federal
awards (SEFA) for all federal programs administered by the same funds, agencies, boards, commissions, and component
units included in the Commonwealth’s financial reporting entity used for its basic financial statements. However, the State
System of Higher Education (SSHE), the Pennsylvania Higher Education Assistance Agency (PHEAA), the Pennsylvania
Housing Finance Agency (PHFA), and the Philadelphia Shipyard Development Corporation (PSDC), which are discretely
presented component units, elect to have their own single audits (when required) and their expenditures of federal awards
are therefore excluded from the Commonwealth’s SEFA. These four component units are required to submit their own
single audit reports to the Federal Audit Clearinghouse. The PSDC is not required to submit a single audit for the year
ended June 30, 2010 because its federal expenditures are below the requirement threshold. In addition, the Judicial
Department of Pennsylvania, which is included in the Primary Government, elected to have its own single audit performed.
Their federal expenditures are also excluded from the Commonwealth’s SEFA.

Note B: Basis of Accounting

All expenditures for each program included in the schedule of expenditures of federal awards are net of applicable program
income and refunds.

Expenditures reported under CFDA #10.551, Supplemental Nutrition Assistance Program (SNAP), represent amounts the
Electronic Benefits Transfer (EBT) contractor paid to retail outlets for participants’ purchases under the program during the
fiscal year ended June 30, 2010.

The reported expenditures for benefits under SNAP (CFDA #10.551) are supported by both regularly appropriated funds
and incremental funding made available under section 101 of the American Recovery and Reinvestment Act of 2009. The
portion of total expenditures for SNAP benefits that is supported by Recovery Act funds varies according to fluctuations in
the cost of the Thrifty Food Plan, and to changes in participating households’ income, deductions, and assets. This
condition prevents USDA from obtaining the regular and Recovery Act components of SNAP benefits expenditures
through normal program reporting processes. As an alternative, USDA has computed a weighted average percentage to be
applied to the national aggregate SNAP benefits provided to households in order to allocate an appropriate portion thereof
to Recovery Act funds. This methodology generates valid results at the national aggregate level but not at the individual
State level. Therefore, we cannot validly disaggregate the regular and Recovery Act components of our reported
expenditures for SNAP benefits. At the national aggregate level, however, Recovery Act funds account for 16.38 percent
of USDA’s total expenditures for SNAP benefits in the Federal fiscal year ended September 30, 2010.

Expenditures reported under CFDA #10.555, National School Lunch Program, CFDA #10.558, Child and Adult Care Food
Program, CFDA #10.559, Summer Food Service Program, CFDA #10.565, Commodity Supplemental Food Program, and
CFDA #10.569, Emergency Food Assistance Program, include the value of food commodity distributions calculated using
the U.S. Department of Agriculture, Food and Nutrition Service commodity price list in effect as of November 15, 2008.

Expenditures reported under CFDA #12.400, Military Construction, National Guard, represent reimbursement payments
made to the Department of General Services (DGS) for construction expenditures related to the Department of Military and
Veterans Affairs federal construction projects that are facilitated by DGS.

Subrecipient expenditures reported under CFDA #14.228, Community Development Block Grants, CFDA #14.231,
Emergency Shelter Grants Program, and CFDA #14.239, Home Investment Partnerships Program, represent funds drawn
directly from the Housing and Urban Development (HUD) Integrated Disbursement and Information System (IDIS) by
subrecipients of the Commonwealth.

Expenditures for CFDA #20.205, Highway Planning and Construction, CFDA #20.515, State Planning and Research,
CFDA #20.219, Recreational Trails Program, CFDA #20.604, Safety Incentive Grants for Use of Seatbelts, CFDA
#20.605, Incentives to Prevent Operation by Intoxicated Persons, CFDA #23.003, Appalachian Development Highway
System, and CFDA #23.009, Appalachian Local Development District Assistance are presented on the basis that
expenditures are reported to the U.S. Department of Transportation. Accordingly, certain expenditures are recorded when
paid and certain other expenditures are recorded when the federal obligation is determined.
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Amounts reported as expenditures for CFDA #39.003, Donation of Federal Surplus Personal Property, represent the
General Services Administration’s average fair market value percentage of 23.3 percent of the federal government’s
original acquisition cost (OAC) of the federal property transferred to recipients by the Commonwealth.

Expenditures identified on the SEFA as Vaccines under CFDA #93.069, Public Health Emergency Preparedness, CFDA
#93.268, Immunization Grants, and CFDA #93.712, ARRA — Immunization Grants, represent the dollar value of the items
used.

Expenditures reported under CFDA #93.714, ARRA — Emergency Contingency Fund for TANF State Programs, include
$24,222,869 that were transferred from CFDA #93.558. The ARRA award was received in July of 2009 and a subsequent
event note was included in the prior year Notes to the SEFA to disclose that this transfer would be reflected on the 2009-10
SEFA. Therefore, for $24,222,869 in ARRA expenditures under CFDA #93.714 on the June 30, 2010 SEFA, the cash
benefits were actually paid out of regular TANF funds during the prior year ended June 30, 2009 because the ARRA award
had not yet been received.

Expenditures reported by the Pennsylvania Department of Transportation (PennDOT) for CFDA #97.036, Public
Assistance Grants, are recorded when the estimated federal obligation is determined and reimbursed.

The remaining expenditures included in the schedule of expenditures of federal awards are presented on the cash plus
invoices payable basis. Invoices payable represent Commonwealth expenditures recorded on the general ledger for which
the Commonwealth Treasury Department has not made cash disbursements.

Note C: Categorization of Expenditures

The schedule of expenditures of federal awards reflects federal expenditures for all individual grants that were active during
the fiscal year ended June 30, 2010. The categorization of expenditures by program included in the SEFA is based on the
Catalog of Federal Domestic Assistance (CFDA). Changes in the categorization of expenditures occur based on revisions
to the CFDA, which are issued on a real-time basis on the CFDA website.

Note D: Unemployment | nsurance

In accordance with Department of Labor, Office of Inspector General instructions, the Commonwealth recorded State
Regular Unemployment Compensation (UC) benefits under CFDA #17.225 in the schedule of expenditures of federal
awards. The individual state and federal portions are as follows (amounts in thousands):

State Regular UC Benefits $4,425,996
Federal UC Benefits 4,923,622
Federal Admin. 213,661
Total Expenditures $9,563,279
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COMMONWEALTH OF PENNSYLVANIA

Summary of Auditors’ Results - June 30, 2010

Financial Statements

Type of auditors' report issued: Unqualified
Internal control over financial reporting:

Material weakness(es) identified? X yes no

Significant deficiencies identified not
considered to be material weaknesses? X _yes no

Noncompliance material to financial
statements noted? X yes no

Federal Awards

Internal control over major programs:
Material weakness(es) identified? X _yes no

Significant deficiencies identified not
considered to be material weaknesses? X yes no

Type of auditors' report issued on compliance
for major programs:

Qualified for noncompliance in the following major programs:

SNAP Cluster (CFDA #10.551 and #10.561)

Child Nutrition Cluster (CFDA #10.553, #10.555, #10.556 and #10.559)

Special Supplemental Nutrition Program for WIC (CFDA #10.557)

Child and Adult Care Food Program (CFDA #10.558)

Military Construction, National Guard (CFDA #12.400)

National Guard Military Operations and Maintenance Projects (CFDA #12.401)
Community Development Block Grants/State Administered Small Cities Program Cluster
(CFDA #14.228 and 14.255)

WIA Cluster (CFDA #17.258, #17.259 and #17.260)

Highway Planning and Construction Cluster (CFDA #20.205, #20.219 and #23.003)
Capitalization Grants for Clean Water State Revolving Funds (CFDA #66.458)
Weatherization Assistance for Low-Income Persons (CFDA #81.042)

Title I, Part A Cluster (CFDA #84.010 and 84.389)

Special Education Cluster (IDEA) (CFDA #84.027, #84.173, #84.391 and #84.392)
Vocational Rehabilitation Cluster (CFDA #84.126 and #84.390)

Improving Teacher Quality State Grants (CFDA #84.367)

State Fiscal Stabilization Fund Cluster (CFDA #84.394 and #84.397)

Aging Cluster (CFDA #93.044, #93.045, #93.053, #93.705 and #93.707)

Public Health Emergency Preparedness (CFDA #93.069)

Immunization Cluster (CFDA #93.268 and #93.712)

TANF Cluster (CFDA #93.558 and #93.714)

Child Support Enforcement (CFDA #93.563)
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Low-Income Home Energy Assistance (CFDA #93.568)

CSBG Cluster (CFDA #93.569 and #93.710)

CCDF Cluster (CFDA #93.575, #93.596 and #93.713)

Foster Care Title IV-E (CFDA #93.658)

Adoption Assistance (CFDA #93.659)

Social Services Block Grant (CFDA #93.667)

Children’s Health Insurance Program (CFDA #93.767)

Medicaid Cluster (CFDA #93.775, #93.777, and #93.778)

Block Grants for Prevention and Treatment of Substance Abuse (CFDA #93.959)
Social Security — Disability Insurance (CFDA #96.001)

Unqualified for the following major program:

Unemployment Insurance (CFDA #17.225)

Any audit findings disclosed that are required

to be reported in accordance with Circular

A-133, Section .510(a)?

X _yes no

| dentification of Major Programs:

Federal
Expenditures

CFDA Number(s) Name of Federal Program or Cluster (000s)
10.551 and 10.561 SNAP Cluster (A) $ 2,446,779
10.553, 10.555, 10.556 Child Nutrition Cluster 408,837

and 10.559
10.557 Special Supplemental Nutrition Program for WIC 186,268
10.558 Child and Adult Care Food Program 81,779
12.400 Military Construction, National Guard 119,385
12.401 National Guard Military Operations and Maintenance 52,448
Projects (A)
14.228 and 14.255 Community Development Block Grants/State 63,579
Administered Small Cities Program Cluster (A)
17.225 Unemployment Insurance (A) 9,563,279
17.258, 17.259 and 17.260 WIA Cluster (A) 157,088
20.205, 20.219 and 23.003 Highway Planning and Construction Cluster (A) 1,796,179
66.458 Capitalization Grants for Clean Water State Revolving 101,284
Funds (A)

81.042 Weatherization Assistance for Low-Income Persons (A) 102,746
84.010 and 84.389 Title I, Part A Cluster (A) 683,162
84.027, 84.173, 84.391 Special Education Cluster (IDEA) (A) 625,709

and 84.392
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84.126 and 84.390
84.367
84.394 and 84.397
93.044, 93.045, 93.053,
93.705 and 93.707
93.069
93.268 and 93.712
93.558 and 93.714
93.563
93.568
93.569 and 93.710
93.575, 93.596 and 93.713
93.658
93.659
93.667
93.767
93.775,93.777 and 93.778
93.959

96.001

(A) = ARRA Funds included

Vocational Rehabilitation Cluster
Improving Teacher Quality State Grants
State Fiscal Stabilization Fund Cluster (A)
Aging Cluster (A)

Public Health Emergency Preparedness
Immunization Cluster (A)

TANF Cluster (A)

Child Support Enforcement (A)
Low-Income Home Energy Assistance
CSBG Cluster (A)

CCDF Cluster (A)

Foster Care Title IV-E (A)

Adoption Assistance (A)

Social Services Block Grant
Children’s Health Insurance Program
Medicaid Cluster (A)

Block Grants for Prevention and Treatment of Substance
Abuse

Social Security — Disability Insurance

Total Federal Expenditures — Major Programs

Dollar threshold used to distinguish between

Type A and Type B programs:

Auditee qualified as low-risk auditee?

$49,778,079

yes X no
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117,544
99,236
779,069
58,453

90,729
86,021
477,161
165,728
257,180
52,946
339,056
214,316
118,418
97,987
276,392
12,257,949
63,400

97,987

$32,038,094




COMMONWEALTH OF PENNSYLVANIA

Index to Basic Financial Statement Findings - June 30, 2010

Impacted
Finding State Finding CAP
No. Finding Title Agency Page Page
10-01**  Material Weaknesses Over Financial Reporting in the OB/OCO 51 446
Unemployment Compensation Fund (A  Similar L&I
Condition Was Noted in Prior Year Finding #09-06)
10-02**  Material Weaknesses Over Financial Reporting of Debt OB - BFM 52 446
in Various GAAP Templates
10-03**  Noncompliance With Statutory Limits for Equity L&l 55 447
Investments (A Similar Condition Was Noted in Prior
Year Finding #09-08)
10-04* Lack of Procedures to Monitor, Assess, and Report the OB/OCO 59 447

Impact of Highway and Bridge Infrastructure PennDOT
Replacement Activity in the BFS (A Similar Condition
Was Noted in Prior Year Finding #09-03)

10-05**  Weaknesses in BFS Reporting of Motor License Fund OB/OCO 61 448
Encumbrances and Liabilities

10-06* Internal Control Weaknesses in Monitoring of Alternative Treasury 64 448
Investments

10-07* Internal Control Deficiency Over Reporting of Intangible OB - BFM 65 449
Assets

10-08* Internal Control Weaknesses in Investment Disclosure OB/OCO 66 449
Reporting (A Similar Condition Was Noted in Prior Year Treasury

Finding #09-11)

10-09* Internal Control Weaknesses in Accounting for Securities Treasury 68 449
Lending

10-10**  Internal Control Deficiencies Over Financial Reporting in OB - BFM 69 449
the Preparation of the Basic Financial Statements

10-11%* General Computer Controls in Various Commonwealth OB 72 450
Agencies Need Improvement (A Similar Condition Was OA

Noted in Prior Year Finding #09-16)

10-12%* Statewide Weaknesses Within the SAP Accounting OB 85 462
System Related to Potential Segregation of Duties OA
Conflicts (A Similar Condition Was Noted in Prior Year
Finding #09-15)

10-13* General Computer Controls in the PA Department of Treasury 87 463
Treasury Need Improvement

* - Significant Deficiency
** - Material Weakness
CAP - Corrective Action Plan
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Impacted
Finding State Finding CAP
No. Finding Title Agency Page Page
10-14%* Lack of Documentation to Support Proper Contracting OB 90 465
and Procurement (A Similar Condition Was Noted in OA
Prior Year Finding #09-13)
10-15* Internal Control Weaknesses Related to One-Time OB/OCO 94 465
Vendor Payments Posted Into the SAP System and
Inappropriate Role Assignments (A Similar Condition
Was Noted in Prior Year Finding #09-18)
10-16%* Weaknesses in Invoice Processing Procedures and OB - BFM 97 466
Maintenance of Vendor Master Data and General Ledger OB - BPS

*
skk

CAP

Account Master Data

- Significant Deficiency
- Material Weakness
- Corrective Action Plan
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Finding 10 -01:

Office of the Budget — Office of Comptroller Operations
Pennsylvania Department of Labor and Industry

Material Weaknesses Over Financial Reporting in the Unemployment Compensation Fund (A Similar Condition
Was Noted in Prior Year Finding #09-06)

Condition: For the sixth year in a row, the Commonwealth’s Basic Financial Statements (BFS) contained material or
significant misstatements in the Unemployment Compensation (UC) Fund that required adjusting entries proposed by
the auditors. Our testing of L&I’s UC Fund GAAP Template for FYE June 30, 2010 resulted in: 1) a $692.9 million
misstatement and auditor-proposed adjusting entry to record federal withholdings and Interstate payments for UC
benefits paid, and 2) an estimated $82.1 million misstatement and auditor-proposed adjusting entry to reduce the UC
Benefit Overpayments receivable (principal and interest) for a portion of receivables in which a new methodology is
necessary to better reflect the collection of overpayments as they age. It should be further noted that these two particular
misstatements are being reported by the auditors for the first time in the current year, and were not noted in prior years’
misstatements.

Criteria: Strong internal controls should ensure that account balances and adjustments are reported accurately in the
BFS in accordance with GAAP, and are appropriately reviewed and approved by management.

Cause: L&I and Office of Comptroller Operations internal review procedures in the UC GAAP template preparation
process were not thorough enough to detect and correct the errors noted above by the auditors.

Effect: The above balances in the UC Fund government-wide and fund financial statements were misstated and
required auditor-proposed adjustments. In addition, the noted weaknesses in internal review procedures and accounting
systems could continue to result in additional misstatements in the BFS in the future.

Recommendation: While we have noted improvements in both L&I and Office of Comptroller Operations
methodologies and internal review procedures for preparing the UC Fund GAAP template, additional improvements to
these methodologies and internal review procedures are recommended to ensure GAAP accruals are accurate.

Adency Response: The Office of Comptroller Operations agrees with the finding. The Department is working with the
Comptroller’s Office and OIT to develop a review and analysis of the overpayment collection from 2002 to the current
year in order to apply that data to a new methodology for GAAP reporting purposes. The review will include separating
fault and non-fault overpayments, principal and interest, and also a further review of what may need to be designed for
use in the soon-to-be-implemented UC Modernization System (UCMS).

Auditors Conclusion: Based on the agency response, our finding and recommendation remain as previously stated
above. We will review any corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 02:
Office of the Budget — Bureau of Financial M anagement

Material Weaknesses Over Financial Reporting of Debt in Various GAAP Templates

Condition: The Commonwealth’s Basic Financial Statements (BFS) contained material misstatements related to
general obligation bonds, refunding bonds, and tax anticipation notes in various funds that required adjusting entries
proposed by the auditors. Our testing of the General Fund GAAP Template for FYE June 30, 2010 disclosed an $801
million misstatement and adjusting entry to relieve the Tax Anticipation Notes liability and an $801 million
misstatement and adjusting entry to the Tax Note Sinking Fund to eliminate revenue and expenditures equal to the Tax
Anticipation Notes. Our testing of the Capital Facilities Fund GAAP Template for FYE June 30, 2010 disclosed a $148
million misstatement and adjusting entry to post general obligation bond proceeds for Pennvest, a discretely presented
component unit. Our testing of the OB-BFM GAAP Template for FYE June 30, 2010 disclosed an $83.8 million
misstatement and adjusting entry to post the current year Net Deferred Refunding Loss in the Governmental Activities
column in the Statement of Net Assets. In addition, the auditors noted that required BFS note disclosures were missing
and proposed additions related to tax anticipation notes and a subsequent event related to the issuance of general
obligation bonds as required by GAAP.

Criteria: Strong internal controls should ensure that account balances and adjustments are reported accurately in the
BFS and are appropriately reviewed and approved by management. In addition, regarding the Pennvest bonds, GAAFR
guidance in Chapter 5 related to “debt-financed capital grants” states that when governments use debt to finance grants
to other governments (such as discretely presented component units), the appropriate accounting and financial reporting
treatment is to report an Other Financing Source and an expenditure in the appropriate governmental fund. Regarding
the Net Deferred Refunding Loss, GASB 34, paragraph 146, states that GASB 23 provisions apply to governmental
activities on a prospective basis. GASB 23 requires deferral and amortization of the difference between the
reacquisition price and the net carrying amount of the old debt in debt-refunding transactions. This difference, known as
the Net Deferred Refunding Gain/Loss, is required to be reported as a deduction from or an addition to the new debt
liability. OB-BFM should also have adequate procedures in place to review and ensure the inclusion of appropriate BFS
note disclosures.

Cause: Office of the Budget — Bureau of Financial Management internal review procedures in its GAAP template
preparation process and BFS note disclosure compilation were not thorough enough to detect and correct the errors
noted above by the auditors.

Effect: Various balances in the government-wide and fund financial statements were materially misstated and required
auditor-proposed adjustments. BFS note disclosures also required auditor-proposed revisions. In addition, the material
weaknesses in internal review procedures could result in additional material BFS misstatements in the future.

Recommendation: Office of the Budget — Bureau of Financial Management should improve its control procedures
over the preparation and review of its financial statements to ensure the accuracy and completeness of financial
reporting in accordance with GAAP.

Adgency Response: The Bureau of Financial Management (BFM) does not agree with all of the conditions included in
this preliminary finding. While the auditors directed BFM to make several of the adjustments, others were identified by
BFM during the CAFR preparation and review processes and made without communication or direction from the
auditors.

We agree the auditors pointed out to BFM that the receipt of the tax anticipation note (TAN) proceeds and the
repayment of the TANs were accounted for in different funds and an adjusting entry was needed. We note the
accounting for the TAN proceeds and repayment was correctly accounted for during the fiscal year, however, because of
the use of separate funds an additional adjustment was needed to eliminate the TAN liability.
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The condition related to the posting of the GO bond proceeds that receipted in the Pennvest fund did not result from the
auditors testing of the Capital Facilities Fund as stated. Rather, the auditors inquired as to the Commonwealth’s
reporting convention of the GO proceeds that were reported by Pennvest, and recommended that BFM follow guidance
found in the GAAFR. BFM chose to follow this guidance and post an adjustment in period 14 to the Capital Facilities
Fund. This activity was completed prior to the completion and audit testing of the Capital Facilities Fund template.

The deferred net refunded loss adjustment was posted in period 15 as a result of BFM’s reconciliation of the note
disclosure to the financial statements. The reconciliation was completed prior to the auditors making inquiry about this
adjustment. We recommend the language concerning the deferred net refunded loss adjustment be deleted from this
preliminary finding.

We agree with the auditors that GASB Statement 38 requires the addition of a schedule when disclosing short-term
indebtedness even if no short-term debt is outstanding. BFM added a schedule to Note J based on advice from the
auditors.

We disagree that the auditors advised BFM of the requirement to disclose the October 12, 2010 TAN and recommend
this language be deleted from this preliminary finding. BFM drafted Note R TAN disclosure language prior to the
auditor inquiries on TANS.

We agree that the auditors advised BFM of additional debt issued by the Turnpike Commission that required disclosure.

Auditors Conclusion: As noted in the agency response above, BFM agreed that an additional adjustment was required
to eliminate the TAN liability and that GASB required the addition of a schedule to Note J as part of the disclosure
related to short-term indebtedness. BFM also agreed that an additional disclosure was required to report additional debt
issued by the Turnpike Commission.

Regarding the posting of the Pennvest GO bond proceeds, the adjustment posted by BFM was based on a
recommendation by the auditors that BFM should follow GAAFR guidance to properly report bond proceeds issued by
the Primary Government as a grant for the benefit of Pennvest, a discretely presented component unit. No established
policy or procedure was in place to do this.

Regarding the Subsequent Event disclosures in Note R, the auditors agree that BFM properly disclosed a subsequent
event related to the First Series of 2010-2011 Tax Anticipation Notes which were issued October 12, 2010 in the amount
of $1 billion. The disclosure which is cited in the above finding condition and was recommended by the auditors was
the subsequent event disclosure related to the Third Series of 2010 General Obligation Bonds which were issued
December 23, 2010 in the amount of $650 million. No procedure was in place to disclose this in Note R.

Regarding the net deferred refunding loss adjustment, there was no current-year procedure in place to review and ensure
the posting of this adjustment to BFM’s GAAP Template in Period 14 in a timely fashion, so an internal control
weakness was present. There is no change to our recommendation that management should improve its internal controls
in this regard.

As noted above, a material weakness is present since BFM does not have adequate procedures in place over the
preparation and review of its financial statements and BFS note disclosures related to general obligation bonds,
refunding bonds, and tax anticipation notes, which resulted in various adjustments to the financial statements and
additions to BFS note disclosures. BFM needs to improve its control procedures over the preparation and review of its
financial statements and BFS note disclosures in order to ensure the accuracy and completeness of its financial reporting
in accordance with GAAP in future periods.
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Based on the above, the finding and recommendation, with the above clarifications, remain as previously stated. We
will review any corrective action in the subsequent audit.

The corrective action plan for thisfinding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10-03:

Pennsylvania Department of Labor and Industry
State Workers' Insurance Fund

Noncompliance With Statutory Limits for Equity Investments (A Similar Condition Was Noted in Prior Year
Finding #09-08)

Condition: In accordance with The Fiscal Code (Code) (see Act 50 of 2009), SWIF is limited in the amount of equity
securities it may own. As indicated in the criteria section below, SWIF’s investment in equity securities is limited by the
Code to the lesser of twenty percent of the book value of its assets or one hundred percent of its statutory surplus.
Further, in the event that SWIF’s statutory surplus is less than seven and one-half percent of the book value of SWIF’s
assets, the Code requires SWIF to limit its equity investments to 75 percent of SWIF’s aggregate surplus as applicable to
savings banks' as provided for in Section 504 of the Banking Code of 1965. SWIF is also required to closely adhere to
the prudent man rule of Section 504(c) of the Banking Code of 1965 when managing its investment portfolio.

During the current year audit, we noted that SWIF’s equity investments exceeded the legal limit by $91,996,252 as of
December 31, 2009. As of December 31, 2009, SWIF’s book value of its assets was $1,640,600,449 and the statutory
surplus totaled negative $47,775,794. Using the lesser of these limitations noted, which was the negative surplus of
$47,775,794, SWIF was statutorily limited to $0 in equity securities at year end. However, as of December 31, 2009,
SWIF held a total of $91,996,252 in equity securities at cost. Therefore, SWIF’s equity investments exceeded the legal
limit by $91,996,252 at December 31, 2009. This noncompliance is being reported for the fourth year in a row. Since
SWIF’s surplus was negative at year end, it does not appear that SWIF was managing its investment portfolio in a
prudent manner.

In addition, during the audit period ended December 31, 2009, SWIF had no formal process in place to document its
compliance with these investment limitations.

Criteria: As of December 31, 2009, SWIF was subject to the equity investment provisions set forth in Section 1731-
A(1) of the Code, as amended by Act 50 of 2009 which was effective from June 30, 2009 to June 30, 2010, and states as
follows:

Notwithstanding any inconsistent provisions of section 1512 of the act of June 2, 1915 (P.L. 736, No. 338), known as the
Workers Compensation Act, section 504 of the act of November 30, 1965 (P.L. 847, No. 356), known as the Banking
Code of 1965, section 922 of the act of December 14, 1967 (P.L. 746, No. 345), known as the Savings Association Code
of 1967, and any other law of this Commonwealth, the power of the State Workers' Insurance Board to invest money
shall include the power to hold, purchase, sell, assign, transfer and dispose of securities, including common stock with
the following restrictions:

(1) Investmentsin equities may not exceed the lesser of:
(i) 20% of the State Workers' Insurance Fund' s assets; or

(i) The State Workers' Insurance Fund' s statutory surplus after discount, except that in the event that the statutory
surplus is less than 7 %% of the book value of the assets of the Sate Workers' Insurance Fund, the investment
in equities may not exceed the percentage set forth in the provisions applicable to savings banks in section 504
of the Banking Code of 1965.

'Please note that Section 102(x) of the Banking Code of 1965 defines a “savings bank™ as “a corporation with or without capital
stock.”
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(1.2) Investments in equities shall be made subject to the prudent man rule of section 504(c) of the Banking
Code of 1965.

(2) The State Workers' Insurance Board shall establish a policy for investments and shall meet at least annually to
develop a schedule for rebalancing its investments in securities to meet the restriction of paragraph (1).

Section 504(b)(vi)(B) of the Banking Code of 1965 states as follows:

(b) Authority under this act or other statutes - Except as otherwise provided in its articles, a savings bank may, in
addition to investments authorized by its articles, other provisions of this act or other statutes, make investmentsiin:

(vi) Shares of preferred stock, guaranteed stock or common stock of a corporation or similar entity existing under the
laws of the United Sates, any state or the District of Columbia, subject to:

(B) A limit for the aggregate cost of all shares acquired pursuant to this subsection (vi) of the lesser of seven and one-
half percent of the book value of the assets of the savings bank or seventy-five percent of the aggregate of its:

(1) surplus, unallocated reserves, undivided profits and subordinated securities, in the case of a mutual savings bank, or

(I capital, surplus and capital securities, in the case of a stock savings bank, at the time of acquisition of each of such
shares.

Section 504(c) of the Banking Code of 1965 states as follows:

(c) Prudent man rule-- Investments which are stated to be subject to the prudent man rule shall be made in the exercise
of that degree of judgment and care under the circumstances then prevailing which men of prudence, discretion and
intelligence exercise in the management of their own affairs, not in regard to speculation but in regard to the permanent
disposition of their funds, considering the probable income to be derived therefrom as well as the probable safety of their

capital.

Strong internal controls should ensure that statutory requirements are monitored throughout the year and any
noncompliance with these requirements is corrected in a timely manner.

Cause: SWIF personnel indicated that they were aware of the limitation on equity investments. SWIF personnel stated
that the State Workers’ Insurance Board and SWIF’s investment advisor are monitoring SWIF’s compliance with the
equity limitations in Act 50 of 2009. SWIF personnel stated that SWIF is gradually rebalancing its investment portfolio
to ensure compliance with the Act, but the rebalancing must be done gradually in order to avoid investment losses for
SWIF.

It was also noted that the Banking Code of 1965°s “prudent man rule” is outdated because it does not include key
elements of the “prudent investor rule” as outlined in the Uniform Prudent Investor Act promulgated by the National
Conference on Uniform State Laws and adopted in 1994. In 1999, the Pennsylvania General Assembly amended the
Pennsylvania Probate Code by adopting the “prudent investor rule” through Act 28, but the Banking Code was not
updated to encompass the “prudent investor rule.”

Effect: SWIF is in violation of the Code and Section 504 of the Banking Code of 1965. This may have created a greater
risk to investment principal since it over-invested more in equity securities than the Code allowed at December 31, 2009
and throughout the year under audit. In addition, because SWIF did not provide evidence of adequate procedures in
place to monitor compliance with these requirements, including adherence to the prudent man rule, there is little
assurance that SWIF was in compliance with the investment limitations after our year under audit.
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Finally, it was noted that Act 50 of 2009 abolished the Fiscal Code’s Chapter 1, Article XVII—A, Subarticle D (relating
to Investments), > as of June 30, 2010, which was subsequent to the current audit period which ended December 31,
2009. This also eliminated Section 1731-A (related to the State Workers’ Insurance Board), including all references to
the applicable Banking Code provisions. Therefore, effective July 1, 2010, SWIF’s equity investments are no longer
subject to the limitations which were included in this legislation, and this could add further risk to SWIF’s investment
principal since there are no longer any percentage limitations in place to preserve SWIF’s investment principal in future
periods.

Recommendation: We recommend that internal controls be strengthened in SWIF’s monitoring of investments to
ensure compliance with the equity limitations in the applicable state laws. In addition, SWIF should establish
procedures to take appropriate future action to rectify any instances of noncompliance with equity investment limitations
as noted above. SWIF should also, in cooperation with the Department of Banking, consider seeking a legislative
change to the Banking Code’s prudence standard to ensure that it is updated to encompass all of the necessary elements
of the “prudent investor rule” as contained in the Pennsylvania Probate Code, which was amended through Act 28 of
1999 (see 20 Pa.C.S. § 7203, as amended). Finally, SWIF management and the General Assembly should work together
and consider the feasibility and appropriateness of re-enacting the Fiscal Code’s Chapter 1, Article XVII—A, Subarticle
D (relating to Investments) as soon as possible in order to ensure that the original intent of this law is met to preserve
SWIF’s investment principal in future periods.

Agency Response: This finding is based on a misinterpretation of SWIF’s investment authority. SWIF is not required
to limit its equity investments to 75 percent of its aggregate surplus, as that provision of the Banking Code applies to
stock savings banks and mutual savings banks, of which SWIF is neither. SWIF would have no basis for selecting
between the two standards in § 504(b)(vi)(B)(i) and (ii), as neither of those provisions is applicable to SWIF. Rather,
SWIF is limited to investing seven and one-half percent of the book value of its assets, as provided in § 504(b)(vi)(B).
SWIF has consistently interpreted § 504(b)(vi)(B) of the Banking Code in this manner. Further, based on the Finding,
the Department of Auditor General did no detailed investigation into SWIF’s management of its portfolio. In fact,
SWIF has significantly reduced its investment in equities over the audit period. As of December 31, 2008, 8.33 percent
of SWIF’s portfolio was in equities; as of December 31, 2009, 6.4 percent of its portfolio was in equities.

SWIF does have a formal process to monitor compliance with its investment authority. A review of the minutes of
meetings of the State Workers’ Insurance Board shows that the Board reviews the status of SWIF’s portfolio with
SWIF’s investment advisor at each meeting.

The finding opposes SWIF’s use of the “prudent man rule.” However, that standard is Legislatively-enacted. SWIF is
subject to it because the Legislature has so provided. SWIF has attempted to address its investment authority with the
Legislature. However, the Legislature has not considered SWIF investment authority since the Fiscal Code provisions
expired.

Finally, the finding indicates that SWIF is no longer subject to the Banking Code. This is in error. The Workers’
Compensation Act specifically states that the Board may invest any of the surplus or reserve belonging to the fund in
such securities and investments as are authorized for investment by savings banks. 77 P.S. § 2612. Therefore, § 504 of
the Banking Code still applies to SWIF, even after the expiration of the Fiscal Code provisions.

Auditors Conclusion: We strongly disagree with SWIF’s interpretation of its investment mandates with respect to
equity investments. SWIF management’s response demonstrates its continued misinterpretation of its equity investment
restrictions under the Fiscal Code during the audit period (see 72 P.S. § 1731-A(1), Act 50 of 2009, now expired) as
applicable to savings banks in the Banking Code. The Banking Code defines a savings bank very broadly as “a
corporation with or without capital stock,” which would include all types of savings banks, including mutual savings

banks or stock savings banks. Therefore, it was clearly the intention of the General Assembly to limit SWIF’s equity

’See 72 P.S. § 1732-A.
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investments to 75 percent of its aggregate surplus. To conclude that only the first part of Section 504(b)(vi)(B) of the
Banking Code pertaining to the seven and one-half percent limitation as it applies to SWIF unreasonably disregards the
“seven and a half percent” clause of Section 1731-A(1) and the 75 percent equity investment limitation of Section 504
of the Banking Code.

Regarding SWIF’s investment portfolio, as SWIF management is aware, the auditors confirmed SWIF’s entire
investment portfolio with SWIF’s third party custodian, in addition to performing substantial detailed audit procedures
on SWIF’s investment portfolio. With regard to SWIF’s equity portfolio, SWIF management stated in response to the
prior year finding that its intention was to gradually rebalance SWIF’s equity portfolio. However, SWIF’s statement
that its equity portfolio was reduced from 8.33 percent as of December 31, 2008 to 6.4 percent as of December 31, 2009
does not mitigate the fact that, in accordance with the investment limitations in the Fiscal Code and Section 504 of the
Banking Code, SWIF’s negative surplus as of and during the fiscal year ended December 31, 2009 precluded SWIF
from holding any investments in equities.

Although SWIF states that it has a formal process to monitor compliance with its investment mandates, this monitoring
process was not adequate since it did not ensure that SWIF’s investment in equities was in compliance with the
investment limitations in the Fiscal Code and Section 504 of the Banking Code during the fiscal year ended
December 31, 2009.

Regarding SWIF’s use of the “prudent man rule”, our concern is that the prudence standard is outdated and SWIF
should consider pursuing a legislative change to the Banking Code’s prudence standard to ensure that it is updated to
encompass all of the necessary elements of the “prudent investor rule” as contained in the Pennsylvania Probate Code.

Moreover, SWIF management’s assertion that Section 2612 of the Workers” Compensation Act, 77 P.S. § 2612, places
equity investment limitations on SWIF under the Banking Code is based on a faulty premise because this provision only

applies to investments of surpluses rather than restrictions on equity investments.

Therefore, the finding and recommendation remain as previously stated. We will review any corrective action in the
subsequent audit.

The corrective action plan for thisfinding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 04:

Office of the Budget — Bureau of Financial M anagement
Pennsylvania Department of Transportation

Lack of Procedures to Monitor, Assess, and Report the Impact of Highway and Bridge Infrastructure
Replacement Activity in the BFS (A Similar Condition Was Noted in Prior Year Finding #09-03)

Condition: The GASB Statement No. 34 Implementation Guide, “Guide to Implementation of GASB Statement 34 on
Basic Financial Statements — and Management’s Discussion and Analysis — for State and Local Governments” requires
removed and replaced highway and bridge infrastructure assets to be subtracted from infrastructure balances in the BFS.
We noted for the fourth year in a row that there were no established agency-wide procedures at PADOT to properly
monitor highway and bridge replacement activity and its impact on infrastructure amounts in the BFS.

Criteria: The GASB Statement No. 34 Implementation Guide, “Guide to Implementation of GASB Statement 34 on
Basic Financial Statements — and Management’s Discussion and Analysis — for State and Local Governments”
(Question 41) requires capitalization of projects that extend the useful life and serviceability of a capital asset such as
infrastructure. In these cases, the cost of a replaced highway or bridge asset and its associated depreciation should be
removed from the infrastructure balances in the BFS.

Cause: GASB Statement No. 34 required the retroactive capitalization of infrastructure assets back to 1980. In year
one of the Commonwealth’s GASB 34 implementation (SFYE June 30, 2002) PADOT Comptroller Office and BFM
made the determination that given the replacement cycle of highways and bridges in Pennsylvania, the impact of
replacements would be insignificant to the BFS and decided not to implement procedures to review infrastructure assets
that were removed and replaced. We consider this lack of procedures an internal control weakness over financial
reporting.

PADOT Finance has been working with department engineers to develop an effective method to translate historical
materials consumed data into a workable form to write off replaced assets, however, problems were encountered. Due
to the difficulties experienced, PADOT Finance has decided that the most reasonable approach to write off replaced
assets is to start tracking resurfacing projects and analyzing the impact of new resurfacing projects on the potential write
off. This analysis was not completed during our audit period, therefore, there continues to be no formal procedures in
place to write off removed and replaced infrastructure assets. PADOT Finance confirmed that no retirements occurred
during our audit period.

Effect: Highway and bridge infrastructure balances and accumulated depreciation may be misstated in the future if
monitoring procedures to assess and report the impact of replacements are not implemented.

Recommendation: We recommend that a system to monitor and assess the impact of highway and bridge replacement
activity be developed and implemented by BFM and PADOT to ensure the proper reporting of infrastructure assets in
the BFS.

PADOT's Response: Effective fiscal year 2010-11, PennDOT Bureau of Office Services (BOS) implemented two
additional bridge class codes: Bridge Preservation (10 years) and Bridge Rehabilitation (25 years). Effective fiscal year
2009, resurfacing projects are capitalized individually with a depreciable life of 10 years.

Regarding overstated highway balances, research revealed that data cannot be retrieved from our information systems
that would allow us to calculate a current net value of resurfacing projects installed in prior years. Therefore, PennDOT
BOS proposed a change to the methodology to calculate an annual highway asset write-down to our capitalized
balances. The process and progress is as follows:

e  Capture the dollars of resurfacing capital additions for fiscal year 2009-10. Data file built that includes all of the
capitalized resurfacing projects for fiscal year 2009.
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e Obtain a construction cost index deflation factor that allows the fiscal 2009 capital additions (original cost) to be
deflated by 10 years. Capitalized cost of each project was deflated into 1999 dollars by utilizing construction cost
index factors obtained from Department engineers.

e Assume that the aforementioned 2009 acquisitions, restated in 1999 dollars, would now be fully depreciated if
originally assigned a 10-year full accrual depreciable life. Calculated full depreciation of projects of fiscal year
2009 resurfacing projects restated in 1999 dollars.

e Calculate the remaining book value, as of June 30, 2010, for the deflated fiscal 2009 capital additions assuming a
25-year depreciable life. Calculated the remaining book value of projects of fiscal year 2009 resurfacing projects
restated in 1999 dollars based on the assigned 25 year depreciable life.

e  The calculated amount from step 4 represents the amount that the net book value of the 1999 highway asset balance
is overstated. Calculated the difference between the two accumulated depreciation schedules to determine the
amount that the asset balance is overstated and accumulated depreciation is understated on the Commonwealth’s
balance sheet.

e Inform OB-BFM of the value of the overstatement and determine a proper methodology to write-down the value of
the 1999 highway asset. Methodology has been discussed with OB-BFM and data will be presented to OB-BFM in
April 2011.

e In each subsequent year, deflate that year’s resurfacing capital additions by a 10-year deflation factor and repeat the
above stated methodology. Beginning with fiscal year 2004, there will be individual highway asset records
representing projects throughout the state. The write-down could be applied to each highway asset via a CATT
developed by IES.

Implementation of this methodology allows capitalized highway balances from 1999 through 2008 to be adjusted
annually through 2019. Overstated highway balances representing years 1986-1998 could be adjusted using a similar
approach. It was estimated that this methodology would be ready for implementation in fiscal year 2010 and that the
write down of capitalized bridge assets would be addressed in fiscal year 2011.

In preparation for the OB-BFM April 2011 update, PennDOT BOS has also obtained the estimated percentage of total
highway expenditure dollars that are resurfacing related. This data is available for fiscal years 2004-2010. The next
step in this process is to identify a percentage factor to use for fiscal years 1985-2003. The process of identifying and
compiling these percentage factors should be complete by fiscal year 2010 3rd quarter. In addition, by completion of
the fiscal year 2010 3rd quarter, the aforementioned factors will be used to compile a file for each year (1985 through
2008) that calculates the estimated accumulated depreciation that would have been calculated within SAP for
resurfacing projects using either the 25-year or 10-year useful life schedules. For point of reference, it is important to
note that the actual accumulated depreciation calculated within the SAP highway balances contains those projects that
were resurfacing related. SAP highway balances were capitalized within SAP by using one project for years 1980-
2003. Individual projects, as mandated by GASB 34, were capitalized in SAP beginning in fiscal year 2004 for
highway, bridge and right of way (Land) projects.

OB-BEM's Response: BFM agrees with the content of the proposed finding, with one exception. For the second
paragraph in the Cause section of the finding, BFM has not discussed, evaluated or agreed to a DOT Finance strategy
which would be limited to a resurfacing project costs (wearing surface) strategy.

BFM is continuing to work with DOT Finance to measure potential highway/bridge infrastructure asset retirements.

Auditors Conclusion: Corrective action noted in the agency’s response is planned to occur in fiscal year 2010-11
(subject to BFM concurrence), which is beyond our current audit period. Therefore, the finding and recommendation
remain as previously stated for our current year. We will review this corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 - 05:

Office of the Budget — Office of Comptroller Operations
Weaknessesin BFS Reporting of Motor License Fund Encumbrances and Liabilities

Condition: During our audit of the June 30, 2010 BFS, we found that the Office of Comptroller Operations (OCO)
overstated the Reserve for Encumbrances account by $290.7 million because of weaknesses in: 1) the preparation and
review of the Motor License Fund (MLF) GAAP template, and 2) the review of SAP system encumbrance balances for
accurate financial reporting. As a result, an auditor proposed adjustment to the BFS was necessary.

A majority of PADOT encumbrance balances that related to federally reimbursable projects were incorrectly accounted
for on the SAP accounting system in the state appropriation ledger. As a result, the Reserve for Encumbrance account at
fiscal year-end contained not only the state portion but the federal portion of the encumbrance. Analysis and adjustment
was required by OCO to remove the federal portion of encumbrances. Federal encumbrances should not be included in
the reserve for encumbrances account within the Commonwealth BFS because they will be paid for by the federal
government and they do not represent valid reservations of state funds reported in the MLF fund balance at fiscal year
end.

We also noted a weakness where the MLF GAAP template preparers had no procedures in place to routinely monitor
and evaluate the impact of old MLF projects with engineering/ROW expenditures that had not or would not proceed to
construction in accordance with federal regulations (i.e. within 10 or 20 years), and would thus be required to be paid
back to the federal government and reported in the BFS as a liability in the MLF. An accrual adjustment in the MLF
GAAP template was made to account for the reimbursement of $176M in ROW and engineering costs to the federal
government for old projects that failed to meet the 10 and 20 year federal regulation criteria. Federal billings in the
subsequent fiscal year were reduced by $176M to reimburse the federal government.

Criteria: Strong internal controls should ensure that the account balances are reported accurately, are appropriately
reviewed and approved by management, and are in compliance with Commonwealth CAFR reporting guidance.

Bureau of Financial Management guidance, “Preparing a Special Revenue Fund CAFR Template” Step 8 Encumbrances
states: “ .... Exclude the amounts for Federal Appropriations.”

Federal regulation CFR 630.112 (c) (1) states: “ In the event that actual construction of a road on this right-of-way is not
undertaken by the close of the twentieth fiscal year following the fiscal year in which the project is authorized, the STD
will repay to the FHWA the sum or sums of Federal funds paid to the transportation department under the terms of the
agreement.”

Federal regulation CFR 630.112 (c) (2) states: “ In the event that right of way acquisition for, or actual construction of,
the road for this preliminary engineering is undertaken is not started by the tenth fiscal year following the fiscal year in
which the project is authorized, the STD will repay to the FHWA the sum or sums of Federal funds paid to the
transportation department under the terms of the agreement.”

Cause: The OCO failed to properly review and adjust the Reserve for Encumbrances for the federally reimbursable
portion of encumbrances in the reserve account. The General Assembly approves the Motor License Fund state
appropriation budget which, unlike other agencies, inappropriately includes federal funds received for reimbursement of
federal projects. Due to the fact that MLF federal encumbrances and expenditures are being accounted for in a state
appropriation ledger these dollars incorrectly remained in the Reserve for Encumbrance account at fiscal year end.

OCO GAAP template preparers were not aware of the federal CFR regulation requiring projects to proceed to
construction within 10 and 20 years until it was brought to their attention by PADOT to reimburse the federal
government for ROW/engineering costs in projects identified as not meeting the federal 10 and 20 year regulation
criteria for proceeding to construction.
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Finding 10— 05: (continued)

Effect: As aresult of the misstatement, the Motor License Fund balance sheet Reserved for Encumbrances account was
overstated by $290.7 million, requiring an auditor proposed adjustment. Without strengthened internal controls and
proper review and analysis of the Reserve for Encumbrance account, MLF encumbrances will continue to be misstated
in the future.

Also, without strengthened internal controls over GAAP template preparation and analysis of PADOT’s old project
activity, liabilities for paybacks to the federal government could be misstated in the BFS in the future.

Recommendation: We recommend that OCO strengthen controls to ensure that the Reserve for Encumbrances account
does not contain federally funded projects and is accurately presented. We also recommend that OCO regularly
communicate with PADOT to ensure that a liability to the federal government related to old project paybacks for
ROW/engineering is properly recorded in the BFS at fiscal year end.

OCO Response: The OCO does not agree with either issue in this finding. The first issue mentioned in the finding is
based on preliminary encumbrance information provided the auditor in September 2010, not final documentation that
supported the journal entry made in the GAAP template. At that time the auditor was aware that BFM had posted
adjustments for encumbrances associated with federal grants, and that the preparer was calculating the amounts to adjust
for encumbrances associated with non-grant federal funds. E-mail correspondence OCO received from the auditor on
September 30, 2010 included a question as to whether the preparer planned to adjust for encumbrances associated with
federal programs within PennDOT’s State ledgers in addition to encumbrances associated with ARRA funds, to which
the preparer answered yes. The preparer was presently working on those additional calculations when the E-mail was
received. The preparer posted the entry and completed the template, and it was reviewed and submitted to BFM and the
auditors on October 8, 2010. The completed report reduced state ledger encumbrances properly for federal related
obligations. There was no auditor proposed adjustment necessary to the BFS, as stated in this preliminary finding. As
such, OCO determines this finding is unfounded and not applicable, and should be eliminated.

We also disagree with the finding against OCO that there was no procedure in place for the preparer to monitor and
evaluate the impact of old MLF and engineering/ROW expenditures that had not or would not go to construction.
Evaluating projects and complying with federal reviewing guidelines is an agency’s responsibility. As such, PennDOT
determined that certain projects would not go to construction and accordingly entered adjustments in SAP during the
latter part of August and during September. The preparer became aware of these adjustments and with diligence entered
the accrual for the June 30, 2010 template. Accordingly OCO determines this finding unfounded and not applicable,
and should also be eliminated.

Auditors Conclusion: In an e-mail dated September 29, 2010, the auditors brought to the attention of MLF GAAP
template preparer that federal reimbursable projects accounted for in a state ledger were improperly included in the
reserve for encumbrances balance. The auditor stated that the reserve for encumbrance balance should include only
state ledger encumbrances and questioned why federal funds are being accounted for in a state ledger. The template
preparer responded that this issue will be discussed with BFM which indicates that there was no adjustment planned at
that time. It was only after discussions with the auditors and BFM’s concurrence that the template preparer decided to
post an adjustment to remove the federal portion of the encumbrance balance. The adjustment was able to be made in
the MLF GAAP template because of the late timing of the completion of the MLF GAAP template.

It is the responsibility of the template preparer to communicate with the agency and determine the impact of any activity
occurring at the agency in the preparation of the GAAP template. Although the agency determines which projects
would not go to construction, the template preparer should monitor and evaluate the impact of old MLF projects that
may require reimbursement to the federal government and could result in the need to report a liability in the BFS.

62



COMMONWEALTH OF PENNSYLVANIA
Basic Financial Statement Findings - June 30, 2010

Finding 10— 05: (continued)

In its annual preparation of the year-end MLF GAAP template, OCO has never had established procedures in place to
ensure that: 1) federal funds are properly excluded from the reserves for Encumbrances in the BFS, and 2) liabilities to
the federal government are properly reported in the BFS for old federal projects that do not proceed to construction. As
a result of these control weaknesses in preparation of the MLF GAAP template, BFS adjustments were necessary.
Internal controls over GAAP template preparation need to be strengthened in the future to provide reasonable assurance
that the above MLF amounts are free of error.

Our finding and recommendation, with the above clarifications, remain as previously stated.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 - 06:

Treasury Comptroller Office
Internal Control Weaknessesin Monitoring of Alternative I nvestments

Condition: The Treasury Department invests in various alternative investments. Treasury does not have adequate
monitoring procedures in place to ensure investment returns on alternative investments are appropriately reported in the
basic financial statements. The auditors identified a $3 million error in the Motor License Fund’s investment balance at
June 30, 2010 as a result of investment earnings on alternative investments not being recorded on a timely basis.

Criteria: The AICPA Practice Aid: Alternative Investments — Audit Considerations notes that “Taking responsibility
for the valuation of the alternative investments will necessitate that the management of the investor entity has a
sufficient understanding of the nature of the underlying investments, the portfolio strategy of the alternative investments,
and the method and significant assumptions used by the fund manager to value the underlying investments. The nature
and extent of management’s process for valuing investments, and the related internal controls, are particularly important
when the investor entity invests in securities for which readily determinable fair market values do not exist. In these
instances, management should have in place a process and internal control over that process to ensure that its alternative
investments are recorded at amounts in accordance with its stated accounting policies. Management’s valuation process
need not include recalculation of estimated fair values for alternative investments, but it should ensure that the investor
entity’s management has a sufficient understanding of the characteristics of the underlying investments and the
alternative investment’s valuation process for investments held as of the investor entity’s balance sheet date.”

Cause: There is a delay in receiving June 30 investment manager statements and supporting information for values of
certain investments that are not traded in an active market.

Effect: There was a $3 million error in the Motor License Fund’s investment balance as of June 30, 2010. Future
significant errors may occur if internal controls are not strengthened.

Recommendation: We recommend that the Treasury Department develop an estimate of fair value for investments as
of June 30 when complete information is not readily available within a reasonable time period after year end. Typical
procedures completed by management to develop these estimates include the following: rolling forward last available
statement for known transactions including purchases, sales, and distributions from the investment, review of the latest
available underlying investments to develop expectations about returns, comparison to benchmark returns for the period,
and discussion and other due diligence with investee company management.

Adency Response: Treasury agrees amounts reported in the Commonwealth’s financial statement must be accurate and
correct. Effective internal controls are necessary to detect and correct errors in disclosures.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated.
We will review any corrective action in the subsequent audit.

The corrective action plan for thisfinding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10-07:

Office of the Budget — Bureau of Financial M anagement
Internal Control Deficiency Over Reporting of I ntangible Assets

Condition: In June 2007, the GASB issued Statement No. 51, “Accounting and Financial Reporting for Intangible
Assets.” GASB 51 clarifies pertinent provisions of GASB Statement No. 34 which address capital asset reporting
requirements in the basic financial statements. Among other things, the Commonwealth must report such intangible
assets as computer software, which were not previously capitalized and amortized. The Commonwealth adopted the
provisions of GASB 51 effective July 1, 2009. No restatement of beginning net assets was reported, as the
Commonwealth and its component unit organizations either did not own intangible assets or owned only internally
generated intangible assets which didn’t require retroactive reporting as of June 30, 2009.

The Commonwealth established a process to identify significant computer development projects working with the
Bureau of Information Technology. The information was shared with the departments with the Commonwealth, but
adequate follow-up was not done by the Bureau of Financial Management (BFM) and information initially provided to
the auditors was incomplete and not provided on a timely basis. Additional intangible assets were discovered as a result
of audit procedures performed to substantiate the intangible assets amount recorded by the Commonwealth. The known
understatement of $29.6 million was extrapolated and a projected unrecorded understatement of $45 million existed as
of June 30, 2010 which was included on the auditors’ summary of uncorrected audit differences.

Criteria: The Commonwealth issued Management Directive No. 310.36, dated December 10, 2009 (effective
retroactively to July 1, 2009), establishing policy, responsibilities, and procedures for identifying, recording, and
reporting certain computer software development and modification costs as capital assets, for the purpose of enabling
the Commonwealth to comply with GASB 51. Additionally, the Commonwealth issued Administrative Circular No. 09-
18, dated December 10, 2009 establishing due dates for identifying, recording, and reporting intangible capital assets
and to otherwise effectively implement Management Directive No. 310.36.

Cause: The deadlines for reporting intangible asset cost to the Bureau of Financial Management (BFM) established in
Administrative Circular No. 09-18 were not adhered to by the agencies. Additionally, there was inadequate timely
follow-up by BFM.

Effect: The projected understatement of the Commonwealth’s intangible assets was approximately $45 million as of
June 30, 2010. Future significant misstatements may occur if internal controls are not strengthened.

Recommendation: We recommend that BFM complete the process of gathering documentation from all agencies to
adequately determine the amount of intangible assets and to adjust the balances accordingly. Additionally, the
guidelines for reporting future computer software development and modification costs should be enforced on a timely
basis to ensure the completeness and accuracy of the Commonwealth’s capital assets balance.

Agency Response: BFM agrees with this finding and recognizes that improvements are needed to the agencies’
identification, data collection and reporting process for intangible assets. Additional communication with the agencies
will be established to reinforce their responsibilities for reporting timely.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated.
We will review any corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 - 08:

Bureau of Financial M anagement — Office of Comptroller Operations
Treasury Comptroller Office

Internal Control Weaknessesin Investment Disclosure Reporting (A Similar Condition Was Noted in Prior Year
Finding #09-11)

Condition: The Bureau of Financial Management (BFM) is responsible for review of Note D, Deposits, Investments
and Financial Instruments With Off-Balance Sheet Risk, to the Commonwealth’s basic financial statements, based on
information prepared by Treasury Comptroller’s Office, the Bureau of Commonwealth Accounting and other
funds/component units. In comparing information in the detail files used by BFM to prepare the disclosures required
under Governmental Accounting Standards Board Statement No. 40 (GASB 40), Deposit and Investment Risk
Disclosures, with the information reported in Note D, we detected errors in Note D that required adjustments as follows:

Nine instances were noted where investments were misclassified in the tables and charts.

Three instances were noted where investments were inappropriately excluded from the tables and charts.
Two instances were noted where amounts included in the tables and charts were calculated incorrectly.
One instance was noted where the Commonwealth did not follow its internal classification policy.

Criteria: Effective internal controls are necessary to ensure that amounts disclosed in the Commonwealth’s financial
statements are accurate and meet the requirements of GASB 40.

Cause: Internal review procedures at the BFM, Treasury Comptroller’s Office, and Bureau of Commonwealth
Accounting were not thorough enough to detect and correct the errors noted above by the auditors.

Effect: The misclassification and other errors in the disclosures could impact users of the financial statements
evaluating investment risks. Amounts reported in Note D of the Commonwealth’s financial statements were
misclassified and required auditor adjustments. In addition, because the internal review procedures did not detect these
errors during the current audit, similar errors could result in future misstatements.

Recommendation: BFM, Treasury Comptroller Office, and staff in the Bureau of Commonwealth Accounting should
re-evaluate the responsibilities, and the process, for the preparation of Note D. Management should evaluate the format
and content of the note to make it easier to prepare and should also work with the financial institutions to provide the
information necessary for the preparation of Note D on a timely basis. The basic note could be prepared in advance of
the final Comprehensive Annual Financial Report (CAFR), and then a reconciliation process could be completed when
the CAFR is drafted.

BEM Response: The BFM agrees that the preparation of Note D is not ideal, but does not agree that an internal control
weakness exists at BFM. Due to the complexity of the Commonwealth’s reporting entity and the time frame for
submission of audited statements to GFOA, it is necessary for the BFM to share disclosures and statements with the
auditors that have not been completely through managements review process. This course of action is also agreed to by
both management and auditors in order to meet deadlines. This does not constitute an internal control weakness. Rather,
it only demonstrates that management, in an effort to promote audit efficiencies, has shared disclosures and statements
with the auditors before management’s final review procedures have been completed. The December 6 and December
14 CAFR draft were both released to the auditors with notice that Note D was not final and still under review by the
BFM.

Treasury Response: Treasury agrees with the assessment of Internal Control Weakness in Investment Disclosure
Reporting.

Treasury misclassified seven securities in the Note D disclosures. Securities properly disclosed in the stand alone
statements were incorrectly reported in the government wide disclosure.
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Finding 10 —-08: (continued)

Treasury failed to include certificates of deposit from the INVEST program in the cash and cash equivalent category of
the investment by type chart.

Auditors Conclusion: The misclassifications and other errors noted were not a result of reviewing early drafts of the
financial statements, but resulted from review of files prepared to support required disclosures. Timing of the
classifications of investments into the required risk disclosures does not require the final financial statements to be
completed. Therefore, we do not agree that this does not constitute an internal control weakness. Our finding and
recommendation, with the above clarifications, remain as previously stated. We will review any corrective action in the
subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 09:

Treasury Comptroller Office
Internal Control Weaknessesin Accounting for Securities Lending

Condition: The Treasury Department provides a securities lending program in which the various investments under
custody of the Treasury Department participate. A contract between the Treasury Department and its custodian, acting
as a lending agent, provides that the custodian lends securities owned by the participants to independent brokers, dealers
and banks, acting as borrowers in exchange for collateral.

The auditors discovered a $40 million error impacting the securities lending liability recorded in various funds and noted
an inadequate Treasury process to capture and review securities lending collateral as part of the global allocation of the
liability to the respective funds.

Criteria: Effective internal controls are necessary to ensure that amounts allocated to those funds and entities that
participate in the securities lending program.

Cause: Internal review procedures at the Treasury Comptroller’s Office were not thorough enough to detect and correct
the errors noted above by the auditors.

Effect: Amounts reported in the Commonwealth’s financial statements were misstated and required auditor
adjustments. In addition, because the internal review procedures did not detect these errors during the current audit,
similar errors could result in future misstatements.

Recommendation: Treasury Comptroller Office personnel should review and enhance the internal review procedures
in place to ensure that the data used to prepare entries is complete and accurate to ensure that the Commonwealth’s
financial statements are accurately reported.

Agency Response: Treasury agrees amounts reported in the Commonwealth’s financial statement must be accurate
and correct. Effective internal controls are necessary to detect and correct errors in disclosures.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated.
We will review any corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 - 10:

Office of the Budget — Bureau of Financial M anagement
Internal Control Deficiencies Over Financial Reporting in the Preparation of the Basic Financial Statements

Condition: The preparation of the Commonwealth’s basic financial statements requires the selection and application of
accounting principles that are in conformity with generally accepted accounting principles (GAAP). We identified
several areas where the presentation of the financial information was not in accordance with GAAP, including the
following:

e Unsettled trades in the Statutory Liquidator Fund were not appropriately recorded which resulted in an
understatement of assets and liabilities amounting to $152 million. This was included on the auditors’
summary of uncorrected audit differences.

e A “Memorandum of Agreement” (Agreement) between the Commonwealth and the various unions represented
by the Pennsylvania Employees’ Benefit Trust Fund (PEBTF) permitted contributions to the PEBTF to be
reduced, on a temporary basis, by 20 percent of the applicable employer contribution rate effective with the
April 2009 monthly payment and continuing through and including the June 2010 monthly payment. The
Bureau of Financial Management (BFM) originally recorded this liability for $158.7 million only in the entity-
wide financial statements. An adjusting entry was necessary and subsequently recorded to report the liability
at the fund level.

e The “Reconciliation of the Balance Sheet Governmental Funds to the Statement of Net Assets”, included in the
Commonwealth’s basic financial statements, reflects a reconciling amount of $352 million between two BFS
line items. BFM’s description for this reconciling item is “certain receivables are not reported as governmental
fund assets because they are not collected during the availability period under the modified accrual basis of
accounting”. However, while revenue related to these receivables should not be recognized under the modified
accrual basis of accounting in the fund financial statements, it is inappropriate to not gross up the receivable
and unearned revenue in the General Fund balance sheet. As such the General Fund balance sheet receivables
and unearned revenues were both understated by $352 million. This was included as a gross-up of assets and
liabilities in the General Fund on the auditors’ summary of uncorrected audit differences.

¢  The Commonwealth established and sponsors two primary plans which provide postemployment benefits other
than pensions (OPEB). These two plans are the Retired Employees Health Program (REHP) and the Retired
Pennsylvania State Police Program (RPSPP). These two plans are administered by the PEBTF, which acts as a
third-party administrator and administers the REHP and RPSPP under an administrative agreement with the
Commonwealth. During the fiscal year ended June 30, 2010, the Commonwealth funded $515 million and $62
million of annuitant health care claims and administrative costs for the REHP and RPSPP, respectively. BFM
did not reflect its funding totaling $577 million for the REHP and RPSPP as a gross-up to both employer
contributions and benefit costs in the Other Postemployment Benefits Investment Pool’s, a Pension (and Other
Employee Benefit) Trust Fund, Statement of Changes in Fiduciary Net Assets. This was included as a gross-up
to employer contributions (additions) and benefit payments (deductions) on the auditors’ summary of
uncorrected audit differences.

e BFM incorrectly reported non-operating revenues within the “cash flows from operating activities” category
rather than in “cash flows from non-capital financing activities”. The presentation was subsequently corrected
in the issued basic financial statements.

e The Commonwealth accrues a compensated absences liability for employees’ unused annual leave and sick
leave. The liability is calculated and adjusted at fiscal year-end. The original entry booked by the Bureau of
Financial Management (BFM) did not agree to the supporting schedules provided to the auditors. The auditors
determined that the liability was understated and a correcting entry of approximately $19.3 million was posted
to correct the basic financial statements.

Criteria:

e To record investments on a trade-date basis as required by GAAP, unsettled investment trades should be
recorded.
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Finding 10— 10: (continued)

e  Governmental Accounting Standards Board Interpretation No. 6 (GASBI6), Recognition and Measurement of
Certain Liabilities and Expendituresin Governmental Fund Financial Statements, states that “In the absence of
an applicable accrual modification, governmental fund liabilities and expenditures should be accrued.
Liabilities that governments normally pay in a timely manner and in full from expendable available financial
resources (for example, salaries and utilities) should be recognized when incurred, without regard to the extent
to which resources are currently available to liquidate the liability.”

e  GASB Codification Section 1600.107 states that “Revenues and other increases in governmental fund financial
resources that usually can and should be recorded on the accrual basis (“accrued” in this context refers to the
modified accrual basis of accounting) include property taxes, regularly billed charges for inspection or other
routinely provided services, most grants from other governments, interfund transfers and other transactions, and
sales and income taxes where taxpayer liability has been established and collectibility is assured or losses can
be reasonably estimated”. Under the modified accrual basis of accounting, such resources also need to be
“available” for revenue recognition. As such, an offsetting liability is necessary to reduce an asset for that
portion of resources that does not meet the “available” criteria.

e Governmental Accounting Standards Board Statement No. 43, Accounting and Financial Reporting by
Employers for Postemployment Benefits Other Than Pensions, establishes reporting requirements for OPEB
plans that are administered as trusts (or equivalent arrangements). Reporting requirements for the statement of
changes in plan net assets are included in paragraphs 26 through 28 and requires the gross up of the
contributions and benefit payments in the OPEB trust fund.

e Governmental Accounting Standards Board Codification 2450.118 indicates cash inflows from noncapital
financing activities include:

b. Cash receipts from grants or subsidies except (1) those specifically restricted for capital purposes and (2)
those for specific activities that are considered to be operating activities of the grantor government.

e To address prior years’ OMB Circular A-133 audit findings related to unallowable payments for unused
employee leave, the Commonwealth implemented, effective July 1, 2009, a Leave Payout Benefit Rate
Approach to allocate leave payout expense. This approach was implemented to result in a fair and equitable
allocation of leave payout costs across both state and federal programs in accordance with the provisions of
OMB Circular A-87. This approach was reviewed and approved by the U.S. Department of Health & Human
Services, Division of Cost Allocation.

Cause: BFM personnel responsible for the preparation and review of the Commonwealth’s GAAP templates that drive
the completion of the Comprehensive Annual Financial Report (CAFR) misinterpreted or were unaware of the
accounting and reporting guidance, or the effect of newly implemented accounting practices, noted above. The
Commonwealth’s internal control over financial reporting includes a review of the CAFR by a BFM Technical Review
Committee; however, this review was not completed by BFM on a timely basis due to delays in the CAFR production
schedule. Additionally, the Commonwealth maintains its books and records on a budget basis of accounting throughout
the year and the conversion to GAAP for financial reporting is done once per year which results in a process that is not
part of the monthly closing, reconciliation and reporting cycle.

Effect: The draft financial statements were not presented in accordance with generally accepted accounting principles
thus requiring various adjustments. Future significant misstatements may occur if controls are not strengthened and
significant improper misclassifications could impact the decisions made by users of the financial statements.

Recommendation: We recommend that BFM enhance its review procedures when implementing new accounting
policies/practices or changes to existing accounting policies/practices. Additionally, training of the template preparers
should include more emphasis on the accounting principles behind what is being done in addition to the necessary steps
to complete the templates. Lastly, a timely review of the CAFR by the Technical Review Committee should be
performed in the future to ensure the CAFR is prepared and presented in accordance with generally accepted accounting
principles.
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Adgency Response: The auditors identified six areas where financial statement adjustments were made or audit
differences exist. The two largest audit differences, the third and fourth bullet in Condition, were presented to the BFM
just hours prior to the Governor’s signature on the Management Representation Letter; the BFM was not afforded
appropriate time to respond. The BFM is currently reviewing the auditor’s interpretation of GASB 43 and its
application to the Commonwealth’s Other Post Employment Benefit Trust Fund (the fourth bullet.)

The audit of the Commonwealth is complex and the auditors are afforded the opportunity to review different
components the CAFR while they are being compiled and prior to completion. This process, while not ideal, is not an
internal control deficiency. Instead this process allows both the auditors and management to implement efficiencies.
The BFM actively seeks improvements to the CAFR process each year.

Auditors Conclusion: We agree that the Commonwealth is complex and we review material throughout the closing
and reporting process which is typical for an audit of this size and complexity. The items identified by the audit process
described above are collectively a significant deficiency as they were identified in data that was completed by
management and ready for audit. We continue to believe to eliminate or minimize the conditions identified above, the
year end GAAP conversion closing process and timeline need to continue to be strengthened with timely applied
knowledgeable resources.

The finding and recommendation, with the above clarifications, remain as previously stated. We will review any
corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 11:

Office of the Budget
Office of Administration

General Computer Controlsin Various Commonwealth Agencies Need | mprovement (A Similar Condition Was
Noted in Prior Year Finding #09-16)

Condition: In 2002, the Commonwealth began implementation of Enterprise Resource Planning (ERP) software SAP
to replace its accounting system. SAP was implemented in phases by transitioning the various departments, boards, and
commissions into SAP during an approximate four year period. Although the objective of implementing ERP software
is to centralize all entity accounting functions, due to the size and complexity of Commonwealth agencies and
operations, numerous feeder systems still exist outside of SAP that pass significant financial data to SAP. During audit
planning, we learned that a current overall schematic/diagram of SAP that includes all SAP system interfaces does not
exist as of June 30, 2010.

We reviewed the IT controls over SAP and the significant financial system interfaces to SAP as part of our general
computer controls reviews at various Commonwealth agencies for the fiscal year ended June 30, 2010. As part of our
IT controls reviews, we inquired about policies and procedures relevant to end-user computing programs. End user
computing programs are defined as spreadsheets, databases, and other customized programs developed to support
existing applications in calculating data that may be used to support financial reporting. We found management has not
implemented standardized policies to address IT controls related to access, change control, development, and backup of
end user computing programs and supporting data.

We also reviewed the annual security assessment performed by an external provider and found that patching of some
network servers located at Commonwealth Technology Center was not being performed adequately, or in a timely
manner, as of June 30, 2010, to provide sufficient protection for the servers. Since the majority of the vulnerabilities
noted were on servers where Commonwealth Technology Center provides only floor space in a controlled environment,
various agencies were responsible for the patches that were not current. However, the Chief Technology Office
management acknowledged that they will continue appropriate follow-up to ensure all agencies are aware of these
vulnerabilities and the need for timely updates.

Our reviews also disclosed the following internal control deficiencies in individual agencies that need to be addressed by
Commonwealth management:

Office of the Budget
Bureau of Commonwealth Payroll Operations (BCPO)
1. Errors in hours are identified in the time tracking and attendance system and are automatically generated and
posted to a 90-day error report. However, there are no procedures in place to resolve the errors.

2. There were no controls in place by BCPO, Bureau of Integrated Enterprise Systems, or Human Resources
(HR), to routinely monitor employees who have access to sensitive information in the payroll system to ensure
they are not performing sensitive functions (accessing or modifying sensitive payroll information) outside of
their official duties.

Pennsylvania L ottery

1. Periodic access reviews to determine the appropriateness of users with privileged access have not been
implemented for the Back Office application.

2. Password requirements for the Back Office application are not configured to enforce adequate complexity
settings, i.e., there is no lockout after a certain number of unsuccessful attempts.

3. The Back Office Application has an excessive number of administrators (18). Further, a lack of segregation of
duties issue exists in that 10 administrators are also application developers.

4. A monitoring process has not been implemented over the production environment to detect changes moved into
production that did not follow the standard process.
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5. We noted an excessive amount of users (69) have physical access to the data center housing the server(s) which
maintain the Back Office application.

Department of Labor and Industry

1. There is no written system development life cycle established to outline requirements for planning, designing,
developing, testing, approving, and implementing new applications and upgrades to existing applications,
including vendor-developed software.

2. A monitoring process has not been implemented over the production environment to detect changes moved into
production that did not follow the standard process.

3. Outside contractors have development responsibilities as well as the ability to change the operations schedule
resulting in a lack of segregation of duties in the UC system.

State Workers' Insurance Fund
1. A monitoring process has not been implemented over the production environment to detect changes moved into
production that did not follow the standard process.
2. There are no formal procedures in place if data migration is performed as a result of new/upgraded application
software to perform reconciliations to ensure the data migrated successfully and accurately.

Department of Transportation
1. Periodic access reviews to determine the appropriateness of users with privileged access have not been
implemented in the following applications: Multi-Model Project Management System (MPMS) — used in
original project setup and coding, Engineering and Construction Management System (ECMS) — processes
engineering and construction project activity, Driver License & Control (DL&C) — database and system of all
licensed drivers and identification card holders, and Commonwealth Automated Registration and Titling
System (CARATS) - records Motor License fund vehicle revenue and motor vehicle sales tax transactions.
Additionally, there is no supporting documentation kept to show a periodic access review to determine the
appropriateness of users with privileged access has been implemented within the dotGrants application.
2. Password requirements for the dotGrants application are not configured to enforce adequate complexity
settings as follows:
e Passwords can be as long as 20 characters but there is no minimum length
e Passwords are set to expire every 60 days
e Passwords can be alphanumeric, but are not required
e There is no lockout after certain number of unsuccessful attempts
3. Documentation is not retained to show that terminated users are removed in a timely manner in the dotGrants
applications.

Department of Public Welfare

1. A regular review of user IDs with access to DPW systems, including IDs with access to perform sensitive
system functions and direct database access, is not performed by management to verify that access rights are
appropriate and segregation of duties conflicts do not exist.

2. A daily ADI and Server Error Report is used to track and monitor job failures involving DPW servers. A
selected report included five job failures for which no follow-up resolution was documented.

3. Shared user IDs are used to move changes into production through OpCon for DPW-maintained applications.
Additionally, a complete listing of user IDs and individual users with the ability to promote changes to
production was not available for inspection. Therefore, changes promoted to production through OpCon
(change management software) are not associated with specific individuals to provide for individual
accountability in the event of an error or unauthorized change.

4. Mainframe user accounts for the CIS mainframe system are not required to comply with Commonwealth
password policies. Passwords are not configured to require lockout after invalid attempts, character
complexity, or to restrict the use of unauthorized passwords.
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The following control deficiencies related to Electronic Benefits Transfer (EBT) were noted as a result of the SAS
70 examination of JP Morgan Treasury Services, the service organization that provides EBT services to DPW:

5.

Three of 532 users with EBT access were not included in the annual application access recertification process.
In addition, one of the 762 users with access to Case Tracking was not included in the annual application
access recertification process. Additionally, one of 50 users sampled was inappropriately recertified to retain
application access not commensurate with job responsibilities.

Automated notification and reporting of TSS transfers to appropriate management were in place and
functioning; however, manual processes related to the review of these reports were not consistently performed
to ensure access to operating systems was being amended or revoked, when appropriate.

Automated notifications and reporting of GTI transfers to appropriate management was in place and
functioning; however, manual processes related to the review of these reports were not consistently performed
to ensure access to operating system was being amended or revoked, when appropriate. As of January 1, 2010,
through March 31, 2010, the service auditor tested the control and noted four of 25 instances where users
access privileges associated with transferred employees were not reviewed by the manager. As of April 1,
2010, additional escalation procedures were implemented to support the transfer process to ensure GTI user
access to operating systems was being amended or revoked, as appropriate after a transfer event. For the period
April 1, 2010 through June 30, 2010, this control was tested without exception for GTI users.

Department of Health

1.

2.

5.

Bureau of Human Resources (HR) does not consistently notify network and application administrators when
employees are terminated.

Segregation of duties is not enforced between development and implementation into production for system
software changes toCORE (central system).

The password settings for the CORE system are not required to comply with Commonwealth password
policies. Passwords are not configured to enforce password history or invalid password lockout threshold.
Requests for access to the WIC application are not required to be submitted in writing. Documentation related
to new user access is not consistently applied. Additionally, access to the WIC application at the remote
QuickWIC offices is managed at the remote office level by the QuickWIC security officers, and procedures for
adding remote users and formally documenting requests for access are not consistently applied.

The number of badges (66) with access to the data center appears to be excessive.

Department of Education

1.

2.

Periodic access reviews to determine the appropriateness of users with privileged access have not been
implemented.

End users in the Division of Subsidy and Data Administration use Microsoft Excel to calculate the allocation of
the Basic Instructional Subsidy. Policies and procedures have not been established to ensure IT general
controls over access to programs and data, program change, program development and computer operations are
in place for this application or for any other significant end-user applications.

Servers at PDE have machine-level administrator accounts which are accessed by several employees using a
shared password. The passwords for these accounts have not been changed since 2009. Additionally, while
use of these accounts is logged, the logs do not identify which employee used the account.

A network administrator who previously worked as a developer on the FAI project was still listed as a member
of the FAI development group causing a lack of segregation of duties.

Department of Revenue

1.

2.

Periodic access reviews to determine the appropriateness of users with privileged access have not been
implemented with the client/server environment.

A lack of segregation of duties exists because programmers can promote changes to production in both the
client/server and mainframe environments.
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3. There are no formal procedures in place with both the mainframe and client/server environments if data
migration is performed as a result of the new/upgraded application software to perform reconciliations to
ensure the data migrated successfully and accurately.

Liquor Control Board:

1. Physical access controls are lacking over the point of sale and warehouse management systems.

PLCB did not establish adequate password complexity and logical access rules for the warchouse management

application, the point of sale system, and the Oracle applications.

Individuals accessing Oracle Retail Management System cannot change their own passwords.

4. A monitoring process has not been implemented over the production environment to detect changes moved into
production that did not follow the standard process in the warehouse management system.

5. Periodic access reviews to determine the appropriateness of users with privileged access have not been
implemented in the Oracle and the point of sale systems.

6. A number of contractors have “administrative” or “super user” access in the Oracle system, and PLCB has no
policies or procedures in place to monitor the contractors’ use of these powerful attributes.

7. A post implementation review was not completed for Oracle Wave IV. Oracle Wave IV was titled “Vendor
Order Portal”, which enabled licensees to look up information in Oracle before ordering.

8. Monitoring of user activity for access violations in the point of sale and warchouse management system is not
conducted.

9. PLCB was unable to provide system-generated evidence of segregation of duties between application
developers and those who can promote changes into production in the Oracle, warehouse management, and
point of sale systems.

10. PLCB formed a “Change Control Board” (CCB) in August 2009 and developed a “Change Control Procedure”
document. However, these change control procedures are not consistently applied to all program changes, e.g.,
“break/fix”, all application enhancement, and all new system development projects. Further, the actions of the
CCB are not consistently documented, approval for Oracle Wave IV “go live” was not documented, and certain
changes have been made to the Oracle production environment by the outside vendor without approval by the
CCB.

W

Criteria: For the auditors to conduct the audit with reliance on computer controls, a preliminary requirement is an
overall diagram/schematic of SAP that includes all the key financial system interfaces. A well designed system of
internal controls dictates that sound general computer controls (which include adequate segregation of duties, access
controls to programs and data, and program change controls) be established and functioning to best ensure that overall
agency operations are conducted as closely as possible in accordance with management’s intent.

Cause: Although an overall diagram of the Commonwealth’s key financial systems was prepared as part of the
implementation of SAP software, it has not been kept current because of other priorities. Management has not
addressed the various general computer control deficiencies because of several reasons, but many of the deficiencies are
a result of limited staffing and budgets. Some of the deficiencies also are a result of software limitations.
Commonwealth management believes that, although strong computer controls are clearly important in agency
operations, there are manual compensating internal controls within agency operations that mitigate the impact of the
general control deficiencies reported above.

Effect: Without an overall diagram/schematic of SAP that includes all the key financial system interfaces, the auditors
are precluded from reliance on computer controls. If general computer control areas are not improved in the various
agencies, computer and other agency operations may not be conducted in accordance with management’s intent.
Management’s contention that some of the computer control deficiencies are mitigated by manual compensating internal
controls has been relevant to date; however, reliance on manual compensating internal controls becomes increasingly
problematic as the Commonwealth experiences personnel changes and/or procedural changes that reduce the
effectiveness or eliminate the manual controls. Also, the Commonwealth has demonstrated its intention to rely more on
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computer controls and less on manual controls as evidenced by the Finance Transformation initiative, which in part,
automated the invoice approval process. Further, Commonwealth management has communicated its intentions to rely
more on the capabilities and stability of the SAP Enterprise Resource Planning implementation.

Recommendation: We recommend that Commonwealth management update and maintain a current diagram of SAP
and its interfaces. We also recommend that Commonwealth management review the various general computer control
deficiencies noted above and take the necessary actions to resolve them.

Office of Administration (OA) Response:

Officefor Information Technology, Bureau of | ntegrated Enterprise System (IES)

IES maintains a diagram of the IES SAP integration architecture that shows the DPH managed servers, network
connections to the Commonwealth MAN and Internet, and key integration partners. We also maintain an Excel
spreadsheet that contains detailed information for every IES Core R/3 system interface, inbound (delivered to) and
outbound (delivered from). Spreadsheet data includes:
e  An Object ID that identifies the interface
IES Functional Team responsible for the interface
Interface direction — inbound or outbound
Type of transfer — MQ Series, FTP, or both
Business partner receiving the interface — Commonwealth agency or external vendor
Business system or program from which the interface is created or processed by
A functional identifier that denotes the business requirements to which the interface applies
A task name describing the purpose of the interface
Date the Detailed Functional Specifications were approved for development
Planned development date
Actual development date
Planned Functional User Testing
Actual Functional User Testing

IES also maintains Detailed Functional Specifications for all IES development activity including requirements for
the creation of or processing of interface files.
The above information is currently available for audit review and was available on, and before, June 30, 2010.

Officefor Information Technology, Chief Technology Office (CTO)

The CTO concurs with the findings that some of the servers were not patched appropriately and understands that of
the 35 servers found with vulnerabilities, 30 of them are located in the co-location area and are the responsibility of
the agencies who own those servers. The other five servers with vulnerabilities are located in managed services.
The CTO management will continue appropriate follow-up to ensure all agencies are aware of these vulnerabilities
and the need for timely updates.

Office of the Budget Response:

After internal discussions, it was decided that BQA should respond to item number one instead of BCPO.

Bureau of Quality Assurance (BOA)

1. BQA continues to closely monitor unresolved issues every 90 days. The separated employee process is still in
place, whereby any outstanding time and attendance errors are resolved prior to employee separation.
Additionally, the Office of Administration has issued policy restricting retroactive processing in accordance
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with the W2 Statute of Limitation guidelines of three years, three months and fifteen days. The agencies are
required to process outstanding time adjustments within this timeframe. Based on the policy all outstanding
items effective prior to 2008 have been resolved.

Bur eau of Commonwealth Payroll Operations (BCPO)

2.

BCPO agrees that there are no controls in place to prevent employees who have roles assigned to them access
to sensitive payroll information of co-workers, management, friends or family.

Pennsylvania L ottery Response:

1.

We will work with Lottery Security to develop a procedure to periodically perform a review of users with
privileged access. All requestors are now required to complete an IT Lottery Security Request form to gain
access to the Lottery Systems. This was implemented in June 2010. In August, we reviewed all of the Back
Office users and ensured that any employees who separated from service where no longer activated. On
February 22, 2011, we reviewed and reduced the number of users who had Administrative rights to the system.

Lottery’s vendor for the MIS application has modified the password requirements to force password
complexity and lockout accounts after a predetermined number of unsuccessful login attempts. The change
was implemented in the MIS application on February 22, 2011. Change was tested in production on February
23,2011 by a user and the lockout worked. This issue has been resolved.

We have reviewed the number of Administrators in the Back Office System and have reduced the number of
administrators to five users who need to have this access.

The Lottery will develop and implement a procedure to monitor for unauthorized changes in the production
environment.

We will work with Lottery Security and review the number of users that have physical access to the computer
room and see if this number can be reduced. The current listing we have has 44 users listed, not 69. These
users include Security Guards and Security Officials, Building managers who need access to the HVAC and
fire systems, Drawing Officials, internal IT professionals and IT BIS professionals from downtown who
support the firewalls, routers, phone systems, and various network servers and systems in the computer room.

Department of Labor and Industry (L&) Response:

1.

L&I acknowledges that there is no standard written system outlined for the Department. Coordination between
Application Development & Architecture Bureaus is underway to produce a policy to define this standard
process for the Department. This process will incorporate the data migration finding outlined in response #2
for SWIF.

While a manual process is in place to track these changes, L&l acknowledges that an automated one does not
exist for our current mainframe systems. The version of the application change control software (Endevor)
does not offer this functionality. With the retirement of this system scheduled prior to the end of this calendar
year it is not anticipated that this will be addressed for the legacy systems.

Due to the ongoing modernization project for the UC systems, lack of full time staff has led to these duties
being assumed by contractor staff. We continue to investigate their actual requirements for the scheduling
portions of this application.
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State Workers' Insurance Fund (SWIF) Response:

1.

L&I OIT continues to test products that can accommodate this requirement in our client server environment.
Due to our various systems we would require automated monitoring on both our Windows & AIX server
platforms for our current systems. Since this is also a finding across multiple Departments, we are also
anticipating that OA would name a standard product for all agencies to utilize for this function.

This will be incorporated into the policy to be defined as per response #1 for L&I.

Department of Transportation (PennDOT) Response:

1.

ECMS has implemented written procedures to administer biannual reviews that will manage appropriateness of
users with privileged access.

MPMS conducts reviews of its security for ALL users every six months. This was noted as part of the recent
review in answer for TAB3 - Process Change - Bi-Annual calendar reminder of security clean up for Kent
Smithmyer.pdf. This illustrates the reviews are scheduled and are occurring. As part of the follow up to that
review was a copy of our security sheet noting the deletion of a user. This was noted as TAB3 - Program
Change - Removal from MPMS docs.pdf. As part of the review each District Office MPMS contact is asked to
review their staff for any changes that may have occurred in jobs (someone moved or left the Department).
This review takes into account all levels of security, those persons who may have changed job
functionality/status and for system inactivity which is followed up on to take action to either change or delete
the user, if appropriate.

MPMS, ECMS, DL&C and CARATS support personnel: Periodic reviews of user privileges at the system
level, like a system engineer or database administrator, are in place. An effort to examine and clean up RACF
accounts was completed.

User accounts and password security changes require core functionality changes within the COTS product.
This necessitates a sole source contract with the software vendor, Agate, to implement these changes. The sole
source contract was scheduled to go to DGS in mid-November. This was delayed due to a scope review
between the five Bureaus taking longer than expected to receive approval. The deliverables list was approved
in December 2010. A formal Request for Quote is being prepared and a sole source contract request is
expected to go to DGS in March 2011. These security changes are identified as our top priority of the contract
work items and are to be completed during the first round of changes.

This item remains open. A logical access process has been implemented for dotGrants. A monthly review of
privileged access accounts has been adopted and is being conducted by the dotGrant IT support manager.
Written procedures to formalize this process were created in January 2011. Written procedures to formalize
user access accounts are to be completed by February 2011 which will include a Bureau sign-off on a statement
that they have verified their internal user base and only appropriate personnel have access to dotGrants.

Department of Public Welfare (DPW) Response:

1.

DPW is working to get a User and Access Certification policy implemented. This policy will provide a
mechanism to perform a review of User IDS that have access to various DPW systems. The policy should be
implemented within 60 days.
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2.

The procedure is to document the resolution of all ADI & Server production job failures. The corrective action
was that management followed up with staff to re-emphasize current processes and procedures.

DPW is upgrading its OpCons application on March 4, 2011. This upgrade will also include the elimination of
shared user IDS and anyone that has access to use this application will have their own user account created. At
a minimum DPW will be configuring OPCONS to adhere to the current CWOPA password policies.

DPW is working on migrating the CIS mainframe over to use CWOPA and Managed domain accounts which
comply with the password policies.

The findings issued in the SAS 70 report and responded to by JP Morgan will be monitored through future SAS 70
reports to ensure the issues are corrected. See JP Morgan’s corrective action below that addresses items 5-7:

5.

Price Waterhouse Coopers (PWC) confirmed through inquires with management and inspection of user job
titles, access for these users excluded from the recertification was appropriate based on job responsibilities. No
other relevant exceptions were noted.

As a compensating control, systems are recertified by appropriate management at regular intervals, as defined
by policy guidelines. The approver confirms that access remains commensurate with the individuals’ job
responsibilities, or requests change/revocation to access.

As of January 1, 2011, GTI management enhanced their process related to the review of user access following a
transfer event. As of April 1, 2010 additional escalation procedures were implemented to support the transfer
process to ensure that GTI users access to operating systems was being amended or revoked, where
appropriate, after a transfer event. For the period April 1, 2010 this control was tested without exception for
GTT users. No other relevant exceptions were noted.

Department of Health (DOH) Response:

1.

The department agrees with the finding, with the following clarification of remediation which was begun
during the audit period. During the audit period, the Bureau of Human Resources initiated distribution of a
monthly report of separated employees. Bureau of Information Technology computer security staff began a
practice in June 2010 of distributing, by e-mail, a quarterly compilation of those reports to the department’s
Administrative Coordinators. This group manages routine administrative matters for their respective work
units, including the assignment of computer access.

The first e-mail and list covered the period of August 2009 through May 2010. Similar emails have been sent
twice since the end of the audit period.

The lists are distributed with the following directing text:

“ Saff come and go, but data file folder permissions or computer system access accounts are not always
updated upon their departure. BIT receives a monthly list of separations from the Human Resources office
which we review for data and system access update needs. We've used that list to prepare this attachment.
As an example, bureau or division distribution list deletions often get overlooked when employees depart.
Computer systems with separate user ids and passwords can be overlooked. | realize that some of the
separated staff may have since returned as annuitants. If so, you can certainly continue the account and
access permissions. The Human Resources employee separation checklist includes check-offs for similar
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actions; this serves as a double-check reminder and does not take the place of that process. Itisour intent to
provide this information on a quarterly basis for your review. Please review the attached list. Should you
find any changes which require BIT assistance, please submit a Remedy request. Thanks for your help in
maintaining our strong computer security profile.”

The department agrees with the finding. An Enterprise Release Management Process, which will include
CORE systems, is being finalized. This process will centralize and move the responsibility for Production
region releases to the Division of Operations and Support, which is a separate Division from Application
Development and Support. The Enterprise Release Management process is planned for implementation
during the fiscal year 2011 — 2012 timeframe.

The department agrees with the finding. The Core application will be changed to comply with Commonwealth
password policies. Passwords will be configured to enforce password history and invalid password lockout
threshold.

The department agrees with the finding, with the following clarification that was discussed during the audit.

Per Program Area policy, user account creation is a Local Agency / Program function and not performed by
BIT staff, except when the new user is a member of the IT staff. The majority of users are created by the Local
Agency security officer for the QuickWIC system. This is the policy of the WIC Program Office. The WIC
Program policy is available for review upon request.

When new user requests are made for IT staff (state and contractor), we will continue to follow the existing IT
policy of requiring the request to be submitted in writing. In the audit period, the submittal was performed via
e-mail, but we will now use Remedy to submit requests for new IT users of the QuickWIC system.

The department agrees with the finding, it is factual. Multiple technical staff have access to the room for their
day to day tasks (network staff, database staff, server team staff). Also, administrative and maintenance staff
have infrequent access. Senior management have access to provide unplanned, accompanied access during
after-hours responses. One area of review is access granted solely for use of a large format plotting printer
which was placed in the restricted area several years. With office relocation, it is now possible to relocate that
device and reduce the number of staff with room access.

Department of Education (PDE) Response:

1.

During the Commonwealth GAAP Audit, year ended June 30, 2010 for the Information Technology review,
the PDE, Center for Data Quality and Information Technology (CDQIT) provided the AG Auditors with three
(3) files documenting the implementation of privileged user access reviews during the 2009-2010 fiscal year.
Additionally, during meetings with the AG Auditors, the CDQIT indicated reviews were being conducted to
determine the effectiveness of this process and further reviews would be scheduled for the 2010-2011 fiscal
year.

The Pennsylvania Department of Education, Bureau of Budget and Fiscal Management, disagrees with this
finding. Policies and procedures have been established to ensure IT general controls over access to subsidy
calculation files. As documented with the auditor during the audit review, files are stored in a restricted-access
network folder and subsidy calculation sheets on the files are password-protected. Written procedures
currently exist for the calculation of the final allocations at the end of each year.

The PDE, CDQIT agrees with the exceptions as stated in the Preliminary Finding.
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4. The PDE, CDQIT agrees with the exceptions as stated in the Preliminary Finding.

Department of Revenue (DOR) Response:

1.

Privileged network access is granted to members of two work units in BIS (The Infrastructure and Operations
Division, and the Security and Audit Review Office). The privileged network access is required to perform
work responsibilities. When an employee departs from either of these work units, the Security and Audit
Review Office immediately disables the privileged network access.

Privileged user access to individual business applications is less straightforward. DOR intends to create and

implement a user-access review policy and procedure, as summarized below:

e The Security and Audit Review Office will maintain an inventory of business privileged applications,
business owners, and system developers/administrators.

e On an annual basis, the Security and Audit Review Office will request a current list of application users
from the system developers/administrators.

e  The Security and Audit Review Office will send the list of users to the designated business owner.

e The business owner will approve or reject users and/or groups of users, and return the list to the Security
and Audit Review Office.

e The Security and Audit Review Office will notify the Security Liaisons within the bureaus/offices of the
disapproved users.

e The Security and Audit Review Office will remove access or will instruct the system
developers/administrators to remove access, as required.

DOR has implemented an interim solution utilizing our System Implementation Document (SID). For each
change implemented in production, we now require the programmer to receive management approval prior to
moving the change into production. The approval is documented on the internal DOR system approval
document (SID) and the document will be stored with the project request information in the Bureau of
Information System's online project request system.

Additionally, DOR has contracted with Accenture to implement a SAP-based tax system solution. This

integrated tax system will provide role-based functionality and access, and will achieve further segregation of
duties once implemented.

Since 2009, DOR has developed and utilized a Quality Assurance (QA) testing methodology that includes data
validation, including sign-offs. This process is documented as “BIS Software Testing — Test Plan
Guidelines/Procedures.”

The QA testing methodology in DOR is a process of checking software to verify that it satisfies identified
requirements to support an intended business need, to detect errors/defects and validate data. To accomplish
these goals, typical software implementations (mainframe or client/server) will follow the test phases as
outlined in the methodology.

At a high level, the following test phases are planned and executed in a typical software implementation:
e  Unit test

Integration test

System test/regression test

Regression

User Acceptance Test

Post production
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DOR utilizes standard testing scripts throughout the phases. Standardized test script templates provide a
standard format for documenting tests, and capturing the results of those tests. Overall, the QA testing
methodology provides a framework and provides a standardized approach to DOR’s internal testing processes
and procedures that support our development activities.

Liguor Control Board (PL CB) Response:

1.

Point of Sale (POS) — This will be corrected with the new POS System being rolled out second quarter 2011.

Warehouse Management System (WMS) — Physical access controls were not addressed this year due to the
possibility of warehouse consolidation. This is planned prior to the end of Fiscal Year 2010-2011.

WMS — The Warehouse Management System incorporates the following criteria for user password standards:
90-day expiration, minimum seven characters, no uppercase, cannot be the same as the last five passwords, five
unsuccessful tries in five minutes locks the user’s screen for 5 minutes.

POS — Our current password standards are as follows: 90 expiration, must consist of (8) letters and numbers,
cannot contain consecutive numbers, spaces or special characters in sequence and the password cannot be the
same as the last (6) passwords used. POS will automatically logoff the user after 15 minutes of inactivity. If an
individual’s password is not known the only way an employee can obtain a new password is to call the help
desk. The help desk will delete the employee and assist in adding the employee in Employee Control
Maintenance.

Oracle — We need to work within the constraints of the Oracle software product. At present, there is no way for
the end user to change their password in RMS, so as a result our Security section sends out new passwords to
the end users every 90 days. As far as the rest of the Oracle systems, they function in a similar fashion to
CWOPA where by asking the end user to change their password every 90 days. There are however, different
application specific password standards in Oracle.

Our Oracle RMS software does not currently allow individual users to change their own passwords. We hope
this feature will be available in upcoming releases. We do however, change Oracle RMS passwords every 90
days and distribute them to users. The passwords are randomly generated so there is no specific pattern to their
makeup.

Changes to the Robocom Inventory Management System (RIMS) are managed centrally and pushed out to the
warehouses by Tech Support. As with any application system where the servers are remotely managed there is
the possibility for changes to be introduced. The PLCB will research ways to better monitor the application
servers in the warehouses.

Oracle — At the meeting held, February 24, 2011, privileged access was defined as anyone who has the ability
to change data, settings or configuration or to access tables directly from the backend. As a result of this audit
the PLCB has started to review access by contractors, its own COE and end user community. It is the intent of
the PLCB to review this access annually at a minimum.

POS — User access of “Admin” in Point of Sale is only granted to specific users — Help Desk, Second Level
Technical Support and Technical Support. This access is only granted by Dee Mayer, Jason Smith or Robin
Fears.
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6. At the meeting held, February 24, 2011, “super user” access was defined as administrative or privileged access.
There are a series of agency IT specific policies on Production Environment Security Administration, Required
Use of Unique Application User IDs, Generic System Admin Level User ID Usage and Granting Access to
LCB Systems. In addition, the PLCB has started to review access by contractors, its own COE and end user
community. It is the intent of the PLCB to review this access annually at a minimum.

7. The PLCB will be transitioning over the next two years to adopt ITIL standards. As a result the PLCB will be
starting to conduct post implementation reviews for all projects over a given number of hours.

8. POS — We currently use Storegazer software to monitor access and user activity, plus we send message and
audit log file data to the Central Office on a nightly basis.

WMS — There is an OS level report generated on a daily basis that details user activity and notates those users
who had difficulty signing onto the WMS in the last 24 hours.

9. Oracle — The PLCB recognizes that we need to strengthen our monitoring for segregation of duties issues
especially as it relates to contractors hired to make system changes. As such, the agency is implementing
periodic reviews of all persons with privileged or administrative access on an annual basis at a minimum.

WMS — Currently there is no UNIX based system generated evidence of segregation of duties. Only our Tech
Support section has access to the root user profile to make changes to production.

POS — During development and pilot, our vendor SkillNet, has separate application developers vs the database
administrators who deploy code to production. It is PLCB’s intention to follow the same methodology
internally after rollout.

10. The agency is continuing to evolve its change control process and the IT Steering Committee for prioritization
of projects. The Change Control Board is being changed to a Change Advisory Board (CAB). ITIL standards
are being introduced into the organization and an OA Remedy Help Desk solution is scheduled to be rolled out
in 2011. With an OA Remedy Change Management pilot closely following thereafter. All of this is an effort
to make the systems and processes more stable and repeatable. The agency has also recently hired a Quality
Assurance Manager and a Testing Manager.

Auditors Conclusion: The Office for Information Technology, Bureau of Integrated Enterprise System (IES) indicates
in its management response that “... a diagram of the IES SAP integration architecture that shows the DPH managed
servers, network connections to the Commonwealth MAN and Internet, and key integration partners ... was available
on, and before, June 30, 2010.” However, IES management agreed at the exit conference on March 8, 2011, that the
diagram and interface listing are not complete or usable for our purposes because they do not contain key information
that would be required to gain a full understanding of all systems interfaced with SAP and the associated data that is
being transferred. The integration architecture diagram only includes the key systems managed by DPH. The interface
listing is not comprehensive enough to allow an understanding of the applications that are transferring significant
financial data into SAP, including the source application name, service providers that may be involved in processing the
data, SAP transaction code (for some interfaces), or the SAP document types transferred through the interface.
Additionally, multiple interfaces post to the same transaction code using the same document type, and the interface
listing does not include details related to the SAP tables that are being populated through the interface; therefore, it is
not possible to determine the source of transactions based on SAP data. The interface listing also includes some
decommissioned interfaces, and needs to be updated regularly to reflect only current interfaces. IES agreed to
coordinate with the audit team to provide complete and updated documentation for future use.
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Regarding PDE’s response that they provided the auditors with “ ... three (3) files documenting the implementation of
privileged access reviews during the 2009-2010 fiscal year.”, this documentation appears to be draft policy related to a
pilot project during August 2010 (after the audit period). Also, PDE indicates, “Policies and procedures have been
established to ensure IT general controls over access to subsidy calculation files.” However, these policies and
procedures are incomplete in that they do not include policies to address IT controls related to change control and

program development.

Based on the agency response, the finding and recommendation for our current audit period remain as previously stated.
We will review any corrective action in the subsequent audit.

The corrective action plan for thisfinding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Office of Administration — I ntegrated Enter prise System
Office of the Budget

Statewide Weaknesses Within the SAP Accounting System Related to Potential Segregation of Duties Conflicts
(A Similar Condition Was Noted in Prior Year Finding #09-15)

Condition: As noted in similar findings for the past seven years since SAP was implemented, our review and testing of
the Commonwealth’s automated internal controls over system access for transactions posted to the SAP accounting
system again noted internal control weaknesses regarding segregation of duties in the overall SAP computer
environment, as follows:

1. Multiple users with segregation of duties conflicts have the system access to develop and promote changes into
the production SAP environment. There are no additional computer controls in place designed to provide
effective monitoring to prevent or detect, on a timely basis, unauthorized program changes.

2. Users with potential segregation of duties conflicts were not identified by management and analyzed to comply
with Management Directive 205.37, “Role Assignment, Security, and Internal Control Maintenance” dated
June 13, 2005, which requires additional monitoring of system activity for users with potential segregation of
duties conflicts.

3. Management does not conduct a periodic review of individuals with access to SAP and the supporting Oracle
databases to determine that access is appropriate according to job responsibilities.

Management Directive 205.37 “Role Assignment, Security, and Internal Control Maintenance” dated June 13, 2005
recognizes that business purposes may exist to allow for SAP role conflicts. The Directive also clearly recognizes that
appropriate documentation must be maintained to justify the need for the conflicting role assignments, and requires
certain levels of approval. This documentation must include safeguards developed to deter and detect errors or
inappropriate transactions. This Directive also contains a critical monitoring component which was not performed
during the period under audit. Management indicated in its agency response to prior year Finding #09-15 that the policy
was under revision and would be acted upon following completion to ensure management was following the Directive.
Revisions to the Directive were not completed, nor were the users with potential segregation of duties conflicts
examined by management during the current audit period.

Our testing resulted in identification of multiple users, including IT department employees, with user accounts that allow
them to perform specific sensitive functions, with no compensating controls in the computer environment to prevent or
detect unauthorized transactions.

Criteria: Proper segregation of duties within SAP System, access, including effective monitoring where management
determines that business purposes require roles being assigned which could compromise segregation of duties standards
is critical in minimizing and mitigating the risks of inappropriate transactions or inappropriate programming changes
occurring. Segregation of duties should always be routinely enforced between individuals who can make programming
changes and individuals responsible for implementing changes to the production environment. Where user-level
segregation of duties conflicts are determined to be necessary, compensating controls and adequate documentation
should be maintained in accordance with Management Directive 205.37 to demonstrate proper review, as well as to
justify user conflicts as appropriate in the circumstances.

Cause: It appears that some of these roles and conflicts were created for practical reasons in order to provide IES staff
and others within individual agencies with the ability to assist in multiple situations during the SAP implementation
process, and to overcome problems noted during the transition from the old ICS accounting system to SAP. However,
requisite revocation and refinement of roles has not occurred. Also, it was noted that additional potential conflicts were
created after the SAP implementation for various business reasons. The procedures established by the Directive to
monitor role conflicts were not performed, at least partially, because of configuration issues with role conflict software
purchased to help in identifying and remediating role conflict issues.
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Effect: Potential segregation of duties conflicts in SAP role assignments increase the potential risk of misappropriation
of assets, inappropriate changes to data or files, and unauthorized activity, and could be a significant weakness if manual
controls outside of SAP are not effective. Further, such situations increase the need for additional documentation,
outside monitoring, manual review, and external verification of SAP activities and transactions.

Furthermore, since the Commonwealth’s statewide SEFA is recorded on and reported out of the SAP system, and all
major federal programs/clusters in our current-year Single Audit utilize the SAP system to record federal revenues and
expenditures, the above IT general controls weaknesses impacts all the major programs/clusters in the Commonwealth’s
Single Audit.

Recommendation: We recommend:

1.  Monitoring procedures be fully implemented to detect unauthorized program migration into the production
environment.

2. Separate individuals be assigned roles to make programming changes and migrate changes into production.
Instances in which one individual is granted access to program change and migration functions must be
significantly restricted to one-time limited usage and fully monitored by an independent party to ensure that
changes were authorized.

3. Complete implementation and regular usage of segregation of duties analysis tools (GRC) to identify all users
with segregation of duties violations.

4. Revoking access for all IT department employees who currently have access to perform sensitive user functions
within SAP, or implementing a monitoring process to ensure no unauthorized transactions occurred.

5. The monitoring portion of Management Directive 205.37 be updated to require clear documentation from
management to provide justification for all segregation of duties conflicts and to provide evidence of regular
review and monitoring of transaction activity by all users with segregation of duties conflicts.

Agency Response: The Bureau of Financial Management (BFM), the Bureau of Quality Assurance (BQA) and the
Office of Administration — Integrated Enterprise System (IES) have been working together to implement role conflict
software — SAP GRC Access Control. This is on target to be implemented in March of 2011. BFM agrees that the
security of SAP roles and functions should be monitored in accordance with Management Directive 205.37. The
Directive is currently under review.

Auditors Conclusion: Based on the agency response, the finding and recommendation for our current audit period
remain as previously stated. We will review any corrective action in the subsequent audit.

The corrective action plan for thisfinding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Department of Treasury

General Computer Controlsin the PA Department of Treasury Need | mprovement

Condition: Our review of general computer controls at the Department of Treasury (Treasury) during the fiscal year
ended June 30, 2010 disclosed the following internal control deficiencies that need to be addressed by Treasury
management:

The following deficiencies relate to the mainframe, which hosts the Treasury Automated Bookkeeping System
(TABS) and Active Directory (network):

1.

Mainframe passwords for the TABS system are automatically assigned when a new user is created, but users
are not required to change them. Passwords are also retained by the IT department in a password spreadsheet.
Additionally, the domain password settings for one domain are inadequate to provide sufficient protection.
Passwords are required to have a minimum password length of six characters, but passwords are not required to
meet any complexity requirements.

Bureau of Human Resources and Training (HR) does not consistently notify network and application
administrators via e-mail when a Treasury department employee is terminated. Based on a limited selection of
one terminated user, documented HR notification could not be provided.

A regular review of network and application users, including those with access to sensitive functions and
application data, was not performed.

The OnBase application is used for unemployment compensation card benefit payments. The system sends
enrollment files for eligible recipients to a contract vendor for card production and also sends ACH files to the bank
to make funds available to card users. The application is used and maintained by Treasury. The following
deficiencies relate to the OnBase application:

4.

10.

HR does not consistently notify OnBase administrators when an OnBase user is terminated. Additionally, a
regular review of OnBase users, including those with access to sensitive functions, was not performed.

The manager account for the OnBase System was shared by multiple users. This reduces the ability to provide
for individual accountability in the event of an error or unauthorized modification. Additionally, the default
Administrator account was still active on the OnBase system, and access rights retained by the account appear
excessive.

Written standards to establish control requirements for changes to OnBase application software were not
documented.

Documentation of successful testing results for OnBase application changes was not consistently applied for all
changes.

Windows patches and updates for the OnBase server were not applied in a timely manner in accordance with
the criticality of the updates.

The number of badges with access to the data center where the OnBase system is hosted appears excessive.
158 users have access to the data center.

The password settings for the OnBase application are inadequate to provide sufficient protection. Passwords
are required to have only a minimum password length of 6 characters.

Criteria: A well designed system of internal controls dictates that sound general computer controls be established and
functioning to best ensure that overall agency operations are conducted as closely as possible in accordance with
management’s intent.

Cause:

Management is aware of deficiencies and system limitations related to inadequate password settings. The

additional deficiencies related to mainframe and Active Directory are due to manual processes requiring HR to notify IT
of employee terminations and manual review of system users. OnBase control weaknesses related to access and change
control can be attributed to limited resources to implement adequate controls.

87



COMMONWEALTH OF PENNSYLVANIA

Basic Financial Statement Findings - June 30, 2010

Finding 10— 13: (continued)

Effect: If general computer control areas are not improved in Treasury, computer and other department operations may
not be conducted in accordance with management’s intent.

Recommendation: We recommend that Treasury management review the various general computer control

deficiencies noted above and take the necessary actions to resolve them.

Aqgency Response:

1.

10.

Treasury is aware of the finding related to expiration of mainframe passwords. This functionality is not
intrinsic to our mainframe environment. The alternatives include IT staff maintaining physical lists of
passwords which are manually updated on a periodic basis or investing in additional software. Treasury in the
process of moving functionality from the mainframe to distributed computing environments where this control
exists.

Treasury agrees the Bureau of Human Resources and Training (HR) does not consistently notify network and
application administrators via e-mail when a Treasury department employee is terminated.

Treasury’s Bureau of Information Technology agrees detection controls to monitor user privileges are not
employed.

Although HR may not give BUCD notification in a timely manner, the Bureau Director is aware of all
personnel changes. This is a relatively small office with all employees in the same secured area. The
administrators are in constant communication with the Director, thereby mitigating the risk. Additionally, the
small staff is static in BUCD with assigned roles. Changes are made as necessary. For the year, there were
only 6 instances of change and more than half were due to Treasury furloughs and recalls.

A shared manager account exists, but is not the primary access point for the administrators. The vendor
established this account for vendor upgrades and maintenance. There are certain limited functions necessary in
this system that can only be accomplished through this account. Treasury will take steps to deactive accounts
that are not in use.

Standards for change control are not documented on a formal schedule, but there is documentation for all
changes.

OnBase is an enterprise content management system with strong inherent internal controls. Treasury BUCD
relies on the system generated documentation for successful testing changes.

Unemployment Compensation reached record volumes in the audit period. The system was operating at near
capacity many days 24 hours, to meet the payment processing requirements. Windows patches and updates
were applied as time permitted.

It is the policy of the Department of Labor and Industry to provide police and fire personnel access to all areas
of the building. As Treasury BUCD resides in the Labor and Industry Building, we are obliged to follow those
procedures. The access to the data center includes all Capitol Police and fire officials. While this is not ideal,
it is not our policy. Treasury will eliminate any unnecessary users periodically

Passwords procedures were established at time of implement of the OnBase application. However, prior to
accessing OnBase, a user must log on to the unique BUCD domain using both user name and an eight character
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alpha numeric password. This password is changed at sixty day intervals. The domain name must match the
pre-established user account.

Auditors Conclusion: Based on the agency response, the finding and recommendation for our current audit period
remain as previously stated. We will review any corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Office of the Budget
Office of Administration

Lack of Documentation to Support Proper Contracting and Procurement (A Similar Condition Was Noted in
Prior Year Finding #09-13)

Condition: During prior audit periods, the Commonwealth awarded numerous statewide technology contracts to
modernize and upgrade the Commonwealth’s information systems technology, to outsource agency data center
computer operations, and to consolidate the acquisition of telecommunications services. The contracts awarded for
these types of technology services involve all major agencies in the Commonwealth. In our prior-year audits for the
fiscal years ended June 30, 2000 to June 30, 2009, (for ten fiscal years in a row), we reported that management refused
to provide us with key procurement documentation to enable us to audit the awarding of these contracts and to verify
compliance with Commonwealth procurement regulations. We also disclosed deficiencies in the Commonwealth’s
internal controls over documentation supporting procurement of these contracts in those prior years. It should be noted
that these prior-year findings also included contract awards, other than for statewide technology, which involved
specific agencies and funds.

Our current year follow up for the fiscal year ended June 30, 2010, disclosed that management has resolved all but one
of the prior-year scope limitations by now providing copies of losing vendor proposals; original detailed scoring sheets
used by evaluation committee members for each proposal submitted for review; and original contract documentation to
support the overall scoring and selection process, including assigned point values and committee recommendations for
vendor selection. However, auditee management has not resolved one major issue from prior years since they continue
in their flawed policy of refusing to provide us with the names of proposal evaluation committee members in order for
us to verify that the committee members were appropriately qualified and had no conflicts of interest or independence
impairments in order to fairly evaluate submitted proposals. Furthermore, without the names of proposal evaluation
committee members, this affectively prohibits us from interviewing these contract evaluators to confirm their scoring or
other contract evaluation issues which an interview with them may bring to light. Therefore, we cannot ascertain
whether proper controls are in place to prevent potential conflicts of interest, fraud, abuse, or other inappropriate activity
from occurring during the contract procurement process.

We also noted no significant improvement in management’s procurement procedures in the current year and that the
following significant prior-year internal control deficiency still existed during SFYE June 30, 2010: management does
not have adequate standard procedures in place to ensure contract forms and documentation include clear and valid
support that Commonwealth management properly verified prospective vendor cost proposals as reasonable to avoid
additional subsequent contract amendments that significantly increase costs. We noted this occurrence in prior-year
audit periods which called the accuracy of the original contract cost proposals into question, especially in the
procurement of the large-dollar information technology (IT) contracts mentioned above. We also noted this internal
control weakness most recently in IT contract procurements both at PLCB and at DPW for computer systems
development and maintenance, in which inadequate documentation existed to support reasonable evaluations of
proposed vendor costs by Commonwealth management. The PLCB IT contract was originally awarded for $25.8
million to develop and implement a new agency-wide ERP accounting system, but later increased (by more than 150
percent) to $66.6 million due to subsequent large-dollar contract amendments. In the case of DPW, separate IT
contracts for development/maintenance of DPW’s various computer systems (i.e., PACSES, HCSIS, PELICAN, and
iCIS) used in managing different federal programs were extended and combined (or “bundled”) into one large-dollar IT
contract extension for approximately $100 million for the current SFYE June 30, 2010, but DPW provided no
documentation to support any analysis that the new $100 million total in IT contract extensions was reasonable.

Criteria: The Commonwealth established procurement policy and procedures in the “Field Procurement Handbook”
(M215.3 as Amended). Commonwealth agencies are required to adhere to this handbook when awarding contracts.
Part II, Chapter 7 of the handbook details a step-by-step process that must be followed when a contract is to be awarded
via a “Request for Proposal”. Good internal controls require management to maintain sufficient documentation to
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demonstrate that proper purchasing procedures are reasonably followed and contracts are properly awarded. Regarding
procurement duties, specific sections of Chapter 7 state:

8. Evaluation Committee

a. Performs preliminary technical submittal evaluations.
9. Agency

a. Scores cost submittals.
11. Agency

a. To the extent necessary or desired, conducts discussions with responsible offerors who submit proposals
determined to be reasonably susceptible of being selected for award to assure full understanding of
responsiveness to the solicitation requirements and for the purpose of obtaining best and final offers.

12. Evaluation Committee

a. Performs final technical submittal evaluations after discussions/best and final offers have been
completed/received.

14. Agency
a. Re-scores Best and Final Cost submittals.

Management should not restrict availability of procurement information to the Auditor General since this is clearly a
violation of the Commonwealth Procurement Code which states: Retention of procurement records. All procurement
records, including any written determinations issued in accordance with section 561 (relating to finality of
determinations), shall be retained for a minimum of three years from the date of final payment under the contract and
disposed of in accordance with records retention guidelines and schedules as provided by law. In accordance with
applicable law, all retained documents shall be made available to the . . . Auditor General . . . upon request. (62
Pa.C.SA. § 563)

Cause: In responding to our prior-year findings on this issue, management has recognized and acknowledged the need
for the auditors to verify the propriety of its contracting procedures and, as mentioned above, is now providing
additional procurement documentation to the auditors. However, management has asserted that they believe providing
the names of committee members is not necessary in our review of whether the committee and the agency acted in
accordance with procurement laws and practices and that its disclosure as a general matter will have a chilling effect
upon employee participation on procurement committees. Management further stated that this does not mean that they
will prohibit the Auditor General from obtaining that information in all cases. If the Auditor General makes a request to
interview an individual committee member or members and provides a compelling reason for such an interview in light
of the audit, management will review each such request separately and determine if they agree that such reasons are
compelling and that such an interview is necessary. If management agrees, interview access will then be provided.
However, management has only agreed to this once. We believe that this policy violates the procurement code quoted
above and inappropriately restricts our auditing procedures.

Effect: Management’s policy prevents the Department of the Auditor General from performing duties required of it by
Pennsylvania’s Constitution and by Pennsylvania law. The Constitution provides that “all departments, boards,
commissions, agencies, instrumentalities, authorities and institutions of the Commonwealth shall be subject to audits
made in accordance with generally accepted auditing standards.” (Article VIII, Section 10) The Fiscal Code directs the
Department of the Auditor General “to make all audits of transactions after their occurrence, which may be necessary, in
connection with the administration of the financial affairs of the government of this Commonwealth,...” (72 P.S. § 402)
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Furthermore, management’s policy of refusing to provide the names of the evaluation committee for procurement to our
department is a violation of the Commonwealth Procurement Code as quoted above. (62Pa.C.S.A. § 563) Management
has taken the position that the invocation of confidentiality supersedes these constitutional and statutory directives.

It should be further noted that management’s policy also prevents us from performing a proper Single Audit of the
Commonwealth’s major federal programs in accordance with OMB Circular A-133. Procurement is one of the key
compliance requirements that is required by the federal government to be tested as part of the Single Audit, and we
cannot fully audit the Commonwealth’s compliance with procurement regulations in certain federal programs as a result.

Without the necessary documentation, we could not verify that management adhered to Commonwealth procurement
standards and laws, or were independent in evaluation and awarding the contracts disclosed above. We also could not
verify that management awarded contracts to the most qualified vendors or that Commonwealth officials conducted
proper fiscal reviews of original contracts and/or contract amendments that substantially increase contract costs. We
also cannot ascertain whether proper controls are in place to prevent fraud, abuse, or other inappropriate activity from
occurring during the contract procurement process.

Recommendation: We recommend that management alter its policy of withholding the above documentation in order
to allow the Department of the Auditor General to perform its constitutional and statutory duties, and to provide the
public and other interested stakeholders with assurance that laws and policies are being properly followed in the
procuring of goods and services. We also recommend that management strengthen its control procedures to better
evaluate and more thoroughly document the reasonableness of vendor cost proposals to lower the risk of subsequent
contract amendments that significantly increase contract costs.

Agency Response: We disagree with this finding. In response to this finding as issued in prior years, the
Commonwealth has reviewed its policies and significantly expanded the procurement-related documentation available to
the auditors. As noted in the Condition above, effective for the June 30, 2010 Basic Financial Statement audit the
auditors were provided, upon request, the following additional procurement documentation beyond the executed
contracts:

e Copies of losing vendor proposals.

e Detailed scoring sheets showing the scores of each committee member by category with committee member names
redacted.

e Summary information regarding the procurement as contained in the “Recommendation for Contractor Selection”
memorandum required to be completed by each committee. Among other detailed information, this memorandum
includes: information regarding the reasonableness of cost and minority participation; the list of agencies that had
representatives on the evaluation committee; the indication of Department of General Services & Comptroller
participation; the results of the evaluation conducted by the committee; the overall scoring results; the evaluation
committee recommendations; and the signed agency head approval/disapproval of recommendation.

In addition to the aforementioned documentation, the auditors were informed in writing that they could initiate requests
to interview individual evaluation committee members if they identified compelling reasons to do so within the scope of
specific audits and Commonwealth representatives concurred with the compelling reasons put forth by the auditors. We
believe this is a reasonable approach specific to evaluation committee members given the balance necessary to ensure
willing participation of evaluation committee members in the Commonwealth’s procurement process while also
ensuring the auditors have access to necessary documentation. The importance of evaluation committee member
confidentiality is demonstrated in the Commonwealth’s Right to Know Law. In accordance with Act 3 of 2008, §708 —
Exceptions for public records, (b)(26), the “identity of members, notes and other records of agency proposal evaluation
committees established under 62 Pa. §513 (relating to competitive sealed proposals).” are exempt from requestors
access. The Commonwealth also recognizes the importance of internal controls related to conflicts of interest within the
procurement process and has a longstanding policy of requiring evaluation committee members to review/acknowledge
and sign an RFP Evaluation Committee Certification of Confidentiality and No Conflict of Interest Form (Procurement
Handbook
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11/10, Pt. II, Chpt.7). These forms are reviewed by the agency coordinators and referred to the Department of General
Services’ Office of Chief Counsel Legal Purchasing Unit if there are any questions or disclosures by the evaluation
committee members.

In an effort to alleviate the auditors’ remaining issues with the Commonwealth’s procurement audit disclosure policy,
the Commonwealth will initiate conversations with audit staff to discuss potential alternate compromises to releasing
evaluation committee member names. We recognize the importance of audit staff’s ability to properly test our internal
controls and want to work cooperatively to ensure audit staff understands our desire to provide each Commonwealth
employee who agrees to serve as a committee member the opportunity to evaluate procurements candidly.

We disagree with the auditors’ contention that the Commonwealth “does not have adequate standard procedures in place
to ensure contract forms and documentation include clear and valid support that Commonwealth management properly
verified prospective vendor cost proposals as reasonable to avoid additional subsequent contract amendments that
significantly increase costs.” The Commonwealth’s Department of General Services (DGS) has developed
comprehensive procurement policies and procedures designed to incorporate uniform procedures and result in maximum
value to the Commonwealth. The contract review and approval process includes the contracting agency, DGS, Office of
General Counsel, Comptroller’s Office, and Attorney General’s Office. In order to ensure complete transparency in
procurements, DGS publishes an RFP Scoring Category Guide which details percentage weighting recommendations for
the technical, cost, and disadvantaged business for both service and materials procurements. Additionally, DGS
publishes a standard cost formula that is applied for competitive sealed proposals. The instances cited with the PLCB
and DPW by the auditors are outliers from the standard procurement process and are addressed in detail by the agencies
in response to the specific audit findings published by the auditors on each issue.

Auditors Conclusion: No new information was provided in the agency response to mitigate or resolve the finding for
our current year under audit. Management’s reference to the Right to Know Law is inappropriate for this finding since
the provisions of the Right to Know Law clearly do not apply to our audit of the Commonwealth. We request the
identity of RFP evaluation committee members to allow us to verify that the No Conflict of Interest, and Ethics Forms
were properly completed and reviewed. Without knowing the identity of committee members, we cannot test for the
existence of any conflicts of interest. Also, we need to know the identity of committee members in order to have the
opportunity to interview the participants to confirm management's statements that these individuals actually participated
in the RFP evaluation and to confirm/verify that summary scoring sheet as provided to us by management accurately
reflects how the evaluator scored the contract or discuss any other related issues that either party wishes. Regarding
verification of vendor cost proposals, no new information or documentation has been provided to demonstrate
improvement in management’s internal controls. Our finding and recommendation, with the above clarifications,
remain as previously stated, and we will review any corrective action in the subsequent audit.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Office of the Budget — Office of Comptroller Operations
Office of the Budget — Bureau of Payable Services

Internal Control Weaknesses Related to One-Time Vendor Payments Posted Into the SAP System and
Inappropriate Role Assignments (A Similar Condition Was Noted in Prior Year Finding #09-18)

Condition: Our test work of SAP invoice processing during the fiscal year ended June 30, 2010 disclosed the following
internal control deficiencies over one-time vendor accounts that need to be addressed by Commonwealth management:

1. Some Comptrollers’ Offices are using "Refund per" as the person’s name or department or program for the
explanation on SAP for a number of vendor refunds, which does not explain or justify why a refund is being made.
The transactions could not always be traced to the original documents because the descriptions on SAP were
inadequate and did not reference original documents. The refunds should reference the original document number
so that the documents can be traced through the system to demonstrate proper recording.

2. Severe overuse of the one-time vendor accounts with agency non-SAP transactions interfacing with SAP (600000
and 600001) appears to exist, without adequate documented justification or monitoring by management. The 20
most overused one-time vendors all had over 1,000 transactions, and there were over 15,000 transactions for the
most overused one-time vendor. The Comptroller Office needs to better document and monitor the use of one-time
vendor invoices included in the interface packages.

3. One-time vendor account transactions need adequate reason for the refund included in the text on SAP, such as the
original document number. This includes the refunds for items that were not originally processed through SAP but
in a legacy system that posts to SAP in summary (60000, 600001).

4. The one-time vendor analysis should continue to be run periodically by management. Any time a name shows up
more than six times, it should be researched to see if a vendor account should be created. Over 6,500 examples of
one time vendor were used more than six times during the fiscal year.

5. No explanation is included in text/description fields on SAP. There should be some meaningful description or
reference in these fields for tracking purposes.

6. Commonwealth employees are being paid out of the one-time vendor accounts, and they are being paid more than
once, without documented monitoring or justification by management.

7. Comptroller’s Office supervisors, without adequate documented justification, have the ability to both enter and
approve a one-time vendor invoice, and the system does not require additional approval.

The total costs charged to one-time vendor accounts on SAP during SFYE June 30, 2010, was $494 million, and total
refunds charged to these accounts on SAP was $692 million.

Criteria: Limiting and restricting the use and access to one-time vendor accounts and proactive monitoring of one-time
vendor account activity are vital to protecting the Commonwealth from potential undetected improper payments.
Management Directive 310.28, “Use of One-Time Vendor Records in SAP” defines the types of payments and refunds
of expenditures that should be made and the processes that should be followed when using the SAP one-time vendor
functionality.

Cause: No policy exists for guidance on recording vendor names and documenting explanations for one-time vendor
payments in SAP. Also, users are not following the policies in Management Directive 310.28. Further, inappropriate
access role assignments exist because of the Financial Transformation initiative, which resulted in the changing of
positions, shifting of responsibilities, and a need for training. The formal process for establishing/maintaining vendor
accounts in SAP can be an extensive and cumbersome process. Therefore, there may be legitimate business needs to
make timely payments to certain businesses and individuals without going through the process of setting them up as a
vendor in the master file. Although the Office of Budget admitted that Management Directive 310.28 was not always
followed, they did not document and provide specific reasons. Since the Financial Transformation initiative has
centralized the Comptrollers’ Offices responsibilities, some of the deficiencies noted above may be corrected as the
shifting of responsibilities and assignment of tasks stabilizes, and documented justifications are improved.
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Effect: The lack of complete, effective, and documented one-time vendor policies and procedures increases the risk of
unauthorized activity. The deficiencies noted above clearly increase the need for additional policies and procedures, and
additional monitoring, review, and documented verification of one-time vendor activities and transactions. Further, the
built-in SAP functionality (and that in Treasury) to identify duplicate payments is very limited for one-time vendor
accounts, making the detection of duplicate payments to one-time vendors more difficult.

Recommendation: We recommend that Commonwealth management review the various deficiencies noted above and
take the necessary actions to resolve them. Specifically, we recommend that Commonwealth management communicate
the importance of and require Commonwealth staff to comply with Management Directive 310.28. Commonwealth
management should provide applicable training to all employees involved in the processing and review of one-time
vendor payments. Further, a procedure that continually monitors and documents compliance with this directive should
be developed and implemented. Finally, Commonwealth management should periodically review sensitive SAP access
role assignments, particularly after a large reorganization such as part of Financial Transformation.

Office of the Budget Response:

After internal discussions, it was decided that BCA should respond to item number one instead of BPS.

Bur eau of Commonwealth Accounting (BCA) Response:

1. The Office of Comptroller Operations (OCO) does not agree with this item in that it is not applicable or
feasible for all refunds. There are a number of refunds that are processed by the Revenue and Cash
Management unit that are for groups of checks. Examples include, but are not limited to, LIHEAP and TPL for
the Department of Welfare. These can number from 2 to 500 checks per refund. These groups of checks are
not input individually into SAP as this would create an unnecessary inefficiency, but are posted as one item per
code in SAP. These refunds are posted to one-time vendor accounts since they are refunds for programs that
are processed by agency system applications rather than through SAP. As a result, the name identified on the
one-time vendor account reflects the program that is being refunded rather than an individual name. For these
transactions, an original SAP document is not applicable and non-SAP system payment cannot be easily
matched to the SAP summary VT posting, nor would it provide the detail information behind it. Relative to all
refunds processed, the OCO refunds to the code where the program expenses originally posted. Where the
original document is known, it is either referenced on the SAP posted entry or is included in the attachments
linked to the SAP posted entry via DocFinity.

Bureau of Payable Services (BPS) Response:

2. BPS agrees with this item and is drafting a corrective action plan to address the issue.
3. BPS agrees with this item and is drafting a corrective action plan to address the issue.
4. BPS agrees with this item. Analysis of the issue is currently being done by the Bureau of Quality Assurance.

5. BPS disagrees with this item. Based on the detail of the auditor’s work papers, these are all refunds, which are
processed through the BCA and this issue appears to relate to item one of this Finding.

6. BPS disagrees with this item. Based on the specific examples provided, the majority of these payments are
workers’ compensation payments where the interface has been designed to use a one-time vendor number.

7. BPS agrees with this item. Although we recognize role conflicts currently exist and we are presently reviewing
all roles, Comptroller Office supervisors should not normally be entering invoices in SAP. They do have the
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SAP role in case of an emergency, however, with the exception of those invoices outside of the Finance
Transformation Project, which should not be one-time vendor payments, supervisors only enter an invoice at
the direction of an Assistant Director or the Director of Payable Services.

Auditors Conclusion: The deficiencies noted above are accurate as stated. Management’s disagreements related to

deficiencies 1, 5, and 6 address the feasibility of compensating for these weaknesses, and do not indicate disagreement
with the accuracy of the auditor’s statements. Regarding the items that BPS indicated agreement with, we will review
any corrective actions in the subsequent audit.

Specifically related to management’s responses to deficiencies 1, 5, and 6, the auditors note the following:

1.

As noted by BCA, the refunds in SAP that do not have identifying information, whether a single payment or
multiple payments, cannot be traced back to the original program or an original document and therefore cannot
be substantiated within SAP. Also as noted by BCA, it is possible to attach detailed information to the SAP
entries to provide the level of detail required to link the payments to an original document; however, there is no
procedure in place to require this.

See response related to item #1 above. This finding specifically includes items that had no explanatory
information in the text/description fields. Items noted in #1 above referenced “refund per...” in the text field.

Although many (but not all) of the employee payments are processed via interface where the individual
payments are tracked in a separate system, these employees are being paid through the one-time vendor
process, which does not provide specific information to allow for tracking and compilation of these payments
to determine appropriateness. Additionally, many of the repeat payments occurred more than six (6) times,
which violates the management directive that requires repeat payees to be paid using their established vendor
number. Instead of using the one-time vendor process, employees should be provided a specific vendor
number in SAP that is linked to their employee data in order to provide accurate reporting of all payments that
are made to Commonwealth employees.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Office of the Budget — Bureau of Payable Services
Office of the Budget — Bureau of Financial M anagement

Weaknesses in Invoice Processing Procedures and Maintenance of Vendor Master Data and General Ledger
Account Master Data

Condition: Our review of SAP invoice processing procedures during the fiscal year ended June 30, 2010 disclosed the
following internal control deficiencies that need to be addressed by Commonwealth management:

1. For direct pay transactions (FB-60) entered by Comptroller's Office, an employee who enters the invoice for
payment can also approve the payment resulting in a potential lack of segregation of duties on SAP.

2. One individual retained access to maintain vendor master data following a change in job responsibilities and no
longer required such access to perform his duties.

3. Call center employees have access to add/change/delete vendor records and should not have the role based on
their job responsibilities. This role should be restricted to only the four Vendor Data Maintenance Unit
(VDMU) manager and staff who are responsible for performing these functions on a regular and substantial
basis.

4. Two employees had the Account Code Custodian role to maintain SAP master data and should not have it
based on their current job responsibilities.

5. Sixteen employees had the BEM-Reviewer-Commonwealth-Wide-Reporting role and should not have it based
on their job responsibilities.

6. Comptroller roles were assigned to users who did not require this access based on their job responsibilities.
These roles allow the users to approve invoices for payment, among other actions.

7. One reversal document out of a sample of 28 reviewed was not reversed correctly. The reversal was not posted
to the correct account.

8. The amount of invoice processing errors causing nonpayments has increased by approximately 50 percent from
last year. There were 5,417 more errors this year than last year. These errors occurred out of a total of 10,045
redlines, rejections and reversal codes (arrived at by combining the “Address”, “Amount”, Error”, “Payee”,”
Wrong PO” and “Misc” codes together).

9. Multiple IT department employees have access to perform sensitive user functions in SAP, including invoice
processing functions.

10. There was a potential lack of segregation of duties for advancement account transactions. The same person can
process the transaction, access the key for the check printer, and obtain the blank check stock; thereby printing
the check without intervention from another individual.

11. The Advancement Account Directives and Manual were not updated to cover the current advancement account
procedures.

Criteria:  Proper control over roles in SAP that allow individuals to perform invoice processing and vendor
maintenance activities is critical in providing assurance that only authorized and accurate transactions occur. Access
should be restricted and segregated according to individuals’ job responsibilities, and management oversight and proper
approvals of sensitive transactions should be strictly enforced by the system.

Cause: A proper and effective tool for evaluating and enforcing segregation of duties within SAP has not yet been
implemented, as the prior tools were determined to be ineffective. The SAP GRC tool, which assists with evaluating
potential segregation of duties conflicts, is currently being implemented. Some current segregation of duties conflicts
are a result of the configuration of the invoice entry/processing procedures. SAP was expected to be the original source
of invoice entry/processing; however, not all Agencies or Comptroller’s Offices enter invoices directly into SAP. These
agencies send interfaced data to SAP for payment or require manual intervention to enter invoices and approvals based
upon pre-approved invoices outside of SAP. This arrangement results in invoices being entered and approved in SAP
by individuals who are not directly responsible for the invoices, with no system-based segregation of duties in place.
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Effect: Segregation of duties conflicts in SAP role assignments increase the potential risks of unauthorized activity, and
could be a significant deficiency if manual controls outside of SAP are not effective. Further, such situations create a
need for increased documentation, outside monitoring, manual review, and external verification of SAP activities and
transactions.

Recommendation: Potential segregation of duties conflicts among invoice processing and vendor maintenance roles

should be eliminated or mitigated through adequate monitoring controls. Access to sensitive functions should be
removed for individuals who are not responsible for performing these sensitive functions as part of their daily job
responsibilities, including IT department employees.

Office of the Budget Response:

Bur eau of Payable Services (BPS)

1.

10.

11.

BPS disagrees with this item. For those invoices outside of the Finance Transformation Project, a paper
invoice, approved by the agency and any supporting documentation is sent to our office to be entered into SAP
using FB60. Our invoice processors are entering the information and attaching the approved invoice and
supporting documentation to the transaction in SAP. It is the agency approving the invoice, not our staff.

BPS agrees with this item and is drafting a corrective action plan to address the issue.

BPS agrees with this item and is drafting a corrective action plan to address the issue.

BPS agrees with this item. The Bureau of Quality Assurance is coordinating a project to review all SAP roles.
BPS agrees with this item and is drafting a corrective action plan to address the issue.

BPS agrees with this item and is drafting a corrective action plan to address the issue.

BPS disagrees with this item. Although we recognize that SAP roles would allow for this, for those
advancement accounts where Payable Services employees are creating the SAP transaction and then printing
the checks the duties are separated. The same individual who creates the transaction is not printing the check.
The Supervisor of the unit is currently maintaining the key to the printer to assure there is a separation of

duties.

BPS agrees with this item and is drafting a corrective action plan to address the issue.

Bureau of Financial M anagement (BEM)

4.

BFM agrees that there were two individuals that had the account code custodial role during the audit period and
those individuals did not need that role based on their job responsibilities. Currently, that role has been
removed from those two individuals.

BFM disagrees with the number of employees that erroneously have the BFM Reviewer — Commonwealth-
wide Reporting Role. Instead the finding should be changed to reflect that there are 14 employees that no
longer need the role, not 16. The role will be removed from those 14 employees.

BFM, the Bureau of Quality Assurance (BQA) and the Office of Administration — Integrated Enterprise System
(IES) have been working together to implement role conflict software — SAP GRC Access Control. This is on
target to be implemented in March of 2011. We have also noted that this same issue is being addressed twice,
as it is included in finding 10-12.
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Auditors Conclusion: The deficiencies noted above are accurate as stated. Regarding the items that BPS indicated

agreement with, we will review any corrective actions in the subsequent audit. Regarding management’s disagreements
related to deficiencies 1, 5, and 10, the auditors note the following:

1.

10.

As noted in BPS’ response, management acknowledges the control deficiency by indicating that it is possible for
Comptroller’s Office employees to enter and approve invoices directly in SAP. Therefore, this lack of SAP-based
segregation of duties remains a control weakness. Additionally, management does not indicate that there are any
compensating controls in place to review every transaction to ensure that an original approved invoice from the
agency is attached to these payments.

Although BFM noted that the number of individuals with inappropriate access to the BFM Reviewer role should
be noted as 14 instead of 16, the deficiency remains that an excessive number of users had inappropriate access to
this role.

Management did not document disagreement with the accuracy of this deficiency. As indicated in the
management response above, it is not their practice to allow this lack of segregation; however, the potential for
one individual to process an advancement payment and print the check does exist. During our audit observation
procedures, we witnessed a Payable Services employee in the Advancement Account Unit create an SAP
advancement transaction and print the associated check. The supervisor provided the key to the printer; however,
did not witness the printing of the check or monitor the amount of blank check stock utilized. Additionally,
management did not identify any procedures in place to monitor the usage of blank check stock or to monitor that
the advancement account transactions are reviewed for appropriateness.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.

99



001

COMMONWEALTH OF PENNSYLVANIA

I ndex to Federal Award Findings and Questioned Costs - June 30, 2010

I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-17**  10.551 Supplemental Nutrition Assistance Internal Control Deficiencies Exist at DPW Over ND DPW 115 468
Program (including ARRA) Procurements for Various Federal Programs
10.561 State Administrative Matching Grants for
the SNAP
93.558 Temporary Assistance for Needy Families
93.563 Child Support Enforcement (including
ARRA)
93.568 Low-Income Home Energy Assistance
Program
93.575  Child Care and Development Block Grant
93.596  Child Care Mandatory and Matching
Funds of the Child Care and Development
Fund
93.658 Foster Care — Title IV-E (including
ARRA)
93.659  Adoption Assistance (including ARRA)
93.667 Social Services Block Grant
93.713 ARRA-Child Care and Development
Block Grant
93.714 ARRA-Emergency Contingency Fund for
TANF State Programs
93.778 Medical Assistance Program (including
ARRA
10-18**  10.551 Supplemental Nutrition Assistance Internal Control Deficiencies at DPW Related to ND DPW 121 468

Program (including ARRA)

93.558 Temporary Assistance for Needy Families

93.575  Child Care and Development Block Grant

93.596  Child Care Mandatory and Matching
Funds of the Child Care and Development
Fund

93.713 ARRA-Child Care and Development
Block Grant

93714 ARRA - Emergency Contingency Fund
for TANF State Programs

* - Significant Deficiency

** - Material Weakness
ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Returned EBT Cards (Prior Year Finding #09-21)
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-19**  10.551 Supplemental Nutrition Assistance Weaknesses in DPW IT Systems Used for TANF, None DPW 123 469
Program CSE, Foster Care and Adoption Assistance, DPW OIG
10.561 State Administrative Matching Grants for ~ Monitoring of CSE County Subrecipient IT User
the Supplemental Nutrition Assistance Controls, and Internal Control Deficiencies and
Program Material Noncompliance Related to SNAP IT
93.558  Temporary Assistance for Needy Families  Systems
93.563 Child Support Enforcement (including
ARRA)
93.658 Foster Care — Title IV-E (including
ARRA)
93.659  Adoption Assistance (including ARRA)
10-20**  10.551 Supplemental Nutrition Assistance Internal Control Deficiencies at DPW County ND DPW 128 470
Program (including ARRA) Assistance Offices Result in Noncompliance With
93.558 Temporary Assistance for Needy Families =~ Federal Regulations (Prior Year Finding #09-22)
93.575 Child Care and Development Block Grant
93.596  Child Care Mandatory and Matching
Funds of the Child Care and Development
Fund
93.713 ARRA-Child Care and Development
Block Grant
93.714 ARRA-Emergency Contingency Fund for
TANF State Programs
93.778 Medical Assistance Program (including
ARRA)
10-21**  10.553 School Breakfast Program PDE Did Not Specify Required Federal Award ND PDE 139 470
10.555  National School Lunch Program Information in Subrecipient Award Documents
10.556 Special Milk Program for Children
10.558  Child and Adult Care Food Program

*
sk

- Significant Deficiency

- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-22**  10.553 School Breakfast Program Deficiencies in Information Technology Controls None PDE 141 471
10.555  National School Lunch Program Over the Department of Education’s Child Nutrition
10.556 Special Milk Program for Children Program Electronic Application and Reimbursement
10.558 Child and Adult Care Food Program System (CN-PEARS) (Prior Year Finding #09-23).
84.027 Special Education — Grants to States
84.391 ARRA — Special Education Grants to States
10-23**  10.557 Special Supplemental Nutrition Program Weaknesses in Department of Health Monitoring of ND DOH 143 471
for Women, Infants, and Children WIC Local Agencies (Prior Year Finding #09-24)
10-24%* 10.557 Special Supplemental Nutrition Program Noncompliance and Internal Control Weaknesses  $310,230 DOH 146 471
for Women, Infants, and Children Related to Rebates Resulting in Questioned Costs of
$310,230
10-25**  10.557 Special Supplemental Nutrition Program Noncompliance and Internal Control Weaknesses None DOH 148 472
for Women, Infants and Children Related to Voided Food Instruments (Prior Year
Finding #09-25)
10-26**  10.557 Special Supplemental Nutrition Program Various Weaknesses and Noncompliance Noted ina  $15,000 DOH 150 473
for Women, Infants and Children Separate Bureau of Audits Performance Audit of the
WIC Program Including Questioned Costs of
$15,000.
10-27%* 10.558 Child and Adult Care Food Program Internal Control Weakness Resulting in Questioned $2,780 PDE 155 474
Costs of $2,780
10-28**  10.558 Child and Adult Care Food Program Lack of Staffing Resources Results in For-Profit ND PDE 157 475
Subrecipients Not Being Properly Audited OB/OCO
10-29**  10.558 Child and Adult Care Food Program Internal Control Deficiencies in PDE Monitoring of ND PDE 160 475
CACFP Subrecipients
* - Significant Deficiency

** - Material Weakness
ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-30**  10.561 State Administrative Matching Grants for ~ Internal Control Weaknesses and Inadequate Support $27,429 DPW 162 476
Supplemental Nutrition Assistance Program for Special Allowance Payments Results in
93.558 Temporary Assistance for Needy Families  Questioned Costs of at Least $27,429 (Prior Year
93.714 ARRA — Emergency Contingency Fund for Finding #09-26)
TANF State Programs
10-31**  12.400 Military Construction, National Guard Deficiencies in Internal Control Over Compliance None DMVA 175 479
With Allowability and Matching Requirements
(Prior Year Finding #09-27)
10-32**  12.400 Military Construction, National Guard Internal Control Deficiencies in Federal Reporting None DMVA 176 480
and Cash Management (Prior Year Finding #09-27)
10-33**  12.400 Military Construction, National Guard Lack of Documentation to Support Contracting and ND DGS 178 480
Procurement
10-34**  12.401 National Guard Military Operations and Equipment Management Internal Control ND DMVA 181 481
Maintenance Projects (including ARRA) Deficiencies and Noncompliance
10-35**%  12.401 National Guard Military Operations and Reporting, Cash Management, and Period of  $331,073 DMVA 183 482
Maintenance Projects (including ARRA) Availability Weaknesses Cause Noncompliance and OB/OCO
Result in Questioned Costs of $331,073
10-36* 14.228 Community Development Block Grant Internal Control Deficiency Over Period of None DCED 186 482
14.255 Cluster (including ARRA) Availability Requirement
10-37**  14.228 Community Development Block Grant Noncompliance and Internal Control Deficiencies in None DCED 188 483
14.255 Cluster (including ARRA) DCED’s Section 3 Summary Report (Prior Year
Finding #09-30)
10-38**  14.228 Community Development Block Grant DCED Did Not Perform Adequate During-the- ND DCED 192 483
14.255 Cluster (including ARRA) Award Monitoring of Subrecipients (Prior Year

*
sk

- Significant Deficiency
- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Finding #09-29)



Y01

COMMONWEALTH OF PENNSYLVANIA

I ndex to Federal Award Findings and Questioned Costs - June 30, 2010

I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-39%*  17.225 Unemployment Insurance (including A Material Weakness Exists Over Expenditure None L&l 195 485
ARRA) Information Reported on the SEFA by L&I and OB/OCO
Comptroller Operations Personnel (Prior Year
Finding #09-34)
10-40*  17.225 Unemployment Insurance (including Deficiencies in Information Technology Controls at None L&l 197 485
ARRA) the Department of Labor & Industry (Prior Year
17.258 Workforce Investment Act Cluster Finding #09-35)
17.259 (including ARRA)
17.260
84.126 Vocational Rehabilitation Cluster
84.390  (including ARRA)
10-41**  17.258 Workforce Investment Act Cluster Control ~ Weaknesses  Exist in  Eligibility ND L&l 200 486
17.259 (including ARRA) Determinations for Individuals
17.260
10-42**  17.258 Workforce Investment Act Cluster Internal Control Weaknesses Exist Over Financial None OB/OCO 203 487
17.259 (including ARRA) System Reconciliations and Information Reported on
17.260 the ETA-9130 Financial Status Reports
10-43**  17.258 Workforce Investment Act Cluster Control Weaknesses at L&l and Noncompliance $80,924 L&l 206 487
17.259 (including ARRA) Regarding Subrecipient Expenditures Resulting in
17.260 Questioned Costs of at Least $80,924
93.714 Emergency Contingency Fund for TANF
State Programs (ARRA)
10-44**  17.259 WIA Youth Activities (ARRA) Inaccurate Reporting on the ETA-9149 “Youth None L&l 213 493
Served with WIA Recovery Act Resources Monthly
Report”
10-45** 20.205  Highway Planning and Construction Material Weaknesses Exist Due to the Lack of None PDOT 216 494
(including ARRA) Reconciliations Between SAP and PADOT’s ECMS OB/OCO
20.219  Recreational Trails Program System and Poor IT General Controls
23.003  Appalachian Highway Development
System (including ARRA)
* - Significant Deficiency
** - Material Weakness
ND - The amount of questioned costs cannot be determined

CAP - Corrective Action Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-46** 20.205  Highway Planning and Construction Internal Control Deficiencies Related to Buy ND PDOT 221 496
(including ARRA) American ARRA Provisions
20.219  Recreational Trails Program
23.003  Appalachian Highway Development
System (including ARRA)
10-47**  20.205 Highway Planning and Construction Internal Control Weaknesses Related to Monitoring ND PDOT 224 496
(including ARRA) of Locally Sponsored Subrecipient Projects
20.219  Recreational Trails Program
23.003  Appalachian Highway Development
System (including ARRA)
10-48*  20.205 Highway Planning and Construction Internal  Control Deficiencies in PADOT’s ND PDOT 228 497
(including ARRA) Monitoring of Locally Sponsored ARRA Projects
20.219  Recreational Trails Program
23.003  Appalachian Highway Development
System (including ARRA)
10-49**  66.458  Clean Water State Revolving Fund PENNVEST Did Not Specify Required Federal ND Pennvest 232 497
(including ARRA) Award Information in Subrecipient Award and
Disbursement Documents Resulting in
Noncompliance With OMB Circular A-133
10-50**  66.458  Clean Water State Revolving Fund Material Weaknesses Cause Errors in the CWSRF None Pennvest 235 497
(including ARRA) Annual Report Submitted to EPA (Prior Year
Finding #09-37)
10-51*%*%  66.458  Clean Water State Revolving Fund Misinterpretation of Regulations Resulted in ND Pennvest 239 498
(including ARRA) Noncompliance With ARRA Requirements OB/OCO
10-52**  66.458  Clean Water State Revolving Fund Control Deficiencies Exist in PENNVEST’s ND Pennvest 241 498
(including ARRA) Subrecipient Audit Resolution Process
10-53*  66.458  Clean Water State Revolving Fund Significant Deficiencies in Information Technology None Pennvest 243 498

*
sk

(including ARRA)

- Significant Deficiency

- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Controls at Pennsylvania Infrastructure Investment
Authority (Prior Year Finding #09-38)
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-54** 81.042  Weatherization Assistance for Low Income Noncompliance and Internal Control Deficiencies in ND DCED 245 499
Persons (including ARRA) DCED’s Program Monitoring of Weatherization
93.568 Low-Income Home Energy Assistance Subrecipients (Prior Year Finding #09-39)
Program
10-55%* 81.042  Weatherization Assistance for Low Income Noncompliance and Internal Control Deficiencies at ~ $279,976 DCED 250 500
Persons (including ARRA) DCED Result in Questioned Costs of $260,668 in
93.568 Low-Income Home Energy Assistance the Weatherization Assistance Program and $19,308
Program in the Low Income Home Energy Assistance
Program
10-56** 81.042  Weatherization Assistance for Low Income Noncompliance With ARRA Regulations and ND DCED 258 503
Persons (including ARRA) Inadequate Controls Over ARRA Payments OB/OCO
10-57** 84.010  Title I — Grants to Local Educational Noncompliance and Inadequate Controls Over None PDE 261 503
Agencies PDE’s Consolidated State Performance Report and
84.389  ARRA - Title I Grants to Local the Annual State Report Card (Prior Year Finding
Educational Agencies #09-41)
10-58** 84.010  Title I Grants to Local Education Agencies PDE Did Not Specify Required Federal Award ND PDE 266 504
84.027  Special Education - Grants to States Information in Subrecipient Award Documents and
84.173 Special Education — Preschool Grants at the Time of Disbursement, Resulting in
84.367 Title II Improving Teacher Quality State Noncompliance With OMB Circular A-133
Grants
84.389 ARRA - Title I Grants to Local Education
Agencies
84.391 ARRA — Special Education — Grants to
States
84.392  ARRA — Special Education — Preschool
Grants
84.394  ARRA - State Fiscal Stabilization Fund

*
sk

- Significant Deficiency
- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-59** 84.010  Title I Grants to Local Education Agencies Internal Control Deficiencies in PDE Monitoring of ND PDE 271 505
84.027  Special Education - Grants to States Subrecipient Cash Management (Prior Year Finding OB/OCO
84.173 Special Education — Preschool Grants #09-40)
84.367  Title II Improving Teacher Quality State
Grants
84.389  ARRA - Title I Grants to Local Education
Agencies
84.391 ARRA — Special Education — Grants to
States
84.392  ARRA — Special Education — Preschool
Grants
84.394  ARRA — State Fiscal Stabilization Fund
10-60** 84.010  Title I Grants to Local Education Agencies Internal Control Deficiencies in PDE During-the- ND PDE 273 506
84.367  Title II Improving Teacher Quality State Award Monitoring of Title I and Title II
Grants Subrecipients (Prior Year Finding #09-42)
84.389  ARRA - Title I Grants to Local Education
Agencies
10-61**  84.027 Special Education — Grants to States Noncompliance and Internal Control Deficiencies in ND PDE 276 506
84.391 ARRA — Special Education — Grants to PDE Monitoring of IDEA-B Subrecipients (Prior
States Year Finding #09-43)
10-62**  84.126 Vocational Rehabilitation Cluster A Material Weakness Exists in L&I’s Procurement None L&l 278 507
84.390 (including ARRA) System Related to Debarment and Suspension (Prior
Year Finding #09-46)
10-63**  84.126 Vocational Rehabilitation Cluster A Material Weakness Exists Over the Preparation $6,434 L&I 281 507
84.390 (including ARRA) and Submission of Vocational Rehabilitation
Provider Claim Forms to SSA (Prior Year Finding
#09-45)
10-64*  84.126 Vocational Rehabilitation Cluster Noncompliance Exists Due to the Lack of Federal None L&l 283 508
84.390 (including ARRA) Review and Approval of the Hiram G. Andrews

*

- Significant Deficiency

** - Material Weakness
ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Center Cost Allocation Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-65**  84.126 Vocational Rehabilitation Cluster A Material Weakness Exists in L&I’s Procedures for None L&l 286 508
84.390 (including ARRA) Performing Eligibility Determinations (Prior Year
Finding #09-47)
10-66**  84.126 Vocational Rehabilitation Cluster A Material Weakness Exists Over the Preparation and None L&l 288 509
84.390 (including ARRA) Submission of the Annual RSA-2 Report
10-67**  84.367 Title I — Improving Teacher Quality State ~ Noncompliance and Internal Control Deficiencies in ~ $1,268,363 PDE 290 509
Grants PDE’s Review and Approval of Title II Subrecipient
Applications Resulting in Questioned Costs of
$1,268,363
10-68**  84.394 State Fiscal Stabilization Fund - ARRA Noncompliance and Internal Control Deficiencies in ND PDE 292 509
PDE Monitoring of State Fiscal Stabilization Fund
Subrecipients
10-69**  84.394 State Fiscal Stabilization Fund - ARRA Internal Control Deficiency Results in Inaccurate None OB/OCO 294 510
ARRA Section 1512 Reporting
10-70 84.397 State Fiscal Stabilization Fund — Noncompliance With Allowability Requirements $111,548 DGS 296 510
Government Services - ARRA Results in $111,548 In Questioned ARRA Costs
10-71**  84.397 State Fiscal Stabilization Fund — Noncompliance and Weaknesses in DOC Procedures $29,526 DOC 300 511

*
sk

Government Services - ARRA

- Significant Deficiency
- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

for Recording of Payroll Expenditures and Retention
of Payroll and Attendance Records Leads to $29,526
in Questioned Costs
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-72**  93.044 Special Programs for the Aging — Title IIl, Material Weaknesses Exist in PDA Procedures for None Aging 302 511
Part B — Grants for Supportive Services the Awarding and Disbursement of Subrecipient
and Senior Centers Funding Resulting in Noncompliance with OMB
93.045 Special Programs for the Aging — Title III,  Circular A-133
Part C — Nutrition Services
93.053 The Nutrition Services Incentive Program
93.705 ARRA — Aging Home — Delivered
Nutrition Services for States
93.707 ARRA — Aging Congregate Nutrition
Services for States
10-73**  93.044 Special Programs for the Aging — Title I, PDA Monitoring of AAA Subrecipients Needs ND Aging 305 512
Part B — Grants for Supportive Services Improvement (Prior Year Finding # 09-49)
and Senior Centers
93.045 Special Programs for the Aging — Title 111,
Part C — Nutrition Services
93.053 The Nutrition Services Incentive Program
93.705 ARRA — Aging Home — Delivered
Nutrition Services for States
93.707 ARRA — Aging Congregate Nutrition
Services for States
10-74*  93.268 Immunization Grants Unsupported Payroll Charges Results in $2,513,164  $2,513,164 DOH 307 512
93.712 Immunization Grants (ARRA) in Questioned Costs
10-75**  93.268 Immunization Grants Internal Control Deficiency at DOH and the None DOH 308 513
93.712 Immunization Grants (ARRA) Commonwealth Comptroller Office Over SEFA OB/OCO

*
sk

- Significant Deficiency
- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Reporting
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-76**  93.558 Temporary Assistance for Needy Families =~ Weaknesses Exist in DPW’s Contracting and ND DPW 309 513
93.575 Child Care and Development Block Grant ~ Program Monitoring of Child Care Subgrantees (Prior
93.596 Child Care Mandatory and Matching Year Finding #09-52)
Funds of the Child Care and Development
Fund
93.667 Social Services Block Grant
93.713 ARRA — Child Care and Development
Fund
10-77**  93.558 Temporary Assistance for Needy Families =~ DPW Did Not Specify CFDA Number and Other ND DPW 312 514
93.563 Child Support Enforcement (including Required Award Information in Subrecipient Award
ARRA) and Disbursement Documents, Resulting in
93.575 Child Care and Development Block Grant ~ Noncompliance With OMB Circular A-133 (Prior
93.596 Child Care Mandatory and Matching Year Finding #09-50)
Funds of the Child Care and Development
_ Fund
= 93.658 Foster Care — Title IV-E (including
ARRA)
93.659 Adoption Assistance (including ARRA)
93.667 Social Services Block Grant
93.713 ARRA — Child Care and Development
Fund
93.714 ARRA — Emergency Contingency Fund
for TANF State Programs
93.778 Medical Assistance Program (including
ARRA)
93.959 Substance Abuse Prevention and
Treatment Block Grant
10-78** 93,558 Temporary Assistance for Needy Families  Inaccurate Reporting on the TANF ACF-199 Data None DPW 316 514
Report (Prior Year Finding #09-59)
* - Significant Deficiency

** - Material Weakness
ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-79** 93,558 Temporary Assistance for Needy Families =~ Weaknesses in DPW Office of Children, Youth and ND DPW 321 514
93.658  Foster Care — Title IV-E (including Families Monitoring of Foster Care, Adoption
ARRA) Assistance and Temporary Assistance for Needy
93.659  Adoption Assistance (including ARRA) Families Subrecipients (Prior Year Finding #09-53)
10-80**  93.558 Temporary Assistance For Needy Families HHS-Required ADP Risk Analysis and System None DPW 324 515
93.563 Child Support Enforcement (including Security Review Was Not Performed for Various
ARRA) DPW and Insurance Department Systems (A Similar
93.568 Low Income Home Energy Assistance Condition Was Noted in Prior Year Finding #09-76)
93.575 Child Care and Development Block Grant
93.596 Child Care Mandatory and Matching
Funds of the Child Care and Development
Fund
93.658 Foster Care (including ARRA)
93.659 Adoption Assistance Program (including
ARRA)
_ 93.667 Social Services Block Grant
= 93.713 ARRA — Child Care and Development
Fund
93.714 ARRA — Emergency Contingency Fund
for TANF State Programs
93.778 Medical Assistance Program (including
ARRA)
93.767 State Children’s Health Insurance Fund
10-81**  93.563 Child Support Enforcement — ARRA Material Internal Control Deficiencies Over $24.7  $6,861,313 DPW 326 515
Million in Federal ARRA CSE Incentive Payments
Result in Noncompliance With Matching and
Supplanting Requirements and Questioned Costs of
$6,861,313
10-82**  93.568 Low-Income Home Energy Assistance Internal ~ Control ~ Deficiencies in  DPW’s None DPW 330 515

*
sk

Program

- Significant Deficiency
- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Administration of LIHEAP Cash and Crisis Benefits
(Prior Year Finding #09-56)
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-83 93.568 Low-Income Home Energy Assistance Noncompliance ~ With  Contract Terms and  $478,157 DPW 339 516
Program Unallowable Contract Expenditures Result in
$478,157 In Questioned Costs
10-84** 93,568 Low-Income Home Energy Assistance Noncompliance and Internal Control Deficiencies at $64,781 DPW 344 516
Program DPW Result in Questioned Costs of $64,781 in
LIHEAP (Prior Year Finding #09-57)
10-85**  93.568 Low-Income Home Energy Assistance DPW Failed to Adequately Monitor the Processing ND DPW 351 517
Program of LIHEAP Cash and Crisis Applications (Prior Year
Finding #09-54)
10-86**  93.569 Community Services Block Grant Noncompliance and Internal Control Weakness Over ND DCED 360 517
93.710 ARRA — Community Services Block Grant  Subgrantee Payments at DCED (Prior Year Finding
#09-61)
10-87**  93.569 Community Services Block Grant Noncompliance and Internal Control Weakness in ND DCED 362 517
93.710 ARRA — Community Services Block Grant Subrecipient Monitoring OB/OCO
10-88**  93.569 Community Services Block Grant Noncompliance and Internal Control Weakness Over None OB/OCO 364 518
93.710 ARRA — Community Services Block Grant Financial Reporting
10-89*  93.575 Child Care and Development Block Grant ~ Internal Control Weaknesses Exist Over DPW'’s None DPW 366 518
93.596 Child Care Mandatory and Matching Funds Subrecipient Expenditures Claimed For Federal
of the Child Care and Development Fund Earmarking Requirements
10-90*  93.575 Child Care and Development Block Grant ~ Internal Control Weaknesses Exist Over DPW’s  $282,546 DPW 368 519
93.596 Child Care Mandatory and Matching Funds Charging of Costs Not Approved in The CCDF State
of the Child Care and Development Fund Plan Resulting in Noncompliance and Questioned
Costs of $282,546 (Prior Year Finding #09-62)
10-91**  93.667 Social Services Block Grant Weaknesses in DPW Program Monitoring of SSBG ND DPW 370 519
93.959 Substance Abuse Prevention and and SAPT Subgrantees (Prior Year Finding #09-64)
Treatment Block Grant
10-92**  93.667 Social Services Block Grant Inadequate Controls Over Charging of YDS ND DPW 373 519

*

- Significant Deficiency

** - Material Weakness
ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Personnel Costs



€l

COMMONWEALTH OF PENNSYLVANIA

I ndex to Federal Award Findings and Questioned Costs - June 30, 2010

I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-93*  93.713 ARRA — Child Care and Development DPW Did Not Utilize Available ARRA Grant None DPW 375 520
Fund Award Funds While Significant Waiting Lists
Existed For Child Care Assistance For Low-Income
Families (Prior Year Finding #09-65)
10-94** 93714 ARRA - Emergency Contingency Fund DPW Failed to Adequately Support a Transfer of $20,907,200 DPW 377 520
for TANF State Programs LIHEAP Funds Charged to TANF ARRA Resulting
in $20,907,200 in Questioned Costs (Prior Year
Finding #09-58)
10-95**  93.767 State Children’s Insurance Program Lack of Documentation to Support Subrecipient ND Ins 381 520
Contracting and Procurement
10-96**  93.778 Medical Assistance Program (including DPW Failed to Obtain an Outside Service Auditor’s ND DPW 384 521
ARRA) Report for a Third Party Drug Rebate Processor
(Prior Year Finding #09-67)
10-97**  93.778 Medical Assistance Program (including Lack of Timely Periodic Reconciliations of the None OB/OCO 386 521
ARRA) PROMISe Provider Payment System to the SAP
General Ledger Accounting System
10-98 93.917 HIV Formula Care Grants Weaknesses in Internal Controls Over Eligibility $37,185 DPW 388 521
Determinations and Administration of Third Party
Contractor Results in Questioned Costs of $37,185
(Prior Year Finding #09-69)
10-99** 93,959 Substance Abuse Prevention and Treatment Inadequate Program Monitoring of Department of ND DOH 393 523
Block Grant Health SAPT Subrecipients (Prior Year Finding #09-
70)
10-100  93.994 Maternal and Child Health Services Block ~ Noncompliance and Internal Control Weaknesses  $16,520 DOH 395 523

*
sk

Grant

- Significant Deficiency

- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Result in $16,520 in Questioned Personnel Costs
(Prior Year Finding #09-71)
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I mpacted
Finding CFDA Questioned State Finding CAP
No. No. CFDA Name Finding Title Costs Agency Page Page
10-101**  Various  Various CFDA Numbers — See Finding Inadequate Controls at DPW Over Its Review and ND DPW 397 524
Reconciliation of SEFA Amounts in OMB Circular
A-133 Subrecipient Single Audit Reports (Prior Year
Finding #09-72)
10-102**  Various  Various CFDA Numbers — See Finding Noncompliance and Control Deficiencies Exist in the None BOA 399 524
Commonwealth’s Subrecipient Audit Resolution Various
Process (Prior Year Findings #09-73 and #09-74 )
10-103 Various  Various CFDA Numbers — See Finding Unallowable Payments for Unused Employee Leave  $453,533 BFM 405 526
Result in $453,533 in Questioned Costs (Prior Year 0CO
Finding #09-75)
10-104**  Various  Various CFDA Numbers — See Finding Weaknesses in Cash Management System Cause  $767,220 0]0(0) 408 526

*
sk

- Significant Deficiency

- Material Weakness

ND - The amount of questioned costs cannot be determined
CAP - Corrective Action Plan

Noncompliance with CMIA and at Least a $767,220
Known Understatement of the CMIA Interest
Liability (Prior Year Finding #09-77)

Total Questioned Costs  $34,844,902
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Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10-17:

CFDA #10.551 — Supplemental Nutrition Assistance Program (including ARRA)

CFDA #10.561 — State Administrative Matching Grantsfor the SNAP

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.563 — Child Support Enforcement (including ARRA)

CFDA #93.568 — L ow-Income Home Energy Assistance Program

CFDA #93.575— Child Care and Development Block Grant

CFDA #93.596 — Child Care Mandatory and Matching Funds of the Child Care and
Development Fund

CFDA #93.658 — Foster Care—TitlelV-E (including ARRA)

CFDA #93.659 — Adoption Assistance (including ARRA)

CFDA #93.667 — Social ServicesBlock Grant

CFDA #93.713— ARRA-Child Care and Development Block Grant

CFDA #93.714— ARRA-Emergency Contingency Fund for TANF State Programs

CFDA #93.778 — Medical Assistance Program (including ARRA)

Internal Control Deficiencies Exist at DPW Over Procurementsfor Various Federal Programs

Federal Grant Numbers: 0902PATANF, 1002PATANF, 0904PA4004, 0904PA4002 (ARRA), 1004PA4004,
10B1PALIEA, O09B1PALIEA, O0901PALIE2, 0901PACCDF, 1001PACCDF, 0901PA1401, 1001PA1401,
0901PA1402, 0901PA1403, 0901PA1407, 1001PA1407, 0901PASOSR, 1001PASOSR, 0905PA5028,
5-0905PAARRA, 5-1005PAARRA 1005PA5028, 0901PATAN2Z, and 1001PATAN2

Condition: Out of $165.73 million in expenditures reported on the Commonwealth’s SEFA for the CSE program
during SFYE June 30, 2010, which includes $24.65 million in ARRA expenditures, $11.31 million (or seven percent)
and $6.86 million in ARRA (or four percent) was expended by DPW on outside contractors working on DPW’s
Statewide Collections and Disbursement Unit (SCDU) and Pennsylvania Child Support Enforcement System (PACSES)
utilized by the 67 counties in the state to run the CSE programs at the subrecipient level. Within the population of
$11.31 million, $7.60 million was expended on the PACSES IT vendor, $2.39 million was expended on the SCDU IT
vendor, and $1.10 million was expended on the PACSES Infrastructure IT vendor. Within the ARRA population of
$6.86 million $1.94 million was expended on the PACSES IT vendor, $4.92 million was expended on the SCDU IT
vendor. Our testing of the procurement of these vendors disclosed the following:

For the PACSES IT vendor we noted that contract #SP4000011443 was for PACSES application maintenance, and
monthly project and implementation support reports. Based on the contract DPW was invoiced the amount of $1,002,930
each month during SFYE June 2010 which was charged to CSE at the applicable FFP rate of 66 percent resulting in a
Federal claim of $661,934 per month. We also noted that $1.94 million of costs for the PACSES IT vendor related to
contract #SP4000011443 were charged to the CSE ARRA grant. Our review of the contractor’s invoices and the work
order for these charges disclosed that they were not based on actual hours spent by the contractor on the project, but a
fixed price as negotiated by DPW.

Our follow up to determine if the fixed price was reasonable disclosed the PACSES work order for the SFYE June 30,
2010 was a one-year extension for a contract awarded from an RFP during 2007. As a result, we requested that DPW
provide us with analysis of the fixed price award which documented that the costs of the PACSES contract were
reasonable. However, DPW provided no detailed cost analysis showing the reasonableness of the costs either prior to,
during, or after the awarding of this contract in 2007, or the work order extension in 2010. DPW personnel responded
by providing a two-page summary of costs for all work performed at DPW by the IT contractor (Deloitte) for SFYE
June 30, 2009 which reported a total of $105.9 million expended on multiple DPW systems for different federal
programs, including the HCSIS, PELICAN, iCIS and PACSES systems. (See federal programs listed below.) DPW
personnel indicated that instead of issuing a new RFP for these IT services, they claimed that they negotiated a lower
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cost by “bundling” the sole IT contractor’s pricing for all these systems at a total price of $96.7 million a year for a two-
year period. However, there was no detailed analysis of individual system costs to support cost savings, and none of the
purported savings as a result of “bundling” were applied to the PACSES contract/work order we selected for testing,
since the documentation provided just extended the PACSES maintenance and project reporting for one year at the same
cost as the prior year with no analysis showing the reasonableness of the costs.

In a further attempt to support the reasonableness of the PACSES costs, the Office of the Budget (OB) and DPW
provided an attestation report on compliance with the PACSES contract with Deloitte for the SFYE June 30, 2010 from
an independent accountant which stated that contractor Time & Material (T&M) tasks, as invoiced to DPW, are fully
supported by employee timecards, and contract labor rates agree to personnel classification rates incorporated in the
contract. However, as noted above the contract is not T&M, but a fixed price contract, and neither OB nor DPW
followed up to connect the T&M tasks included in the attestation report to the amount of the fixed price contract.
Further, if the contractor actually maintained T&M documentation for this contract/work order and the auditor verified
it, DPW failed to obtain this documentation to make a judgment on the reasonableness of contractor costs.

Also, we noted that DPW’s IT procurements related to HCSIS, PELICAN, iCIS and PACSES systems were tested as
part of a special audit of IT procurement contracts with Deloitte for the period from January 1, 2004 to December 31,
2007 performed by other auditors in another engagement by the Department of the Auditor General, and released on
October 21, 2009. This separate audit detailed the following prior-year weaknesses at DPW for which no documented
corrective action (in accordance with Commonwealth Management Directive 325.10) was provided by DPW:

e DPW had no formal methodology for selecting the evaluation committee members, including documenting
each member’s qualifications.

e Evaluation scoring sheets were missing signatures of evaluators, and in some cases did not have final scores or
consistent justifications of original and adjusted scores.

e DPW evaluation committee meetings were not formally documented.

e DPW did not have written policies and procedures for RFP review and approval process, and RFP approvals
were not formally documented.

e For RFQ contracts DPW was unable to provide documentation to determine if a pre-proposal conference was
conducted, if vendors were provided at least 30 days to submit their proposals, and if disadvantaged business
evaluations were performed.

e Unreasonable justifications for emergency procurements.

e  Change orders lacked various approvals, justification and were issued after the contract expired.

e DPW did not have any written policies and procedures for review and approval of IT invoices.

e DPW does not review IT facilities charges to ensure they are reasonable and are not costs for the use of the
same facilities over multiple contracts.

As a result of the exceptions noted above, we consider DPW’s internal controls over HCSIS, PELICAN, iCIS and
PACSES IT contractor procurements and costs to be deficient, especially since they do not adequately document the
reasonableness of IT contract amounts during and subsequent to the procurement process. The systems involved in these
procurements are used in the administration of the following major Federal programs:

HCSIS: CFDA #93.778 — Medical Assistance Program (including ARRA). Projected HCSIS costs for SFYE June 30,
2010 were $24.4 million.
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PELICAN: CFDA #93.558 —Temporary Assistance for Needy Families, CFDA #93.575 — Child Care and Development
Block Grant CFDA #93.596 — Child Care Mandatory and Matching Funds of the Child Care and Development Fund,
CFDA #93.667 - Social Services Block Grant, CFDA #93.713 — ARRA-Child Care and Development Block Grant.
Projected PELICAN costs for SFYE June 30, 2010 were $17.2 million.

iCIS: CFDA #10.551 — Supplemental Nutrition Assistance Program (including ARRA), CFDA #10.561 — State
Administrative Matching Grants for the SNAP, CFDA #93.558 —Temporary Assistance for Needy Families, CFDA
#93.563 — Child Support Enforcement (including ARRA), CFDA #93.568 — Low-Income Home Energy Assistance
Program, CFDA #93.575 — Child Care and Development Block Grant CFDA, #93.596 — Child Care Mandatory and
Matching Funds of the Child Care and Development Fund, CFDA #93.658 - Foster Care — Title IV-E (including
ARRA), CFDA #93.659 - Adoption Assistance (including ARRA), CFDA #93.667 - Social Services Block Grant,
CFDA #93.713 — ARRA-Child Care and Development Block Grant, CFDA #93.714 — ARRA-Emergency Contingency
Fund for TANF State Programs, CFDA #93.778 — Medical Assistance Program (including ARRA). Projected iCIS costs
for SFYE June 30, 2010 were $32.4 million.

PACSES: CFDA #93.563 — Child Support Enforcement (including ARRA). Total SFYE June 30, 2010 costs paid were
$14.5 million ($7.6 million federal, $1.9 million ARRA, $4.9 million state match).

Our audit also covered testing of contracts with other vendors utilized by DPW in its major federal programs during
SFYE June 30, 2010. The results of this additional testwork are as follows:

e For the SCDU IT vendor procurement, mentioned above, DPW stated that only one vendor submitted a bid and
DPW did not provide us with the following: 1) a list of proposal evaluation committee members, 2) original detailed
scoring sheets used by evaluation committee members for the proposal submitted for review, 3) original contract
documentation to audit the overall scoring and selection process including maximum point values assigned to each
major evaluation criterion and the evaluation committee members recommendations for vendor selection, 4) original
contract documentation to support that evaluation committee members verified that the prospective vendor cost
proposal was reasonable.

e For the PACSES Infrastructure IT vendor procurement, mentioned above, no procurement documentation was
provided.

e  Within the Adoption Assistance program for the Statewide Adoption Network (SWAN) procurement DPW did not
provide us with the following: 1) a list of proposal evaluation committee members, 2) original detailed scoring
sheets used by evaluation committee members for each proposal submitted for review, 3) original contract
documentation to audit the overall scoring and selection process including maximum point values assigned to each
major evaluation criterion and the evaluation committee members recommendations for vendor selection, 4) original
contract documentation to support that evaluation committee members verified that prospective vendor cost
proposals were reasonable. SWAN Federal expenditures for SFYE June 30, 2010 were $13.9 million, or 11.4
percent, of total Adoption Assistance program Federal expenditures of $118.4 million. No ARRA funds were paid
to the SWAN contractor.

e  Within the Medical Assistance program DPW did not provide us a list of proposal evaluation committee members
for HMO procurements and all scoring sheets provided had committee member names redacted. HMO Federal
expenditures for SFYE June 30, 2010 were $5.352 billion, which included $748.1 million in ARRA funding. Total
Medicaid Cluster Federal expenditures for SFYE June 30, 2010 are $12.3 billion of which $1.9 billion is ARRA
funding.

In our prior-year Single Audits of the Commonwealth for the fiscal years ended June 30, 2000 to June 30, 2009, and in
the current year Single Audit (or for 11 fiscal years in a row) we could not test the Commonwealth’s compliance with
procurement regulations because management refused to provide us with the names of proposal evaluation committee
members as all detail scoring sheets provided had the evaluator names redacted. Without the names of proposal
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evaluation committee members, we could not fully test for compliance, nor could we ascertain if proper controls are in
place to prevent potential conflicts of interest, fraud, abuse, or other inappropriate activity from occurring during the
contract procurement process.

Criteria: 45 CFR 92.36 applicable to HHS programs, states in part:

(a) Sates. When procuring property and services under a grant, a Sate will follow the same policies and procedures it
uses for procurements from its non-Federal funds.

The Commonwealth established procurement policy and procedures in the “Field Procurement Handbook” (M215.3 as
Amended). Commonwealth agencies are required to adhere to this handbook when awarding contracts. Part II,
Chapter 7 of the handbook details a step-by-step process that must be followed when a contract is to be awarded via a
“Request for Proposal”. Good internal controls require management to maintain sufficient documentation to
demonstrate that proper purchasing procedures are reasonably followed and contracts are properly awarded. Regarding
procurement duties, specific sections of Chapter 7 state:

8. Evaluation Committee
a. Performs preliminary technical submittal evaluations.
9. Agency
a. Scores cost submittals.
11. Agency
a. To the extent necessary or desired, conducts discussions with responsible offerors who submit

proposals determined to be reasonably susceptible of being selected for award to assure full
under standing of responsiveness to the solicitation requirements and for the purpose of obtaining best
and final offers.

12. Evaluation Committee
a. Performs final technical submittal evaluations after discussions/best and final offers have been
completed/received.
14. Agency
a. Re-scores Best and Final Cost submittals.

Management should not restrict availability of procurement information to the Auditor General since this is clearly a
violation of the Commonwealth Procurement Code which states: Retention of procurement records. All procurement
records, including any written determinations issued in accordance with section 561 (relating to finality of
determinations), shall be retained for a minimum of three years from the date of final payment under the contract and
disposed of in accordance with records retention guidelines and schedules as provided by law. In accordance with
applicable law, all retained documents shall be made available to the . . . Auditor General . . . upon request. (62
Pa.C.SA. §563)

Further, good internal control practices dictate that evaluation committee members document that they verified that
prospective vendor cost proposals were reasonable.

Cause: DPW personnel indicated that contract #SP4000011443 was a fixed price contract for PACSES system
maintenance and operational support services. However, DPW provided no explanation as to why there was no
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documented analysis showing the reasonableness of the costs at the outset of the procurement. Neither OB nor DPW
explained why no documented corrective action was available for the separate special performance audit of Deloitte IT
procurement contracts for the period from January 1, 2004 to December 31, 2007.

Regarding the list of proposal evaluation committee members, DPW was originally willing to provide us with this
documentation until OB-BFM intervened and imposed a scope limitation on our audit procedures. However, BFM
management stated that BFM requests that agencies implement policies in accordance with their responsibilities, and
that BFM does not have the authority to “order” agencies or agency personnel to implement specific actions.

Regarding the PACSES Infrastructure IT vendor procurement, DPW management stated that DGS procured this contact
as DGS would not delegate the procurement authority to DPW. DGS management stated that DPW was responsible for
procuring this contract.

For other procurement documents not provided, DPW stated they were in the process of trying to obtain and provide the
documents.

Effect: Internal controls over DPW procurements are weak and do not ensure compliance with state procurement
requirements or federal regulations.

By refusing to provide the requested documentation, management has prevented the Department of the Auditor General
from performing duties required of it by Pennsylvania’s Constitution and by Pennsylvania law. The Constitution
provides that “all departments, boards, commissions, agencies, instrumentalities, authorities and institutions of the
Commonwealth shall be subject to audits made in accordance with generally accepted auditing standards.” (Article VIII,
Section 10) The Fiscal Code directs the Department of the Auditor General “to make all audits of transactions after their
occurrence, which may be necessary, in connection with the administration of the financial affairs of the government of
this Commonwealth,...” (72 P.S. § 402) Management has taken the position that the invocation of confidentiality
supersedes these constitutional and statutory directives.

We have requested that DPW identify the RFP evaluation committee members to us and allow us to verify that RFP
Evaluation Committee Certification of Confidentiality, No Conflict of Interest, and Ethics Forms were properly
completed and reviewed. Without knowing the identity of current procurement committee members, we cannot test for
the existence of any conflicts of interest in the Federal programs at DPW for the current year. Also, we need to know the
identity of committee members in order to have the opportunity to confirm DPW management’s statements that these
individuals actually participated in the RFP evaluation and to confirm/verify that each scoring sheet as provided to us by
DPW management accurately reflects how the evaluator scored the contract. However, these requests were denied by
management. Therefore, due to management not providing documentation to allow us to test for compliance and that
proper controls are in place to prevent conflicts of interest, fraud, abuse, or other inappropriate activity from occurring
during the contract procurement process. In short, management imposed scope limitations on our compliance audit
procedures.

Furthermore, management’s refusal to provide procurement documentation to our department is a violation of the
Commonwealth Procurement Code, which states:

Retention of procurement records. All procurement records, including any written determinations issued in accordance
with section 561 (relating to finality of determinations), shall be retained for a minimum of three years from the date of
final payment under the contract and disposed of in accordance with records retention guidelines and schedules as
provided by law. In accordance with applicable law, all retained documents shall be made available to the . . . Auditor
General . . . upon request. (62 Pa.C.SA. § 563)

Recommendation: We recommend that DPW improve their controls over procurement of contractor costs to document
and ensure these contract amounts are reasonable in accordance with state procurement requirements and federal
regulations.
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Also, we recommend that management alter its practice of withholding procurement documentation in order to allow the
Department of the Auditor General to perform its constitutional and statutory duties, and to provide the public and other
interested stakeholders with assurance that laws and policies are being properly followed in the procuring of goods and
services.

Adency Response: The DPW wants to provide some clarification in regards to the PACSES Client Infrastructure
Network Maintenance procurement (PACSES Infrastructure IT vendor procurement). The most recent procurement that
went into effect in 2011 was not delegated and was managed by DGS; the preceding procurement (RFP 02-05 effective
January 1, 2006) was delegated and managed by DPW. The delegated procurement (RFP 02-05 effective January 1,
2006) managed by DPW is the procurement in question as the one falling within the audit’s timeframe.

The contract #SP4000011443 for PACSES application maintenance and monthly project and implementation support
reports was fixed price deliverable based which is considered to be the “best practice” for this type of procurement. This
type of contract not only decreased the cost to the Commonwealth but ensured that specified deliverables were
satisfactorily completed before payment was released to the vendor.

In determining reasonableness, DPW considered the various market prices which were proposed in the competitive bids,
of which active negotiations brought down costs even further. In the PACSES cost submittal scoring process, vendor
cost submittals were scored based on a pre-determined calculation according to each vendor’s total price in relation to
the lowest total price bid. The lowest priced cost submittal received the highest number of cost evaluation points, the
second lowest priced submittal received the second highest number in proportion to the difference, and so on.

So the reasonableness of vendors’ cost submittals was indicated partly by the independence of their relative bids. Each
vendor’s cost submittal was required to use a format provided by DPW to enable ready apprehension and comparison of
pricing, including rates, hours, position titles, and deliverables. In addition, as with any IT procurement, the independent
reviews of DGS and the Governor’s Office of Administration were conducted in order to ensure appropriate and
adequate practices were implemented during the procurement process.

In regard to the DPW not supplying the list of proposal evaluation committee members, DPW was adhering to the
“Guidelines for Providing Procurement Information to CAFR/Single Auditors for the June 30, 2010 Audit Period”
which was created and distributed by the Bureau of Financial Management (BFM) within the Governor’s Office of
Comptroller Operations. While BFM does not have the authority to “order” DPW to comply as implied in the finding,
BFM does set Commonwealth policy regarding the information to be provided for the GAAP and Single Audit process.

Auditors Conclusion: DPW’s response only addressed the multiple Deloitte contracts and the PACSES Infrastructure
IT contract, but DPW has provided no documentation to support its claims in the agency response about contract costs.
Regarding the PACSES Infrastructure IT procurement DPW did not provide any of the requested procurement
documents for the contact in effect during our audit period. Regarding the rest of the procurement issues noted in the
finding and in DPW’s response, no new information was provided.

Based on the agency response, our finding and recommendations, remain as previously stated. We will review any
corrective action in the subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Finding 10— 18:

CFDA #10.551 — Supplemental Nutrition Assistance Program

CFDA #10.551 — ARRA — Supplemental Nutrition Assistance Program

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.575— Child Care and Development Block Grant

CFDA #93.596 — Child Care Mandatory and Matching Funds of the Child Care and
Development Fund

CFDA #93.713— ARRA —Child Care and Development Block Grant

CFDA #93.714— ARRA —Emergency Contingency Fund for TANF State Programs

Internal Control Deficiencies at DPW Related to Returned EBT Cards (A Similar Condition Was Noted in Prior
Year Finding #09-21)

Federal Grant Numbers: 0902PATANF, 1002PATANF, 0901PATAN2, 1001PANTAN2, 0901PACCDF, and
1001PACCDF

Condition: As part of our audit of SNAP, we evaluated the security over Electronic Benefits Transfer (EBT) cards,
which includes both the physical security of EBT cards during the issuance process at County Assistance Offices (CAO)
as well as the handling of EBT cards returned from the United States Postal Service as undeliverable or those returned
that have been lost or stolen.

Through site visits of fourteen CAO locations, selected based on their volume of EBT card issuances, we reviewed the
physical security over EBT cards. We noted exceptions at five of the 14 locations tested. These exceptions included
lack of maintenance of logs, lack of security of logs, excess personnel authorized to grant PIN numbers,
visibility/accessibility of client-sensitive data, and lack of a witness during destruction of logs and/or EBT cards. These
exceptions represent a material weakness in internal controls over EBT card security at CAO locations.

Undeliverable, lost or stolen EBT cards are returned directly to DPW’s central office in Harrisburg, PA. During our
audit for the year ended June 30, 2010, we noted that there were no policies or procedures in place for the handling of
returned EBT cards. This is considered a material weakness. Additionally, for our sample of 65 days, we noted there
were not adequate records or documentation of the processing and destruction of returned cards.

Criteria: Federal Regulations 7 CFR 274.12 related to EBT systems provides:

(f) Functional requirements. The State agency shall ensure that the EBT system is capable of performing the following
functional requirements prior to implementation:

(1) Authorizing household benefits.

(i) Issuing and replacing EBT cardsto eligible househalds; ...

(X) Inventorying and securing accountable documents;

In addition, OMB Circular A-133 — Part 4, N.3 EBT Security, states:

The Sate is required to maintain adequate security over, and documentation/records for, EBT cards (7 CFR section
274.12(h)(3)), to prevent their: theft, embezzement, loss, damage, destruction, unauthorized transfer, negotiation, or use
(7 CFR sections 274.7(b) and 274.11(c)).

Cause: Having various CAO locations decentralizes the processes, including the security over EBT cards. Although
there are formal, documented policies and procedures for CAO processing of EBT cards, inconsistencies occurred.
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There were no formal, documented policies and procedures related to the processing and destruction of returned EBT
cards, and the related documentation thereof was not performed on a consistent basis.

Effect: There was not adequate security over EBT cards and their handling at certain CAOs and there was not adequate
security over EBT cards returned to DPW’s central location.

Recommendation: We recommend that DPW monitor CAO EBT card security on a regular basis to improve
consistency in execution of documented policies and procedures. In relation to the handling of returned EBT cards, we
noted that policies and procedures were documented and formalized subsequent to the period ended June 30, 2010. We
recommend that these policies and procedures be followed on a consistent basis and that appropriate documentation of
processing and destruction of EBT cards be maintained.

Agency Response:

Returned EBT Cards

There was no documented policy and procedure that addressed the actions and responsibilities for the control and
destruction of EBT cards returned to the central office during the audit period. On August 4", 2010, an “Electronic
Benefits Transfer (EBT) Returned Cards” policy and procedure was initiated that addressed the central processing of
undeliverable and returned EBT cards. It identified the procedures to be followed for the return of EBT cards to the
Office of Income Maintenance (OIM), tracking and shredding of these cards, and notification to the applicable County
Assistance Office (CAO) for appropriate actions. This policy has been updated twice since initially being issued.

EBT Card Security at CAOs

Based on card issuance volumes, the auditors did site visits at fourteen CAOs, and identified specific issues. Fourteen
issues were identified, ranging from alleged deficiencies (PC terminals may be visible to clients) to factual deficiencies
(shipment logs were not maintained). The CAOs responded to each of these issues and disagreed with eight of the
fourteen issues. It is the auditors’ position that the CAO responses do not provide a sufficient basis to “clear” this
finding. But based on follow-up visits, the auditors believe sufficient corrective actions have been taken and, therefore,
this finding will not be repeated for 2010/11.

The Dept. of Public Welfare (DPW) continually evaluates and updates its security policies and procedures. To reinforce
the importance of EBT card security, DPW initiated CAO training and developed an E-Learning presentation for EBT
Security Procedures in March of 2010.

DPW works diligently to accomplish its mission and provide services to the people of the Commonwealth, while
maintaining effective operational efficiencies. In addition, DPW constantly monitors and adapts its policies and
procedures to enhance performance and effectiveness.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated.
We will review any corrective action during our 2010/2011 subsequent audit, and conclude in our subsequent audit on
the adequacy of DPW’s corrective action and the need to report this finding.

Questioned Costs: The amount of questioned costs cannot be determined for cards not adequately handled.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Finding 10— 19:

CFDA #10.551 — Supplemental Nutrition Assistance Program (SNAP)

CFDA #10.561 — State Administrative Matching Grants For The Supplemental Nutrition
Assistance Program

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.563 — Child Support Enforcement (including ARRA)

CFDA #93.658 — Foster Care—TitleIV-E (including ARRA)

CFDA #93.659 — Adoption Assistance (including ARRA)

Weaknessesin DPW IT Systems Used for TANF, CSE, Foster Care and Adoption Assistance, DPW M onitoring of
CSE County Subrecipient IT User Controls, and Internal Control Deficiencies and Material Noncompliance
Related to SNAP I T Systems

Federal Grant Numbers: Commodities, 0902PATANF, 1002PATANF, 0904PA4004, 0904PA4002 (ARRA),
1004PA4004, 1004PA4002 (ARRA), 0901PA1401, 0901PA1402 (ARRA), 1001PA1401, 1001PA1402 (ARRA),
0901PA 1407, 0901PA 1403 (ARRA), 1001PA 1407 and 1001PA1403 (ARRA)

Condition: The automatic data processing (ADP) systems used by the Department of Public Welfare (DPW) to process
transactions related to eligibility and overpayments for the SNAP program do not have adequate general IT controls in
place to ensure that the systems are meeting the requirements to: (1) accurately and completely process and store all case
file information for eligibility determination and benefit calculation; (2) automatically cut off households at the end of
their certification period unless recertified; and, (3) provide data necessary to meet Federal issuance and reconciliation
reporting requirements.

DPW’s inadequate general IT controls also impact the Foster Care, Adoption Assistance and TANF programs which
provide funds to the 67 counties in the state to run child welfare programs in County Children and Youth Agencies. In
order to obtain reimbursement for services provided counties are required to submit invoices to DPW through the Title
IV-E Validation System. The Title IV-E Validation System is an automated system designed to ensure that Foster Care
and Adoption Assistance claims invoiced by counties are valid, claimed at the correct rate, and are not duplicate claims,
etc. Other key systems used within the validation process are the Case Worker Visitation System, used to compile
information from counties regarding child welfare visits, AFCARS (Adoption & Foster Care Analysis Reporting
System) used to collect case level information on all children in foster care for whom State child welfare agencies have
responsibility for placement, care or supervision and on children who are adopted, and iCIS the DPW Client Information
System.

The DPW Pennsylvania Child Support Enforcement System (PACSES) is an outsourced IT system utilized by the 67
counties in the state to run the CSE programs at the subrecipient level, and by DPW to monitor subrecipient activity.
While DPW obtained a SAS #70 Report for PACSES, we noted that the SAS #70 did not cover, and DPW did not
perform adequate monitoring of, IT user controls at county subrecipients. Examples of IT controls at the subrecipient
level not reviewed or monitored include authorization of user’s access and security level, password controls, physical
access controls, termination of accounts, accuracy of data entered into the system, etc.

DPW’s inadequate general IT controls also impact the Statewide Collections and Disbursement Unit (SCDU) system
utilized to process the collection and disbursement of child support payments, and iCIS, the Client Information System
which interfaces with PACSES and is utilized to track the disbursement of child support payments to TANF recipients
and assist in determining the amount of collections to be returned to the Federal government related to TANF recipients.
Also, PACSES is utilized to report collections amounts on the OCSE-34A Report submitted to HHS and to monitor
County subrecipient activities.

The following general IT control weaknesses resulted in the determination of the above conditions:
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General IT control weaknesses at DPW (as noted in Basic Financial Statements (BFS) Audit Finding #10-11):

1. A regular review of user IDs with access to DPW systems, including IDs with access to perform sensitive
system functions and direct database access, is not performed by management to verify that access rights are
appropriate and segregation of duties conflicts do not exist.

2. A daily ADI and Server Error Report is used to track and monitor job failures involving DPW servers. A
selected report included five job failures for which no follow-up resolution was documented.

3. Shared user IDs are used to move changes into production through OpCon for DPW-maintained applications.
Additionally, a complete listing of user IDs and individual users with the ability to promote changes to
production was not available for inspection. Therefore, changes promoted to production through OpCon are not
associated with specific individuals to provide for individual accountability in the event of an error or
unauthorized change.

4. Mainframe user accounts for the CIS mainframe system are not required to comply with Commonwealth
password policies. Passwords are not configured to require lockout after invalid attempts, character

complexity, or to restrict the use of unauthorized passwords.

Additional IT control weaknesses related to overpayment processing systems:

5. A regular review of user IDs with access to the ARRCS (Automated Restitution Referral and Computation
System) system is not performed by DPW management to verify that access rights are appropriate and
segregation of duties conflicts do not exist.

6. Programmers have access to make changes to production code in the OIG’s OARS (Overpayment Avoidance
and Recovery System) system, which is a conflict of duties that can result in unauthorized programming
changes.

Criteria: According to 7 CFR sections 272.10 and 277.18, State agencies are required to automate their SNAP
operations and computerize their systems for obtaining, maintaining, utilizing, and transmitting information concerning
SNAP. This includes: (1) processing and storing all case file information necessary for eligibility determination and
benefit calculation, identifying specific elements that affect eligibility, and notifying the certification unit of cases
requiring notices of case disposition, adverse action and mass change, and expiration; (2) providing an automatic cutoff
of participation for households which have not been recertified at the end of their certification period by reapplying and
being determined eligible for a new period (7 CFR sections 272.10(b)(1)(iii) and 273.10(f) and (g)); and (3) generating
data necessary to meet Federal issuance and reconciliation reporting requirements.

In order to support a conclusion that the audit objective is achieved, adequate IT general controls should be in place to
prevent unauthorized access and programming changes.

Additionally, the OMB Circular A-133 Compliance Supplement Part 3, M. Subrecipient Monitoring, states:

A pass-through entity is responsible for:

During-the-Award Monitoring — Monitoring the subrecipient’s use of Federal awards through site visits or other means
to provide reasonable assurance that the subrecipient administers Federal awards in compliance with laws, regulations,
and the provisions of contracts or grant agreements and that performance goals are achieved.

Cause: This finding was caused by weaknesses in the IT general controls environment related to the SNAP systems
utilized to process eligibility and overpayment processing transactions, and TANF, CSE, Foster Care and Adoption

Assistance systems utilized in the payment process, subrecipient monitoring, collections and the reporting of collections.
Management is aware of the deficiencies and has defined a remediation plan.
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Effect: We noted no errors resulting from IT controls weaknesses in our current year audit of the above major
programs. However, the IT general controls weaknesses could result in inaccurate processing of data and unauthorized
access to the systems. As a result of the control weaknesses related to access and change control for the eligibility and
overpayment processing systems, the systems may not accurately process and store all case file information necessary
for eligibility determination and benefit calculation; may not consistently identify specific elements that affect eligibility;
and may not accurately provide notification to the certification unit of cases requiring notices of case disposition,
adverse action and mass change, and expiration. Additionally, individuals with inappropriate access to make
programming changes can intentionally or unintentionally introduce programming errors that prevent the system from
automatically functioning as expected, including providing an automatic cutoff of participation for households which
have not been recertified at the end of their certification period by reapplying and being determined eligible for a new
period. Inappropriate access to make programming changes and inappropriate users with access to enter data into the
systems can also result in inaccuracies in the data being reported to meet Federal issuance and reconciliation reporting
requirements.

Without adequate IT general controls, the DPW Title IV-E Validation System, Case Worker Visitation System,
AFCARS and iCIS systems could be inappropriately accessed by DPW personnel which could allow unauthorized or
erroneous entries into systems without DPW knowledge or oversight. Also, without adequate IT general controls, and
without proper DPW monitoring of IT controls at CSE county subrecipients, the DPW PACSES, SCDU and iCIS
systems could be inappropriately accessed by DPW or county subrecipient personnel which could allow unauthorized or
erroneous entries into systems without DPW knowledge or oversight.

Recommendation: We recommend that DPW and agencies supporting the systems that are used for the SNAP, TANF,
CSE, Foster Care and Adoption Assistance programs implement adequate general IT controls to address the system
weaknesses noted. Management should implement controls to:

1. Regularly review user IDs with access to DPW systems, including IDs with access to perform sensitive system
functions and direct database access.

2. Track and monitor job failures involving DPW servers.

3. Implement a process to segregate the ability to promote changes into production from the individuals with
programming responsibilities and provide individualized tracking of the actions by individuals implementing
code into production.

4. Implement a regular review of programming code by management to determine that no unauthorized
programming changes were made to production code without prior authorization and adequate documentation
of testing .

Ensure that all DPW systems meet Commonwealth password policies.
6. Perform a risk analysis and system security review of all DPW applications to ensure that IT risks are
documented and analyzed for compliance with applicable regulations and general best practices.

9]

Department of Public Welfare's Response: Below are specific comments on the individual deficiencies contained in
this finding:

Finding: A regular review of user IDs with access to DPW systems, including IDs with access to perform sensitive
system functions and direct database access, is not performed by management to verify that access rights are appropriate
and segregation of duties conflicts do not exist.

Response: DPW is currently working to get a User and Access Certification policy implemented. This policy will
provide a mechanism to perform a review of User IDS that have access to various DPW systems. The policy is currently

in review status, and should be published in the next 2 weeks.

Finding: A daily ADI and Server Error Report is used to track and monitor job failures involving DPW servers. A
selected report included five job failures for which no follow-up resolution was documented.

Response:  The current procedure is to document the resolution of all ADI & Server production job failures.
Management has followed up with staff to re-emphasize current processes and procedures.
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Finding: Shared user IDs are used to move changes into production through OpCon for DPW-maintained applications.
Additionally, a complete listing of user IDs and individual users with the ability to promote changes to production was
not available for inspection. Therefore, changes promoted to production through OpCon are not associated with specific
individuals to provide for individual accountability in the event of an error or unauthorized change.

Response: DPW upgraded its OpCons application on March 4, 2011. This upgrade included the elimination of shared
user IDS. At a minimum we configured OpCons to adhere to the current CWOPA password policies. The issue has been
resolved with the new OpCons software installation. Unique users IDs are now required for all users.

Finding: Mainframe user accounts for the CIS mainframe system are not required to comply with Commonwealth
password policies. Passwords are not configured to require lockout after invalid attempts, character complexity, or to
restrict the use of unauthorized passwords.

Response: DPW is working on migrating the CIS mainframe over to use CWOPA and Managed domain accounts which
comply with the password policies. The project is currently in process. It’s been slowed due to budgetary issues.

Finding: A regular review of user IDs with access to the ARRCS (Automated Restitution Referral and Computation
System) system is not performed by management to verify that access rights are appropriate and segregation of duties
conflicts do not exist.

Response:  Access to ARRCS is granted, changed and deactivated based on automated feeds received from Human
Resources. The level of access that is granted is defined by security codes that are assigned to staff based on their
employment classifications. The Bureau of Information Systems will extract information regarding users that have
access to the ARRC system. The access codes will be reviewed for access rights and any exceptions will be provided to
Operations to review on an annual basis.

Finding: Programmers have access to make changes to production code in the OARS (Overpayment Avoidance and
Recovery System) system, which is a conflict of duties that can result in unauthorized programming changes.

Response:  The Office of Inspector (OIG) will maintain a log of changes that a developer creates. Changes on the
production server will be implemented by a designated OIG staff member (who is not a developer or the backup in this
person's absence) in the OIG Bureau of Information Systems. The OIG will implement this procedure as a corrective
action by June 30, 2011.

Office of Inspector General's Response: The Office of Inspector (OIG) will maintain a log of changes that a
developer programs. Then another designated OIG staff (who is not a developer), or the backup in this person's absence,
in the OIG Bureau of Information Systems will implement the changes on the production server. The OIG will
implement this procedure as a corrective action by June 30, 2011.

Also the OIG will review the following guidance from the auditors for implementation in the future, if possible:

The best solution would be to implement a migration tool that would provide an automated workflow based on
roles. This solution is geared at preventing unauthorized changes in the production environment. The goal of
this solution is to lock out programmers from making direct changes to production code, and requires a
supervisor-level employee to log into the workflow tool and approve any code changes before the change can
be scheduled for implementation. Using this model, all affected code should be validated and tested and
automatically scheduled for implementation using the migration tool.
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Auditors Conclusion: Based on the agencies’ responses, the finding and recommendation remain as previously stated.
We will review any corrective action in the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 — 20:

CFDA #10.551 — Supplemental Nutrition Assistance Program

CFDA #10.551 — ARRA-Supplemental Nutrition Assistance Program

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.575— Child Care and Development Block Grant

CFDA #93.596 — Child Care Mandatory and Matching Funds of the Child Care and
Development Fund

CFDA #93.713— ARRA-Child Care and Development Block Grant

CFDA #93.714— ARRA-Emergency Contingency Fund for TANF State Programs

CFDA #93.778 — Medical Assistance Program

CFDA #93.778— ARRA-Medical Assistance Program

Internal Control Deficiencies at DPW County Assistance Offices Result in Noncompliance With Federal
Regulations (A Similar Condition Was Noted in Prior Year Finding #09-22)

Federal Grant Numbers: G-0902PATANF, G-0802PATANF, G-0905PA5028, 5-0905PAARRA, G-0805PA5028,
0901PACCDF, 0801PACCDF, and 0901PACCD7

Condition: In connection with our audit of the TANF, MA and SNAP Programs for SFYE June 30, 2010, we reviewed
reports issued by other auditors during our audit period in order to determine if the reports had any impact on the
programs. Based on our review, we noted that another bureau within the Pennsylvania Department of the Auditor
General performed separate audits of certain DPW County Assistance Offices (CAOs) in order to determine if public
assistance payments for MA were made only to eligible recipients. Based on our review of these individual CAO audit
reports issued during our audit period (which covered various audit periods up through 6/30/10), we noted for the fourth
year in a row for MA audits, that the other auditors identified significant internal control deficiencies which are systemic
in nature and impact our current year under audit when evaluated on a statewide basis.

Our review of these other auditor’s reports and discussions with the other auditors indicated that CAO personnel failed
to make the proper eligibility determinations for recipients of Medicaid which resulted in improper payments being
made to both managed care organizations (MCOs) and individual providers on behalf of these recipients. These
improper eligibility determinations for Medicaid recipients were a result of the following control deficiencies cited by
the other auditors:

e As required by federal regulations, the State has an Income Eligibility and Verification System (IEVS), which is
used for coordinating data exchanges with other federally assisted benefit programs. Certain information is required
to be reviewed and compared with information in the case file when making eligibility determinations and re-
determinations. However, the CAO management is not monitoring to ensure that the CAOs are properly reconciling
the information in IEVS to the income information in the case file. Also, the CAO management is not monitoring to
ensure that wage information from a new or additional employer provided by IEVS alerts is timely and/or properly
reconciled to reported income. Further, DPW’s policy does not require a review by the CAO of all changes in
income, including income from ongoing employment, when the information becomes available on IEVS. The
policy only requires that this information be reviewed during a recipient’s annual renewal or semi-annual review.

e The CAO management did not monitor to ensure that recipients met the age limitation requirements, were disabled
and/or that they met the family relationship requirement which are all criteria for the various Medicaid categories of

assistance.

e The CAO management did not monitor to ensure that citizenship and identity of the recipients were verified during
the application process and renewal process.

128



COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10— 20: (continued)

e The CAO management did not monitor to ensure that income amounts were properly entered on the Client
Information System (CIS) which maintains benefit information based on eligibility status and category of aid.

e The CAO management did not monitor to ensure that annual renewals and/or semi-annual reviews to determine
continued eligibility for benefits took place on the date they should have been completed.

With respect to the payments made by DPW on behalf of ineligible recipients, the other auditors also stated that they
found no evidence that recoveries for Medicaid are pursued by DPW or referred for collection to the Office of Inspector
General. The absence of DPW follow up procedures is significant since these payments cannot be recouped from the
MCOs or individual providers.

In a prior year audit, the other auditors mentioned above also issued CAO audit reports on public assistance payments
for the TANF and SNAP programs. Our review of the findings in these audit reports and discussions with the other
auditors in the prior year, identified internal control deficiencies with respect to the eligibility determinations made by
the CAOs for TANF and SNAP recipients. Our current year follow up indicated that DPW has not fully implemented the
necessary corrective action to resolve the deficiencies cited in the findings. Therefore, for the ninth year in a row, these
control deficiencies existed during our audit period as follows:

e The CAOs do not adequately monitor recipient compliance with court-ordered payment plans for fines, costs and/or
restitution associated with criminal convictions. Per state law (Act 1996-35) and DPW’s Cash Assistance
Handbook, recipients that are not in compliance with the payment plans are not eligible to receive public assistance
benefits.

e Because of poor monitoring and follow up by TANF and SNAP caseworkers, DPW has internal control deficiencies
which fail to ensure recipients’ participation and enrollment in employment and training programs, as required.

e  Special allowances are paid to TANF recipients for items such as transportation, clothing, shelter and childcare so
the recipients can participate in approved work-related activities. The CAOs are not monitoring special allowance
payments to ensure the payment is being used for its intended purpose and to recoup special allowances that were
not used for their intended purpose.

In prior year, we performed testing of DPW’s Comprehensive Supervisory Review (CSR) and Targeted Supervisory
Review (TSR) processes at the County Assistance Offices. The CSR documents the review of the propriety of eligibility
determinations and re-determinations made by the CAO caseworkers while the TSR focuses on specific problem areas
identified in caseworker compliance with established DPW procedures. The CSR is to be performed on a monthly basis
by an individual independent of the CAO caseworker who initially determined eligibility. A CSR is required to be
performed for a CAO in any month in which a more selective TSR is not performed.

The prior year testing disclosed that eight percent of the CSRs or TSRs were not completed. In addition, we became
aware that the performance of CSR/TSRs was suspended for an entire month in the prior year to enable a system
upgrade to the database used in this process. We did not test a specific sample for the current year based upon our
inquiries and follow up with DPW personnel on the prior-year control weakness. Although DPW central office
personnel in the Office of Income Maintenance (OIM) verbally indicated that they were not aware of any specific CAO
that did not perform the required CSRs or TSRs, DPW OIM provided no documentation to support its central office
corrective action to follow up with the CAOs on this prior year internal control weakness.

As part of the Welfare-to-Work program under TANF, DPW employed individuals receiving cash and SNAP assistance.
In a separate investigation conducted by DPW and the Pennsylvania Inspector General’s Office, we were informed
during a prior year Single Audit that some individuals employed under the Welfare-to-Work program were assigned to
CAOs and given improper access to the cash and SNAP benefits authorization system; as a result, these individuals had
the ability to fraudulently grant themselves and other family members additional cash and SNAP benefits for which they
were not eligible. Since DPW had no overall policy in place restricting the access of these benefit recipients within the
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benefits authorization system, an internal control deficiency is present. In a prior year, DPW personnel indicated that
Operations Memorandum 050705, dated July 7, 2005, and the Security Process Overview self-assessment tool to be used
by CAO management staff resolved the issues related to Welfare-to-Work individuals employed by DPW; however,
neither the Operations Memorandum, nor the Security Process Overview self-assessment tool address IT security issues
related to Welfare-to-Work employees. As of June 30, 2010 DPW has not implemented adequate corrective action for
this deficiency.

Criteria: DPW regulations and Act 1996-35 state:

Assistance may not be granted to any person who has been sentenced for a felony or misdemeanor offense and who has
not otherwise satisfied the penalty imposed on that person by law....

Additionally, Cash Assistance Handbook, Section 104, “Application,” Appendix B, “Criminal History Desk Guide”
states in part:

Ineligibility may result if an applicant/recipient has been sentenced for a felony/misdemeanor offense and the penalty
established by the court is not satisfied. Satisfied the penalty includes paying all fines, costs and/or restitution or
complying with an approved payment plan for payment of fines, costs and/or restitution.

Cash Assistance Handbook, Section 135.6, “Special Allowances for Supportive Services” states:

Supportive services are items or services needed by an individual in order to participate in an Employment and Training
(E&T) program. A special allowance is the payment for the required items or services. Special allowances for
supportive services can be provided as necessary, to help individuals prepare for, seek, accept or maintain education,
training or employment. The CAO will assist the participant in obtaining supportive services and issue special
allowances necessary to participate in approved activities.

Further, Section 135.63 of the Cash Assistance Handbook, “Verification”, states in part:
Before authorizing the payment of a SPAL (special allowance) for a supportive service, the CAO will determine:

e \Whether the supportive service or item requested is required to enable the participant to engage in an approved
education or training activity or to apply for employment;

The actual charge for the service or item requested;

The date the service or itemis needed by the participant; and

The date that payment for the service or itemis required under the provider’s usual payment policy or practice;

That there is a job offer or participation in an approved E&T activity, the scheduled hours and the length of the
activity.

Cash Assistance Handbook, Section 135.1, regarding Employment and Training Requirements states:

The Road to Economic Self-Sufficiency through Employment and Training (RESET) is designed to help individuals
prepare for employment to attain long-term success by offering job related activities, education, job skills training and
support in order to progress toward a job earning wages that lead to self-sufficiency for themselves and their families.

Eligibility for RESET is open to Temporary Assistance to Needy Families (TANF), General Assistance (GA), and
Extended TANF recipients who have not elected to receive a lump sum Diversion payment.

Under federal regulations, each state is required to meet a work participation rate (WPR) of 50%. In order to meet the

WPR individuals who are enrolled and participate in RESET have specific core and non-core activity requirements
along with hourly participation requirements.

130



COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10— 20: (continued)

NOTE: An individual who receives only food stamps must participate in the Food Samp Employment and Training
Program unless they are exempt. See FSHB Chapter 535, Employment and Training Requirements.

The Medicaid Eligibility Handbook regarding verification states in part:
Chapter 378.31 At Application-The CAO will require verification of conditions of eligibility at application.
Chapter 378.32 At Renewal-When processing a complete renewal, the CAO will verify:

Citizenship or nationality, if not in the case record;

Alien status, if inconsistent;

Identity, if not in the case record,;

Gross, nonexempt income, including deemed income;

Child support (incoming);

Income expense deductions;

Resources, unless the applicant, the applicant’s spouse, the applicant’s children or stepchildren, who
are living in the same household, are under age 21 or the applicant is exercising care and control of a
child living in the same household under age 21.

The Medicaid Eligibility Handbook regarding redetermination states in part:

376.2 Complete Renewal-A complete renewal is a comprehensive review of all digibility factors which are subject to
change. The CAO will use the review to determine continued eligibility and correctness of the category of each
applicant/recipient group member.

In addition, OMB Circular A-133 - Subpart C.300 (b) provides that the auditee shall:

Maintain internal control over Federal programs that provides reasonable assurance that the auditee is managing
Federal awards in compliance with laws, regulations, and the provisions of contracts or grant agreements that could
have a material effect on each of its Federal programs.

Cause: The CAOs are not following established DPW policies and procedures for monitoring recipients to ensure
participation and enrollment in employment and training programs. Based on our discussions with the other auditors, the
errors are primarily the result of caseworkers not being adequately trained and monitored in the performance of their
duties. Regarding the Welfare-to-Work program, there is no overall policy in place restricting the access of benefit
recipients within the benefits authorization system.

With regard to the monitoring of compliance with court-ordered payment plans, state law and the Cash Assistance
Handbook require the caseworkers to verify compliance with court-ordered payment plans. This occurs at the initial
application and at eligibility re-determinations. Since the re-determinations are typically at a six or twelve-month
interval, some recipients make a court-ordered payment at the initial application and at eligibility re-determinations but
not during the intervening months. The CAO interprets this as being in compliance and authorizes benefits for months
in which no court-ordered payments are made. We further noted that, in the Philadelphia metropolitan area, where by
far the largest federal program payments are made, there is little or no enforcement of Act 1996-35 or DPW’s Cash
Assistance Handbook requiring adherence to court-ordered payment plans to ensure continuing client eligibility.

With respect to the CSRs and TSRs, we were not provided with documentation to support corrective action in the current
year to ensure that CSRs or TSRs were being completed by CAO supervisors.

Effect: Due to the control deficiencies at the DPW CAOs, there is limited assurance that DPW’s eligibility
determinations/re-determinations and related benefit payments, including special allowance and managed care capitation
payments, are being made in accordance with federal regulations. Also, errors are occurring in eligibility determinations
for MA, TANF and SNAP and not being detected by DPW on a timely basis.
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Recommendation: We recommend that DPW ensure the CAOs continue to receive additional training and are more
thoroughly supervised to follow established DPW policies and procedures regarding eligibility determinations and re-
determinations. Additionally, we recommend that DPW and the CAOs evaluate existing procedures in place to ensure
recipients are complying with reporting requirements relative to maintaining welfare eligibility. Further, we also
recommend that DPW and its CAOs strengthen system access controls for Welfare-to-Work participants employed at the
CAOs, and establish procedures to ensure DPW’s compliance with Act 1996-35 and ensure recipient compliance with
court-ordered payment plans.

Additionally, we recommend that DPW’s OIM central office and its CAOs monitor to ensure the CAOs comply with the
requirement mandating that all CAOs perform CSRs or TSRs on a monthly basis since the completion of these reviews
is designed to identify specific problem areas with respect to caseworker’s eligibility determinations and to implement
corrective action to address the deficiencies.

Finally, we recommend that DPW stop payment of Medicaid benefits immediately upon identification of ineligible
recipients and follow up with the Office of Inspector General to see if Medicaid overpayments made on behalf of

ineligible recipients can be recouped.

Agency Response:

M edical Assistance

Deficiency

DPW’s policy does not require a review by the CAO of all changes in income, including income from ongoing
employment, when the information becomes available on IEVS. The policy only requires that this information be
reviewed during a recipient’s annual renewal or semi-annual review.

DPW Response
The AG’s claim that the Department has failed to ensure that eligibility requirements were met based on review of the

information received from the Income Eligibility Verification System (IEVS) are based on the assumption that
Department policy for review of IEVS is flawed. While the Auditor General may make recommendations for future
policy changes, findings must be based on whether or not Department policy was followed per 55 Pa Code §109.1(b)
which states in part “The Department of the Auditor General is responsible for the auditing of these decisions against the
rules and regulations of the Department.”

Deficiency

e The CAO management did not monitor to ensure that recipients met the age limitation requirements, were disabled
and/or that they met the family relationship requirement which are all criteria for the various Medicaid categories of
assistance.

e The CAO management did not monitor to ensure that citizenship and identity of the recipients were verified during
the application process and renewal process.

e The CAO management did not monitor to ensure that income amounts were properly entered on the Client
Information System (CIS) which maintains benefit information based on eligibility status and category of aid.

e The CAO management did not monitor to ensure that annual renewals and/or semi-annual reviews to determine
continued eligibility for benefits took place on the date they should have been completed.

DPW Response
DPW monitors all eligibility factors including age, disability, family relationships, citizenship/identity and income. Age

alerts are issued by the system prior to specific key ages for caseworker review. Alerts are also generated for overdue
annual renewals and semi-annual reviews as well as expiration of disability documentation. Additionally, all alerts are
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available via Dashboard for the supervisor, management and headquarters to review. Dashboard allows a view from the
individual worker level to the operational area level. In June 2010, DPW began an automated process of receiving
electronic verification of citizenship and identity from the Social Security Administration. The caseworker only needs to
request verification from the client if the automated process does not produce a match. DPW also notes that as
identification and U.S citizenship do not change, it is not required to be re-verified at renewal. If an individual has a
citizenship status subject to change, it must be reviewed.

While failure to monitor may be a cause, it is not a deficiency or a finding. Per 55 PA Code §109.3(a)(3) an exception is
“misapplication of the rules and regulations of the Department.”

Temporary Assistance for Needy Families (TANF) and Supplemental Nutrition Assistance Program (SNAP)

Deficiency

The CAOs do not adequately monitor recipient compliance with court-ordered payment plans for fines, costs and/or
restitution associated with criminal convictions. Per state law (Act 1996-35) and DPW’s Cash Assistance Handbook,
recipients that are not in compliance with the payment plans are not eligible to receive public assistance benefits.

DPW Response

DPW reviews compliance with court ordered fines/costs at application, renewal and whenever the county office receives
pertinent information per policy established by the Department. The AG may disagree with this policy and can
recommend a change; however, a deficiency does not exist if Department policy is being followed.

Deficiency
Because of poor monitoring and follow up by TANF and SNAP caseworkers, DPW has internal control deficiencies
which fail to ensure recipients’ participation and enrollment in employment and training programs, as required.

DPW Response

The AG’s review of cash assistance cases incorrectly applied work requirements as an eligibility criterion for TANF. It
is correct that recipients of cash assistance are required to participate in work or work related activities; however,
noncompliance does not automatically confer total ineligibility for any cash assistance for the family. Regulations
regarding work requirements are based on federal TANF regulations as specified in 45 CFR 261.31(a). Regulations at
55 Pa. Code §165 specify the procedure and penalties for noncompliance with work requirements.

55 Pa. Code §165.51(a) requires a compliance review for work requirements:

(a) Need for compliance review. A compliance review will be conducted when information indicates that a
recipient may be out of compliance with RESET participation requirements, as specified in § 165.31 (relating
to RESET participation requirements).

55 Pa. Code §165.61(b) and (¢) detail imposition of a sanction on individuals not meeting work requirements:
(b) The sanction period shall be:
(1) For the first occurrence, ineligibility for cash assistance for 30 days, or until the recipient is willing to
comply, whichever is longer.
(2) For the second occurrence, ineligibility for cash assistance for 60 days, or until the recipient is willing to
comply, whichever is longer.
(3) For the third occurrence, permanent ineligibility for cash assistance.
(c) Applicability of the sanction is as follows:
(1) During the first 24 months, the sanction is imposed only on the individual who failed to comply.
(2) After 24 months, the sanction is imposed on the entire budget group.

A finding that recipients were ineligible for TANF cash assistance must be based upon following applicable sanction
procedures, and not a total ineligibility for TANF based on noncompliance with work requirements.
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In addition, the AG applied cash assistance work requirements to determine SNAP work requirements. SNAP
employment and training requirements are submitted to and approved by FNS on an annual basis. The Department
outlines the components that will be offered to individuals in the state plan. Work requirements for SNAP recipients can
be found at 7 CFR 273.7(e)(1) and state in part:

7 CFR 273.7(e)(1) Components. To be considered acceptable by FNS, any component offered by a State agency
must entail a certain level of effort by the participants. The level of effort should be comparable to spending
approximately 12 hours a month for two months making job contacts (less in workfare or work experience
components if the household's benefit divided by the minimum wage is less than this amount). However, FNS may
approve components that do not meet this guideline if it determines that such components will advance program
goals.

The CFR also outlines the individuals exempt from work requirements. Exemptions are found at 7 CFR 273.7(f).
Exemptions include:

e A person younger than 16 years of age or a person 60 years of age or older

e A person subject to and complying with any work requirement under title IV of the Social Security Act

e A parent or other household member responsible for the care of a dependent child under 6 or an incapacitated
person

e A person receiving unemployment compensation. A person who has applied for, but is not yet receiving,
unemployment compensation is also exempt if that person is complying with work requirements that are part of
the Federal-State unemployment compensation application process

e A regular participant in a drug addiction or alcoholic treatment and rehabilitation program.

¢ An employed or self-employed person working a minimum of 30 hours weekly or earning weekly wages at
least equal to the Federal minimum wage multiplied by 30 hours.

e A student enrolled at least half-time in any recognized school, training program, or institution of higher
education. Students enrolled at least half-time in an institution of higher education must meet the student
eligibility requirements listed in §273.5. A student will remain exempt during normal periods of class
attendance, vacation, and recess.

In addition to the Federal exemptions there are some state exemptions. These are outlined in 55 Pa Code §501.6 and in
the SNAP employment and training state plan for the year being reviewed. State exemptions include:
e A person who is homeless
e A person expected to return to work within 60 days
e A woman who is pregnant if it has been medically verified that the child will be born within the 6 months
immediately following the month when registration would otherwise be required
e A person who is remote from an employment and training site. Remoteness is defined as residing in a location
which is more than 2 hours in round trip commute by reasonably available public or private transportation from
an Employment and Training Program site.
e A person who is a full-time volunteer serving in the Volunteers in Service to America (VISTA) Program.

When an individual fails to cooperate, sanction policies for SNAP apply as outlined in 7 CFR 273.7(f)(i). Sanctions may
not be applied to individuals who meet another exemption as outlined in 7 CFR 273.7(f)( 7)(ii). The process includes
both conciliation and at least a 10 day notice. The sanction cannot be applied until the first month following the
expiration of the expiration of the notice [7CFR 273.7(f)(ii)]. Sanctions only apply to the individual not complying [7
CFR .7(f)] and the overpayment should not be calculated at a household level as has been reported in the audit findings.

Deficiency

Special allowances are paid to TANF recipients for items such as transportation, clothing, and childcare so the recipients
can participate in approved work-related activities. The CAOs are not monitoring special allowance payments to ensure
the payment is being used for its intended purpose and to recoup special allowances that were not used for their intended

purpose.
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DPW Response

Effective August 4, 2009 the Department implemented changes including the requirement for clients to provide a receipt
for the item purchased with the special allowance. Failure to return the receipt within 14 days results in an overpayment.

Childcare payments are made directly to the provider of the childcare services through the Office of Child Development

and Early Learning (OCDEL). All providers must be approved by OCDEL and must enroll in the automated payment
system. No receipts are available as no direct payments are made to recipients.

Welfare-to-Work Program

Deficiency

Since DPW had no overall policy in place restricting the access of these benefit recipients within the benefits
authorization system, an internal control deficiency is present. In a prior year, DPW personnel indicated that Operations
Memorandum 050705, dated July 7, 2005, and the Security Process Overview self-assessment tool to be used by CAO
management staff resolved the issues related to Welfare-to-Work individuals employed by DPW; however, neither the
Operations Memorandum, nor the Security Process Overview self-assessment tool address IT security issues related to
Welfare-to-Work employees.

DPW Response

DPW grants access to the benefits authorization system based on security role. Security roles are assigned to personnel
employed by the Commonwealth. As no recipient is an employee of the Department, they do not have access to the
benefits authorization system. The Department has reviewed all individuals who participated in this project during the
SFYE June 2010 and none had access to CIS. The procedures in place are working to ensure system security. This
finding has been repeatedly recorded verbatim over the past several years with no consideration of the safeguards in
place and there is no evidence that a security breach has occurred. OIM contends that this finding is unfounded.

Compr ehensive Super. Reviews (CSRs) and Targeted Super. Reviews (T SRs)

Deficiency
With respect to the CSRs and TSRs, we were not provided with documentation to support corrective action in the current
year to ensure that CSRs or TSRs were being completed by CAO supervisors.

DPW Response

DPW continues to use the automated CSR and TSR that focus on problematic areas identified through audit reviews,
internal data reviews and effective management strategies. The CSR is used to comprehensively review and focus on all
program areas. The TSR serves as a major component of the set of performance metrics for the Effective Management
Program. A memo was issued on April 24, 2008 instructing all CAOs to complete CSRs and TSRs in the Rushmore
system on a monthly basis.

When supervisors identify a problem in a record, they are directed to work with the caseworker to ensure that individual
has a thorough knowledge and understanding of the policies and procedures. When trends are identified in a county,
managers are directed to implement training for corrective action purposes.

While DPW believes that self monitoring is a key element of program integrity, per 55 Pa Code §109.1(b) “The
Department of the Auditor General is responsible for the auditing of these decisions against the rules and regulations of
the Department.” As CSRs and TSRs are procedural in nature, they are not subject to audit by the auditor general.

Audit Recommendations
The following six recommendations are given by the auditors in this year’s findings, of which all are repeated from the
prior year. Below are the recommendations from the current year finding:
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1

Ensure the CAOs continue to receive additional training and are more thoroughly supervised to follow
established DPW policiesand procedures regarding eligibility determinations and re-deter minations.
DPW Response

DPW has ensured that the caseworkers have and continue to receive additional training by utilizing e-learning
modules offered through the Staff Development Program. Continuous improvements are part of DPW’s
ongoing Effective Management Program established in calendar year 2008. Management regularly reinforces
to staff the importance of following established DPW policies and procedures regarding eligibility
determinations and re-determinations. As a further corrective action, supervisors continue to complete TSRs
and are now completing Rushmore reviews. The Rushmore Case Review Database is a corrective action tool
which assists supervisors in identifying trends and helps counties determine where training is needed as well as
identifies procedural deficiencies.

Evaluate existing procedures to ensure that recipients are complying with reporting requirements
relative to maintaining welfar e eligibility.

DPW Response

DPW cannot ensure recipients report information. Per 62 P.S. §432.14(b) “Each applicant for or recipient or
payee of such assistance shall be responsible for reporting accurately and within a reasonable specified period
those facts required of him pursuant to the explanation provided by the department”. All information known to
the department is acted on according to policy.

DPW continues to revise paper and online applications, SAR and renewal forms to ensure that clients and
CAOs clearly understand changes that must be reported to maintain welfare eligibility. Reporting requirement
time frames are aligned with other programs as much as possible for simplification. Clients increasingly use
Customer Service Centers to report changes. IEVS is an integral toll to ensure non-reported changes are
reviewed and acted on according to department policy.

Strengthen systems access controlsfor Welfare-to-Work participants employed at the CAOs.

DPW Response

Participants in the Welfare-to-Work programs, if employed at the CAO, are not granted access to CIS. The
procedures in place are working to ensure system security. This finding has been repeatedly recorded verbatim
over the past several years with no consideration of the safeguards in place and there is no evidence that a
security breach has occurred. OIM contends that this finding is unfounded.

Establish procedures to ensure DPW's compliance with Act 1996-35 and ensure recipient compliance
with court-order payment plans.

DPW Response

DPW uses the Income Eligibility Verification System (IEVS) which allows for the exchange of information
with local courts and other authorities. IEVS Exchange 10 screens have been revised, which has made it easier
for the caseworker to interpret the information on the screens. Policy clarifications and a desk guide have also
been issued to staff to strengthen compliance in this area. It is DPW’s policy to review criminal history at
application and reapplication or if new information is received between reapplication, the CAO then acts on the
information received.

Monitor to ensure the CAOs comply with the requirement mandating that all CAOs perform CSRs or
TSRs on a monthly basis since the completion of these reviews is designed to identify specific problem
areas with respect to caseworker’s dligibility determinations and to implement corrective action to
address the deficiencies.

DPW Response:

DPW continues to use the automated CSR and TSR that focus on problematic areas identified through audit
reviews, internal data reviews and effective management strategies. The CSR is used to comprehensively
review and focus on all program areas. The TSR serves as a major component of the set of performance
metrics for the Effective Management Program. A memo was issued on April 24, 2008 instructing all CAOs to
complete CSRs and TSRs in the Rushmore system on a monthly basis.
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When supervisors identify a problem in a record, they are directed to work with the caseworker to ensure that
individual has a thorough knowledge and understanding of the policies and procedures. When trends are
identified in a county, managers are directed to implement training for corrective action purposes.

6. Stop payment of Medicaid benefitsimmediately upon identification of ineligible recipients and follow up
with the Office of Inspector General to see if Medicaid overpayments made on behalf of ineligible
recipients can berecouped.

DPW Response

DPW respectfully disagrees with this recommendation as it would be contrary to both state and federal law.
Recipients must be given due process prior to reduction or termination of benefits according to the provisions at
55 PA Code 133.4(b)(3)(ii) - Timing and effect on decision. “The Advance Notice shall be mailed at least 10
days before the proposed action is taken. For MA or medical services, the Advance Notice shall be sent at least
10-calendar days before the effective date for the proposed action”. Advance notice is also required under Title
42 Public Health: 435.919 Timely and adequate notice concerning adverse actions - (a) “The agency must give
recipients timely and adequate notice of proposed action to terminate, discontinue, or suspend their eligibility or
to reduce or discontinue services they may receive under Medicaid”.

DPW refers potential overpayments to the OIG through the Automated Restitution Referral and Computation
(ARRC) System. The CAO enters the information pertaining to an overpayment in the ARRC system, which
then goes to the OIG. The OIG determines if a recoupment should be taken, contacts the client, makes payment
arrangements, and enters the repayment into the ARRC system if necessary. The OIG is responsible for
concluding the overpayment process. This recovery process is set forth in the 55 PA Code §255.

DPW Concern

While DPW understands and appreciates the efforts put forth by the AG in performing the CAO audits, we question the
relevance of some of the deficiencies identified in this audit. The CAO audits referred to in this finding relate to audits
issued in the audit period, while in reality most of these audits cover prior years, some even going back to May of
2004. As DPW revises its policies and procedures to ensure eligibility is properly determined according to current rules
and regulations, we question the relevance and timeliness of these audits.

Auditors Conclusion: Although DPW monitors eligibility, the number of deficiencies disclosed in the other auditor’s
reports, covering audit periods up through June 30, 2010, demonstrates that monitoring continues to be inadequate to
ensure that age limitation, disability, family relationship, citizenship and identity requirements, and compliance with
court ordered payment plans are met. In addition, adequate monitoring is needed to ensure that income is properly
entered and that annual renewals and semi-annual reviews are performed timely.

Work requirements are a condition of continued eligibility for the individual for whom the work requirements are
applicable. The other auditor reports disclosed that recipients did not participate or were not enrolled in training or work
activity as required for TANF eligibility under state and federal regulations. The other auditors determined that the
individual and not the entire family was ineligible in accordance with the requirements of CFR 273.7(e)(1) and not cash
assistance requirements to determine SNAP eligibility.

With respect to the Welfare-to-Work recommendation, we issued a separate finding in the current year citing an
information technology (IT) general controls deficiency regarding the logical access to CIS which increases the risk of
unauthorized access to CIS by these clients.

The Department indicated that changes have been implemented effective August 4, 2009, with respect to substantiation
of special allowances by recipients. In addition, the Department remits all child care payments directly to child care
providers and not to recipients. The other auditors will follow-up to determine if the Department has addressed these
deficiencies related to special allowances in the audits currently being performed. In the meantime, there is a separate
more detailed Single Audit finding in the current year disclosing continuing weaknesses at DPW over special
allowances.
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Regarding all our recommendations, DPW did not provide any additional documentation or information during our audit
or with its response that would change our auditor conclusions, and we believe DPW needs to follow these

recommendations, working with applicable federal program officials in the process of resolving these issues.

As a result, our finding and recommendations, with the above clarifications, remain as previously stated and we will
review any further corrective action in the subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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CFDA #10.553 — School Breakfast Program

CFDA #10.555 — National School L unch Program
CFDA #10.556 — Special Milk Program for Children
CFDA #10.558 — Child and Adult Care Food Program

PDE Did Not Specify Required Federal Award Information in Subrecipient Award Documents
Federal Grant Numbers: 2009-1PA 300305, 2008-1PA 300305, and 2007-1PA300305

Condition: For the major federal programs listed above, PDE failed to identify required information in all subrecipient
award documents provided to their subrecipients. In particular, PDE failed to inform subrecipients of the required
federal award name and federal grant number at time of award. This failure represents an internal control weakness
which causes subrecipients to be improperly informed of federal award information, and can also cause the omission or
improper identification of program expenditures on the subrecipient’s Single Audit SEFAs. Therefore, the major
programs listed above run the risk of not being properly administered or audited at the subrecipient level in accordance
with program regulations or OMB Circular A-133, further requiring PDE to follow-up with subrecipients to ensure they
are aware of the correct award information and proper Single Audits are performed.

Criteria: The Federal OMB Circular A-133 Compliance Supplement Part 3, Section M., related to Subrecipient
Monitoring by pass-through entities, states:

A pass-through entity is responsible for:

Award ldentification — At the time of the award, identifying to the subrecipient the Federal award information (e.g.,
CFDA title and number, award name and number; if the award is research and development, and name of Federal
agency) and applicable compliance requirements.

Subrecipient Audits — (1) Ensuring that subrecipients expending $500,000 or more in Federal awards during the
subrecipient’s fiscal year for fiscal years ending after December 31, 2003... have met the audit requirements of OMB
Circular A-133...

Pass-Through Entity Impact — Evaluating the impact of subrecipient activities on the pass-through entity’s ability to
comply with applicable Federal regulations.

Cause: PDE informs subrecipients of their federal award information through sponsor applications and agreements.
PDE management stated they provide sponsors with the required information by providing CFDA name and numbers on
the sponsor applications. PDE believed that the award information historically provided was sufficient.

Effect: Failing to include the Federal grant award name and grant number in sponsor award documents may cause
subrecipients and their auditors to be uninformed about specific program and other regulations that apply to the funds
they receive. There is also potential for PDE’s subrecipients to include incorrect SEFAs in their OMB Circular A-133
Single Audit reports submitted to the Commonwealth, and federal funds may not have be properly audited at the
subrecipient level in accordance with the Single Audit Act and Circular A-133.

Recommendation: PDE should identify all required federal award information to all subrecipients at the time of award
to ensure subrecipient compliance with applicable federal regulations and OMB Circular A-133.

Adgency Response: The Pennsylvania Department of Education, Division of Food and Nutrition (DFN) disagrees with
the Audit Finding. The DFN has provided the auditors with information from USDA indicating that a policy,
implementation memo, or regulation has never been communicated to USDA or to the State Agencies requiring a grant
award number and name be provided to the Subrecipient.
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Auditors Conclusion: Auditors” were provided with the USDA’s communication mentioned above; however, per the
Criteria included above, the OMB A-133 compliance supplement requires that this information be included by PDE in
the subaward documents; therefore, the finding and recommendation remain as previously stated. In addition, we
recommend that Commonwealth management consider the feasibility of issuing statewide guidance (e.g., Management
Directive) to inform all state agencies of the OMB A-133 requirements quoted above.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 — 22:

CFDA #10.553 — School Breakfast Program

CFDA #10.555 — National School L unch Program

CFDA #10.556 — Special Milk Program for Children

CFDA #10.558 — Child and Adult Care Food Program

CFDA #84.027 — Special Education —Grantsto States

CFDA #84.391 — ARRA — Special Education Grantsto States

Deficiencies in Information Technology Controls Over the Department of Education’s Child Nutrition Program
Electronic Application and Reimbursement System (CN-PEARS) (A Similar Condition Was Noted in Prior Year
Finding #09-23).

Federal Grant Numbers: 1PA300305, H027A 080093, and H391A 090093

Condition: CN-PEARS is custom child nutrition program software developed as a joint effort by an outside vendor and
the Pennsylvania Department of Education (PDE). During the prior year Single Audit for FYE
June 30, 2009, we performed information technology (IT) general controls testing of the CN-PEARS system and noted
control deficiencies. During the current year audit, we found that PDE management was taking steps to correct the
control deficiencies noted in the prior year; however, the following weaknesses continued to exist as of June 30, 2010:

e A lack of segregation of duties continued to exist because the outside contractor employee with the ability to
promote programs to production also had the ability to develop and maintain programs. However, after fiscal year
end, the contractor implemented a policy to prohibit the employee charged with promoting programs into production
from performing development.

e A monitoring process had not been implemented over the production environment to detect changes moved into
production that did not follow the standard change management process.

e  Various system parameter settings did not comply with the Commonwealth’s standards for user IDs and passwords.

Further, during current year compliance testing of the Child and Adult Care Food Program (CACFP), we noted that
PDE program staff have the ability to make unauthorized changes to key electronic certifications in the subrecipients’
applications for program funding, which should only be made by subrecipients. We learned for one of our sampled test
items that, although the CACFP payment met allowability and other federal requirements and was therefore appropriate,
a PDE employee because of a lack of appropriate logical access controls made such an unauthorized change to a
subrecipient principal’s certification on CN-PEARS in the current year.

Criteria: A well-designed system of internal controls dictates that sound general computer controls be established and
functioning to best ensure that federal programs are administered in accordance with management’s intent. Also,
Information Technology Bulletin (ITB) SEC007 — Minimum Standards for User IDs and Passwords, specifies detailed
requirements for all network systems operating under the governor’s jurisdiction. The policy, in part specifies the
following requirements for passwords: 1) must be a minimum of eight characters, 2) must be composed of at least three
of the following types of characters: upper case, lower case, letters, numbers, special characters, 3) may not reuse any of
the last ten previously used passwords, 4) may neither contain the user ID, nor any part of the user’s full name, 5) will
expire after sixty days, requiring the creation of a new password, 6) may not be changed more than once every fifteen
days. Further, users are locked out after three consecutive failed log-on attempts and require administrator-level access
to unlock them. In addition, once a user is logged in, the system will be locked after fifteen minutes of inactivity,
requiring the user to re-enter the password to regain access to the system.

Logical access controls are essential to prevent PDE from altering subrecipient certifications of federal program
requirements on subrecipient applications in the CN-PEARS.
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Cause: The CN-PEARS system was developed as part of an agreement between the Division of Food and Nutrition
(DFN) and the outside contractor. At the end of the audit period, DFN and the contractor worked together to begin
implementation of the following corrective actions:

e As of July 2010, the contractor implemented a policy that requires a segregation of duties between program
development and promotion into production.

e The contractor has implemented a change control log that tracks all changes made to the CN-PEARS system.
However, PDE has not implemented a system to monitor the Virtual Private Network connection to ensure the
contractor properly enters all changes into the log.

DFN management indicated that they have entered into a new contract with the vendor, which includes a security
upgrade to CN-PEARS that will allow the system to comply with password and user account standards of the
Commonwealth detailed in ITB SEC007. However, certain aspects of PDE’s planned configuration settings for
passwords in CN-PEARS will not comply with the ITB. Specifically, the system specifications provided to the auditors
included the following nonconforming security settings: 1) minimum password length of six characters instead of eight;
2) passwords composed of numbers rather than a mix of character types; 3) password expiration ninety days instead of
sixty days; and 4) and the user lock out after five consecutive failed log-on attempts instead of three.

PDE management indicated that system design limitations within CN-PEARS did not allow creation of proper controls
to restrict PDE’s ability to access and change key electronic fields that should only be changed by subrecipients.

Effect: The deficiencies noted above in IT general controls could result in inappropriate system access and unauthorized
changes to the software and key compliance documents.

Recommendation: We recommend that PDE management:

e Implement a log of the Virtual Private Network connection and ensure all changes made by the contractor are
included on the deployment log.

e Review the deployment log regularly to ensure only authorized contractor personnel have made changes to the CN-
PEARS system, to ensure that all the changes were properly approved, and to ensure that proper segregation of
duties was maintained between development and deployment into production.

e Update the system requirements in the new system upgrade to comply with Commonwealth ITB SEC007.

e Update security and implement logical access controls over key electronic fields in CACFP subrecipient
applications and other key compliance electronic documents to prevent or detect inappropriate changes to key
certifications/fields.

Adgency Response: The Pennsylvania Department of Education, Division of Food and Nutrition (DFN) is in the process
to develop a solution to resolve the identified issues of this Finding. The upgrade to the CN-PEARS is presently in the
middle of a two-year plan.

The DFN would like to provide further clarification regarding the security module presented to the auditors at the time of
review. The screen shot provided was merely an example of the fields that will be included in the security module. The
security module allows the DFN to set the number of expiration days and log-on attempts.

Auditors Conclusion: We recognize that the DFN has begun upgrades to the CN-PEARS application. Any upgrades
have occurred subsequent to our audit period. Based on the agency response, the finding and recommendation remain as
previously stated. We will review any corrective action in the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Finding 10 - 23:
CFDA #10.557 — Special Supplemental Nutrition Program for Women, Infants, and Children

Weaknesses in Department of Health Monitoring of WIC Local Agencies (A Similar Condition was Noted in Prior
Year Finding #09-24)

Federal Grant Numbers: 20101W100641, 20101W100341, 2010CW500341, 20101W500341, 20091W 100341,
20091'W 100641, 20091 W500341, and 2008CW 500341

Condition: DOH contracts with 24 local agencies to provide WIC services to eligible women, infants, and children in
Pennsylvania. These local agencies are responsible for enrolling participants and providing them with nutritional
services, WIC checks, and nutrition and breast feeding education. DOH performs during-the-award monitoring of WIC
local agencies through on-site program review visits and through fiscal reviews conducted on a cyclical basis. DOH
performs both an on-site program review and a fiscal review of each local agency over a two-year period. As part of our
audit of the WIC program, we performed procedures to determine if DOH’s during-the-award monitoring procedures
were adequate. However, our testing and inquiry revealed DOH’s monitoring procedures do not include review of
information technology (IT) controls related to the local agencies’ heavily automated financial management and food
delivery systems, known as Quick WIC. Examples of IT controls include authorization of user’s access and security
level, password controls, termination of accounts, accuracy of data processed by the system, etc. DOH stated that
corrective action has been implemented to address prior year finding 09-24 to include monitoring of IT controls of the
local agencies during their on-site program reviews; however, these procedures were not implemented until the FFY
2011 monitoring review cycle beginning October 1, 2010. Therefore, these procedures were not in effect during SFYE
June 30, 2010.

Additionally, DOH performed on-site program reviews of 14 of the 24 local agencies during SFYE June 30, 2010. We
reviewed DOH’s program monitoring files for 4 of the 14 local agencies reviewed by DOH. Our review of the program
monitoring files revealed that for all four local agencies, WIC participant personnel data forms (PDF) were not
consistently being signed by the WIC participant or authorized clinic personnel. We found that 24 out of 81, or 30
percent, WIC participants files reviewed had at least one PDF that was not properly signed by both the WIC participant
and the authorized clinic personnel. These instances indicate noncompliance with both federal regulations and DOH
policy.

Local agencies’ expenditures were $45.8 million, or 24.6 percent, of total WIC expenditures of $186.3 million during
SFYE June 30, 2010.

Criteria: In regard to state agency responsibilities for monitoring and review of WIC Local Agencies, 7 CFR Section
246.19 (b) states that:

(1) The Sate agency shall establish an on-going management evaluation system which includes at least the monitoring
of local agency operations, the review of local agency financial and participation reports, the development of
corrective action plans to resolve Program deficiencies, the monitoring of the implementation of corrective action
plans, and on-site visits. The results of such actions shall be documented.

(2) Monitoring of local agencies must encompass evaluation of management, certification, nutrition education,
participant services, civil rights compliance, accountability, financial management systems, and food delivery
systems. If the State agency delegates the signing of vendor agreements, vendor training, or vendor monitoring to a
local agency, it must evaluate the local agency's effectiveness in carrying out these responsibilities.

Additionally, the OMB Circular A-133 Compliance Supplement Part 3, M. Subrecipient Monitoring, states:
A pass-through entity is responsible for:
During-the-Award Monitoring — Monitoring the subrecipient’s use of Federal awards through site visits or other means

to provide reasonable assurance that the subrecipient administers Federal awards in compliance with laws, regulations,
and the provisions of contracts or grant agreements and that performance goals are achieved.
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Regarding WIC participant personal data forms, WIC Policy and Procedure 2.01, section B.1 states that at the time of
participant certification the local agency clinic must:

(1) Include in the participant’s file a Personal Data Form (PDF) signed by the participant and staff conducting the
certification.

(2) Several staff at the clinic site may be involved in screening an applicant, collecting the necessary information, and
entering data into QuickMIC. However, the signature and title of the CPA who is responsible for making the final
eligibility determination and assigning the appropriate priority code, nutritional risk code(s), and the food package
prescription isrequired on the PDF.

In addition 7CFR §246.7(i)(9) states that certification forms must include:
(9) The signature and title of the competent professional authority making the nutritional risk determination, and

(10) A statement of the rights and obligations under the Program ... ... ... and be signed by the applicant, parent, or
caretaker after the statement is read.

Cause: DOH management stated that as part of its program review procedures in effect during SFYE June 30, 2010,
WIC local agencies are asked to provide a typed list of all staff, levels of security assigned in DOH’s QuickWIC
computer system, and names of the local agency security administrator and backup security administrator. However,
DOH does not review this list to ensure that all registered users are authorized and have appropriate security levels.
Additionally, our testing of the program review files of local agencies revealed that the monitoring checklist used by the
DOH reviewers did not include steps to perform review of any other IT controls at the local agencies.

DOH stated that corrective action has been implemented to address prior year finding 09-24 to include monitoring of IT
controls of the local agencies during their on-site program reviews; however, these procedures were not implemented
until the FFY 2011 monitoring review cycle beginning October 1, 2010. Therefore, these procedures were not in effect
during SFYE June 30, 2010.

In regard to the PDFs not properly signed, it appears that DOH includes procedures in its program monitoring
tool/checklist to review for the signature of the authorized clinic personnel and the WIC participant; however, the lack of
signatures was not addressed in the corrective action plans of the local agencies approved by DOH.

Effect: Without proper monitoring of IT controls at the WIC local agencies, DOH’s QuickWIC computer system could
be inappropriately accessed at the local agencies which could allow unauthorized approval of eligibility of WIC
participants, approval of WIC benefits, printing of WIC checks, etc. without DOH’s knowledge or oversight.
Additionally, the lack of proper signatures on the PDF’s is in noncompliance with both federal regulations and DOH
policy, and could allow improper determination and approval of eligibility of WIC participants.

Recommendation: DOH should ensure during its on-site program reviews of WIC local agencies that IT controls of the
local agencies are being monitored to ensure the risk of any unauthorized or inappropriate access to DOH’s QuickWIC
computer system is minimized. Additionally, DOH should ensure that PDFs are properly signed by both authorized
clinic personnel and WIC participants in compliance with federal regulations and DOH policy. Corrective action to
prior year finding 09-24 implemented after June 30, 2010 will be reviewed and evaluated during our subsequent year
Single Audit.

Adgency Response: As mentioned in the Recommendation above, the corrective action for this finding has already been
implemented. USDA’s Food and Nutrition Service accepted the corrective action for prior year finding 09-24 and
resolved the finding via their letter to DOH dated March 3, 2011.

Auditors Conclusion: We will review DOH’s corrective active in the subsequent audit. However, corrective action to
prior year finding 09-24 only addresses ensuring that that DOH’s on-site program review of WIC local agencies include
reviewing the IT controls of the local agencies; however, this corrective action would not address the new issue included
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in the current year finding that DOH should ensure that PDFs are properly signed by both authorized clinic personnel and
WIC participants. DOH’s agency response did not address this issue. Therefore, the finding and recommendation remain
as previously stated.

In addition, we would further point out that although the lack of required signatures in case files causes ineligible
participants at the subrecipient level, the dollar amounts associated with these exceptions were not included in DOH’s
monitoring reports, so any associated questioned costs cannot be determined in our state-level audit. Therefore, we
further believe that DOH should follow-up on all those types of specific monitoring/audit exceptions by obtaining
appropriate signatures, if possible, and for those eligibility exceptions that cannot be corrected, DOH should pursue
appropriate settlement for ineligible questioned costs with USDA officials.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 — 24:
CFDA # 10.557 — Special Supplemental Nutrition Program For Women, I nfants, and Children

Noncompliance and I nternal Control Weaknesses Related to Rebates Resulting in Questioned Costs of $310,230
Federal Grant Numbers: 20101W100641 and 20091 W 100641

Condition: DOH contracts with food manufacturers to receive a rebate on each unit of the manufacturer’s product
purchased with Food Instruments (FIs) redeemed by WIC program participants. DOH has a contract with Nestle to
receive rebates on infant formula and with Gerber to receive rebates on infant juice and cereal. Each month DOH
prepares a rebate invoice which is submitted to each manufacturer in order to receive the rebate. Generally, the
QuickWIC system generates the rebate invoice by identifying all FIs redeemed from the preceding month which included
rebate items. The total number of rebate units from each FI redeemed is multiplied by the respective rebate rate and the
total rebate amount to be received is calculated. These monthly rebate invoices are reviewed and signed by the DOH
Division of WIC Director. The invoices are then submitted to the respective food manufacturer to receive the rebate.
Total WIC rebates received by DOH for SFYE June 30, 2010 were $57,123,612.

We reviewed rebate invoices for our test months of January 2010 totaling $4,136,176 and February 2010 totaling
$3,801,049. As part of our review we compared the number of units billed on the invoices to the number of units from
FIs redeemed for the respective period included on the QuickWIC system. Our investigation disclosed that FIs redeemed
on January 15, 2010 and February 9, 2010 were not included on the rebate invoices. DOH management confirmed that
FIs redeemed on these two dates were never billed on any rebate invoices. We calculated the number of rebate units and
amounts included on redeemed FIs included in the QuickWIC system for these two dates and determined the amounts not
billed for January 15, 2010 totaled $163,259 and for February 9, 2010 totaled $146,971. These rebates are treated as
credits against prior expenditures for food costs made during the month in which the rebate was earned, and therefore, we
question costs for these two dates totaling $310,230. It should be noted that this amount does include an unknown
amount of partial FI redemptions. A partial FI redemption occurs when a WIC participant redeems an FI for less than the
full quantity of the item printed on the check. Partial FI redemptions are not billed on rebate invoices; however, this
amount is minimal and is typically less than one percent in a given month.

Criteria: Regarding Food delivery systems, 7 CFR 246.12(a) states:

(1) Management. The Sate agency is responsible for the fiscal management of, and accountability for, food delivery
systems under itsjurisdiction.

In addition, 7 CFR 246.16a states:

(K) What are the requirements for infant formula rebate invoices? A Sate agency must have a system in place that
ensures infant formula rebate invoices, under competitive bidding, provide a reasonable estimate or an actual count
of the number of units purchased by participantsin the program.

Cause: According to DOH, information for FI redemptions on January 15, 2010 and February 9, 2010 was received
from the local financial institution processing the FIs after the rebate reports were run for the respective months.
Therefore, rebate amounts for these dates were excluded from the rebate invoices. Additionally, the rebate amounts for
these two dates were never included on any subsequent monthly rebate invoices. Furthermore, the WIC Director’s
review of the monthly rebate invoices did not detect the exclusion of these dates.

Effect: Without an adequate system in place to ensure rebate invoices are properly prepared and without adequate
management review and reconciliation controls in place to ensure the rebate invoices are complete and accurate, the
rebate invoices could contain errors and exclusions, such as those found in our testwork, which is noncompliance with
federal regulations. These errors and exclusions from the rebate invoices resulted in $310,230 in questioned costs. Our
audit follow up on these two exceptions disclosed no other dates in the current year in which redeemed FIs were
erroneously not included on rebate invoices, so no additional questioned costs were noted for our current audit.
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Recommendation: DOH should pursue appropriate settlement of the $310,230 in questioned costs with FNS. DOH
should ensure that its system to prepare the rebate invoices includes all redeemed FIs. Additionally, we recommend that
DOH implement adequate review and reconciliation controls to review the rebate invoices to ensure that the invoices are
complete and accurate.

Agency Response: DOH will pursue settlement of the $310,230 in questioned costs with USDA/FNS. The query in
QuickWIC which produces the rebate report was revised to include days posted after the original report. All rebates will
be included on future invoices. The missed January 15, 2010 and February 9, 2010 days will be invoiced.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated. We
will review any corrective action in the subsequent audit.

Questioned Costs: $310,230

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10 — 25:
CFDA # 10.557 — Special Supplemental Nutrition Program For Women, I nfants, and Children

Noncompliance and Internal Control Weaknesses Related to Voided Food Instruments (A Similar Condition Was
Noted in Prior Year Finding #09-25)

Federal Grant Numbers: 20101W 100641 and 20091 W 100641

Condition: Our review and testing of DOH compliance with federal regulations related to voided WIC food instruments
(FIs) disclosed material noncompliance and material internal control weaknesses for the fourth year in a row in DOH’s
WIC database system (known as Quick WIC) and in DOH’s procedures for reviewing voided FIs as follows:

As part of our review of erroneous or questionable FIs, we obtained DOH’s report called the “10 Percent Random Sample
of Voided FI'swith Void Code Other than ‘R Monthly Reports” and DOH’s report called the “Redeemed/Voided, Lost or
Solen FI Monthly Reports” for the three sampled months of September 2009, October 2009, and December 2009. These
reports included a total of 167 redeemed FIs with void codes other than ‘R’ totaling $5,604 for the three months
reviewed. Our review of these 167 FIs sampled by DOH revealed that for 70 of these FIs totaling $2,302, or 42 percent,
we could not determine the date of DOH’s follow-up to ensure that it occurred within the required 120-day timeframe.
For 59 of these 70 FlIs, we found dates on faxes of the review sheets and/or dates on other supporting documentation
which occurred after the 120-day timeframe including many which were dated after the auditors requested the
documentation. For the other 11 FIs, we found no dates at all on DOH’s follow-up review sheets, and therefore, could
not determine when DOH’s review occurred.

Criteria: Regarding Food delivery systems, 7 CFR 246.12(a) states:

(2) Management. The State agency is responsible for the fiscal management of, and accountability for, food delivery
systems under its jurisdiction.

In addition, 7 CFR 246.12 states:

() Retail food delivery systems: Vendor claims. (1) System to review food instruments. The State agency must design
and implement a system to review food instruments submitted by vendors for redemption to ensure compliance with
the applicable price limitations and to detect questionable food instruments, suspected vendor overcharges, and
other errors. ... The State agency must take follow-up action within 120 days of detecting any questionable food
instruments, suspected vendor overcharges, and other errors and must implement procedures to reduce the number
of errors when possible.

Cause: In regard to DOH’s follow-up of erroneous and questionable FIs not occurring within the required 120-day
timeframe, DOH was not documenting the date of review and follow-up on the review sheets and, in many cases, we
found dates on faxes of the review sheets and supporting documentation to be after the date the auditors initially
requested the documentation. These dates were significantly after the required 120-day timeframe for review and follow-
up of questionable FIs. As a result of prior year finding 09-25, DOH stated that it implemented procedures in June 2010
for DOH staff to initial and date any actions taken on the FI follow-up reports. However, these procedures were not in
effect during our current SFYE June 30, 2010 audit period.

Effect: No unallowable costs were noted in our testing of DOH’s review, investigation, and follow up on questionable
FIs or vendor overcharges. However, without adequate controls related to the WIC system and DOH review,
investigation and follow-up on voided food instruments and vendor overcharges, DOH is not in compliance with WIC
regulations and inappropriate redemption could occur without the DOH’s knowledge which could lead to unallowable
costs being charged to the federal WIC grants in the future.
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Recommendation: WIC should fully implement sufficient controls over the FI redemption and disposition process.
DOH should ensure that problems encountered with their WIC system are identified, timely followed-up on, properly
investigated, and appropriate corrective action is taken. We also recommend that DOH ensure this process is adequately
documented, including the date of the review and follow-up.

Agency Response: Some of the documentation for the redeemed and voided FI's did show dates on faxes of the review
sheets and/or dates on other supporting documentation that were after the auditors request. There has been difficulty in
the past with receiving documentation from some local agencies. As of January 3, 2011, the state agency is keeping a
monthly log to track local agency compliance with supplying documentation for the 10 Percent Random Sample of
Voided FI’s with Void Code Other than ‘R’ Monthly Report. If any local agency does not supply the necessary
documentation, they will be contacted and appropriate action (up to and including the withholding of funding) will be
taken to assure the documentation is received by the state agency.

The audit finding also indicates that the date of receipt for some of the documentation could not be determined. The
auditors were given copies of the documentation, all of which is date stamped on the back of the original documents.
Unless the auditors get a copy of the back of the documents, they will not know the date of receipt.

The corrective actions described above have already been implemented to address prior year finding 09-25. USDA’s
Food and Nutrition Service accepted the above-described corrective actions for prior year finding 09-25 and resolved the
finding via their letter to DOH dated March 3, 2011.

Auditors Conclusion: We will review DOH’s corrective action in the subsequent audit. In regard to the documentation
in which the auditors could not determine when the date when DOH’s review occurred, a date stamp on the back of the
documentation would indicate a date of receipt from the local agencies, but this would not indicate the date of the actual
review and of any follow-up action taken. Also, we did find dates on the review and follow-up documentation for 59 of
167 FlIs sampled by DOH which occurred after the required 120-day timeframe. Therefore, based on the agency
response, the finding and recommendation remain as previously stated.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.

149



COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10 — 26:
CFDA #10.557 — Special Supplemental Nutrition Program for Women, Infants, and Children

Various Weaknesses and Noncompliance Noted in a Separate Bureau of Audits Performance Audit of the WIC
Program Including Questioned Costs of $15,000.

Federal Grant Numbers: 20101W100641, 20101W100341, 2010CW500341, 20101W500341, 20091W 100341,
20091'W 100641, 20091\W500341, 20081 \W500341, and 2008CW 500341

Condition: The Pennsylvania Office of the Budget Bureau of Audits (BOA) conducted a performance audit of the WIC
Program at DOH covering the period July 1, 2008 through December 31, 2009. BOA'’s audit report released on
October 21, 2010 included six findings which are summarized below:

Finding #1 The QuickWIC system is a separate statewide computer system used by DOH to process all Food
Instrument (FI) payments. All 24 WIC local agencies (LAs) use this system to record eligible
participants, and to process and issue FI’s for redemption. Various internal control weaknesses in
DOH’s QuickWIC database system were disclosed by BOA through testing of DOH’s control over
logical access to the QuickWIC system as follows:

e QuickWIC users remained active on the system for 120 days after their last logon. DOH is
not notified when a LA or clinic employee separates.

e  An LA was re-using one user-id for multiple interns.

e  Some QuickWIC users have the ability to create, edit, and delete FIs and certification and
eligibility information. There are no controls in the system to preclude the user from creating
a false applicant and producing FIs for the false applicant.

e DOH does not require the LA or clinic personnel to sign a QuickWIC user agreement or
confidentiality agreement before acquiring access to the system.

e A clinic employee had his/her QuickWIC password taped to his/her computer where it could
easily be compromised.

Finding #2 BOA found WIC participant Personal Data Forms (PDFs) are not consistently being signed by the
WIC participants and clinic personnel. (Note: We found the same issue in our testing of DOH
program monitoring of LAs, with a separate WIC single audit finding regarding weaknesses in DOH’s
monitoring of WIC LAs addressing this issue.)

Finding #3 BOA discovered that WIC participants have been improperly selling WIC items on the internet.
Finding #4 BOA found in 3 of 6 clinics visited that there appears to be no segregation of duties between
determining applicant eligibility, food prescription, and issuing of FIs along with no supervisory

review of eligibility determinations. Additionally, check paper was not properly safeguarded.

Finding #5 FIs are not being voided within 120 days of the first valid date for participant use of the FI, as is
required by Federal regulations.

Finding #6 BOA discovered overbillings of $15,000 for Fls processed by WIC’s Special Formal Distribution
Center. DOH did not have procedures in place to review these FIs and corresponding billings. These
costs are questioned.

Criteria: Related to internal control weakness in DOH’s WIC database system noted in Finding #1:

Regarding the reuse of a user ID’s Information Technology Bulletin (ITB) SEC007 references RFD-SEC007A which
states:

- User IDs: Are permanent. They may be disabled and retired, but they are not to be reused.
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Finding 10— 26: (continued)
Regarding conflicting user roles within the QuickWIC system, Management Directive 205.37 states:

5d Roles should be assigned to ensure segregation of duties and avoid role conflicts. If it is determined that it is
operationally necessary to assign roles in a manner that creates a role conflict, approval must be obtained from
the Agency Head or appropriate designee with agency authority.

In addition ITB-SECO007 states:

In accordance with the current Commonwealth and/or agency PC/LAN Acceptable Use Policy, review and require users
to sign a user security agreement that:
- Lists, or refersto the Commonwealth employee’ s responsibilities relative to the use of the password, ... ... ;
- Indicates that passwords and data are confidential;
- Includes a signature line for the user. All users are to sign the disclaimer(s) to acknowledge their
responsibilities.

Regarding user ID and password security, the DOH’s WIC Policy and Procedure 8.02 states:

A User IDs and passwords are an important aspect of computer security. As such, all Commonwealth employees,
contractors, subcontractors, grantees and any other temporary staff person or person(s) with access to the
Commonwealth system are responsible to maintain security of their Quick WIC user IDs and passwords.

B.3 Passwords must be kept confidential and should not be written down or inserted into email messages or other
forms of electronic communication.

Regarding internal control over WIC expenditures 7 CFR §246.13 (b) states (note that this criteria relates to Findings #1,
4, and 6):

(b Internal control. The Sate agency shall maintain effective control over and accountability for all Program
grants and funds. The State agency must have effective internal controls to ensure that expenditures financed
with Program funds are authorized and properly chargeable to the Program.

Related to issue noted in Finding #3, 7 CFR 246.12 (u) states the following regarding food delivery systems:

(u) The State agency must establish procedures designed to control participant violations. The Sate agency also
must establish sanctions for participant violations. Participant sanctions may include disqualification from the
Program for a period of up to one year.

In addition, DOH’s Policy and Procedures 1.06 states:

10(c) Receiving cash, credit and/or other goods and/or services for WIC food, formula, and/or Fls shall result in a
mandatory one-year disgualification unless the local agency requests and is granted a waiver by the Sate Agency
Planning and Monitoring Section.

Regarding the segregation of duties and unsecured check paper issues noted in Finding #4, DOH WIC Policy and
Procedure 4.04(A) states:

2 The LA shall ensure that all Fls that have been taken out of locked storage during the business day and those
that have not been issued, are returned to locked storage at the end of the business day.

4 When there is no routine separation of duties, Local Agency Directors or designed staff shall review the
Separation of Duties Report to explain why separation of duties did not occur, and verify the records of select
participants. The report will be available quarterly under the Local Agency Directors Reports. Completed
reports shall be reviewed by State Agency staff as part of the annual program review process.
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Additionally, 7 CFR §246.12 (p) states:

(o)

Food instrument and cash-value voucher security. The Sate agency must develop standards for ensuring the
security of food instruments and cash-value vouchers from the time the food instruments and cash-value
vouchers are created to the time they are issued to participants, parents/caretakers, or proxies. For EBT and
print-on-demand food instruments and cash-value vouchers, the standards must provide for the accountability
and security of the means to manufacture and issue such food instruments and cash-value vouchers.

Related to issue noted in Finding #5, 7CFR 246.12(q) states the following regarding food delivery systems:

(@)

The State agency must account for the disposition of all food instruments and cash-value vouchers as either
issued or voided, and as either redeemed or unredeemed. Redeemed food instruments and cash-value vouchers
must be identified as validly issued, lost, stolen, expired, duplicate, or not matching valid enrollment and
issuance records. This process must be performed within 120 days of the first valid date for participant use of
the food instruments and must be conducted in accordance with the financial management requirements of
Section 246.13.

Related to the issue noted in Finding #6, DOH’s WIC Policy and Procedure 4.23 (B) states the following regarding the
Special Formula Distribution System:

4

The SA will:

a. Conduct inventory and review of the Distribution Center records at least twice a year.

b. Provide guidance to Distribution Center staff and LAs on any problems or concerns relating to the
operations of the Special Formula Distribution Center.

c. Annually meet with Distribution Center management to review finances of the Distribution Center and
determine an agreeable administrative fee for the following year.

Cause: The following is a summary of the causes related to each of BOA’s findings:

Finding #1 In regard to the various internal control weaknesses in DOH’s QuickWIC system, DOH does not

require a user access form, signed by the employee, to grant access to the QuickWIC system.
Additionally, there is no audit trail for the request for access to the system and DOH is unable to track
separated users because this is the responsibility of the LA. There is no centralized control over
granting access to the Quick WIC system. DOH indicates that each LA is responsible for user access
and is under contract with DOH. In regard to conflicting user roles, DOH stated that if a separation of
duties at the LAs cannot be achieved due to staffing levels, then regular monitoring is requested of
them.

Finding #3 In regard to WIC participants selling WIC items on the internet, DOH’s monitoring procedures do not

include a review of internet sales of WIC items. Instances of fraud are reported through LAs and there
are little or no procedures to detect these types of abuses.

Finding #4 Lack of segregation of duties was due to staffing limitations at the respective clinics. Additionally, the
lack of proper security over the check paper was due to the clinics being unaware of DOH’s policy and
procedures.

Finding #5 In regard to FIs not being voided within 120 days of the first valid date for participant use, DOH

choose to void unredeemed FIs after the 120 day regulatory period so that the FIs were more
accurately shown as issued and unredeemed during the 120 day period. However, BOA determined
that by doing this an FI could be redeemed after the 120 day timeframe for determining FI disposition
in noncompliance with WIC regulations.
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Finding #6

In regard to the overbilling by WIC’s Special Formula Distribution Center, the Distribution Center
found an error in its system that caused the inaccurate billing of special formula FlIs. The vendor
stated it will reimburse DOH the overbilled amount and has developed a corrective action plan to
avoid further billing errors.

Effect: The following is a summary of the effects related to each of BOA’s findings:

Finding #1

Finding #3

Finding #4

Finding #5

Finding #6

In regard to the various internal control weaknesses in DOH’s QuickWIC system, if a user has the
capability to create, edit, and delete FIs and certifications and eligibility information, then there are no
controls in the system to prevent the user from creating a false applicant and producing FIs for the
false applicant which could be sold or used by the employee. Additionally, without a centralized
control over who has access to QuickWIC or the roles assigned to users, there is a potential for abuse
at the LA or clinic level where the potential for unauthorized activity could occur.

Without adequate controls related to the WIC system and DOH’s review, DOH is not in compliance
with WIC regulations and inappropriate redemptions could occur without DOH’s knowledge which
could lead to unallowable costs being charged to the federal WIC grants.

In regard to the lack of proper segregation of duties combined with the lack of supervisory review, the
potential exists for program abuse or fraud by clinic personnel.

If an FI is not voided within 120 days of the first valid date for participant use of the FI, the FI could
be redeemed after the 120 day timeframe for determining FI disposition, and therefore, DOH would
not be in compliance with WIC regulations.

The billing error by WIC’s Special Formula Distribution Center resulted in the overbilling and
questioned costs of $15,000.

Recommendation: In regard to the respective findings, we and BOA recommend that:

Finding #1

Finding #3

Finding #4

Finding #5

Finding #6

DOH perform centralized review of the granting of QuickWIC user access of the roles assigned to
individual users. DOH should implement the use of a signed user access form and confidentiality
agreement in connection with QuickWIC user access. Also, DOH should better enforce and educate
local agencies on QuickWIC policies and procedures.

DOH fully implement procedures to detect and prevent WIC participant abuse. DOH should ensure
that abuse is properly identified, timely followed-up, properly investigated, and appropriate corrective
action taken.

DOH ensure proper segregation of duties exists at all clinics and that user performance is monitored
regularly. BOA also recommended that DOH provide training and enforce established policies and
procedures at the clinic and LA levels regarding safeguarding the check paper.

DOH set up the QuickWIC system to automatically void FIs within 120 days of the first valid date for
participant use of the FI.

DOH establish procedures to review special formula FIs and corresponding billings on a regular basis
to ensure the accuracy of the amounts being paid to the Distribution Center.

Adgency Response: The following responses are excerpted from DOH’s updated response dated March 18, 2011 to

BOA’s performance audit of the WIC program:
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Finding #1 The DOH WIC program has many IT controls currently in place that affect local agency operations.
There is an equipment password that the clinic staff use to sign into any WIC equipment. This
password is computer generated and reset every 90 days. Also, local agencies must comply with
policies and procedures specific to user IDs and passwords. Quick WIC passwords are reset every 60
days and the system inactivates these passwords after 30 days of non-use. User IDs are created by
each local agency security officer based upon a standard policy. The system will inactivate these user
IDs after 120 days of non-use.

According to WIC policy, security officers are to inactivate user IDs and passwords no later than 48
hours after staff have terminated their employment.

Each local agency has a biannual clinic review. As of October 1, 2010, the reviews include the
assurance that local agency security officers inactivate user IDs according to policy. As part of the
WIC local agency program reviews the list of current clinic employees is cross referenced to the active
QuickWIC users. Necessary action is taken to correct any discrepancies.

Training was conducted at the January 2011 WIC Local Agency Director’s meeting to ensure all WIC
local agencies are aware of IT security policies and their requirement of policy implementation. The
entire Policy and Procedure 8.02 QuickWIC Password Security including the security controls for
equipment passwords, was discussed at the meeting. Further, the DOH developed a user access form
and confidentiality agreement which requires the signature of all authorized users of the QuickWIC
system. The form was approved by USDA.

Finding #3 The DOH has had policy in place to follow up on instances of potential fraud. The policy was revised
in July 2010 to reinforce detection and prevention of fraudulent activities. The DOH also launched an
educational campaign in WIC clinics to make participants aware of the restrictions on selling or
trading their WIC benefits and the possible consequences of such actions. Posters were placed in all
WIC clinics as part of this campaign.

Finding #4 The DOH has a current WIC Policy in place regarding segregation of duties. The DOH reinforced that
policy during training at the January WIC Director’s Meeting. Additionally, the DOH began review of
segregation of duties procedures during Program Reviews conducted on or after January 1, 2011.

Finding #5 The DOH concurs. This system change was implemented September 15, 2010.

Finding #6 The DOH has investigated this finding and found that there was a programming error in the software
of the Special Formula Distribution Center (SFDC). All Billings were reviewed and the SFDC has
reimbursed the DOH for any overbillings. The SFDC has worked with their software provider and
fixed the error that caused the overbillings. Both the SFDC and the DOH put controls in their
respective systems to identify potential overbillings.

Auditors Conclusion: Based on the agency response, we also recommend that DOH pursue appropriate settlement with
USDA for the $15,000 in questioned costs. As a result, the finding and recommendations, with this additional
clarification, remain as previously stated. We will review DOH’s corrective active in the subsequent audit.

Questioned Costs: $15,000

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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CFDA #10.558 — Child and Adult Care Food Program (CACFP)

I nternal Control Weakness Resulting in Questioned Costs of $2,780
Federal Grant Number: 2010 1PA300305

Condition: In the course of our testing of the CACFP, we disclosed an instance where a subrecipient was reimbursed for
$2,780 in CACFP meals subsequent to the subrecipient being terminated from the program.

PDE terminated the subrecipient from the CACFP on April 30, 2010. On June 8, 2010, the terminated subrecipient
submitted a claim for CACFP meals served during May 2010 and was reimbursed by PDE for these meals on June 10,
2010; causing them to be reimbursed for unallowable meals served.

Criteria: OMB Circular A-133, Section E.3.a, Eligibility of Subrecipients states:

Administering agencies may disburse CACFP funds only to those organizations that meet the eligibility
requirements stated in the following program requirements: (1) generic requirements for all institutions at 7 CFR
section 226.15 and 42 USC 1766(a)(6) and (d)(1); (2) additional requirements for sponsoring organizations at 7
CFR section 226.16; (3) additional requirements for child care centers (whether independent or sponsored) at 7
CFR section 226.17

Regarding program payments for centers, 7 CFR 226.11(a) states:

Payments must be made only to institutions operating under an agreement with the State agency for the meal types
specified in the agreement served at approved child care centers, at-risk afterschool care centers, adult day care
centers, emergency shelters, and outside-school-hours care centers.

Regarding claims against institutions, 7 CFR 226.14(a) states:

Sate agencies shall disallow any portion of a claim for reimbursement and recover any payment to an institution
not properly payable under this part.

Cause: The CACFP is a reimbursement program which allows enrolled subrecipients to receive reimbursement for
eligible meals claimed. PDE cannot terminate a subrecipient from the program until their last claim is entered into the
Program Electronic Application and Reimbursement System (PEARS). Subrecipients have 60 days to enter claims and
revisions into the PEARS system. During the 60 day period, the subrecipient submitted a claim for May 2010, even
though they were terminated from the program in April 2010.

The PEARS system allows PDE to control the months which subrecipients can claim for meal reimbursement. However,
PDE had no procedures established to prevent terminated subrecipients from claiming meals served after they were
terminated from the program. There is a weakness in PDE’s procedures for terminating subrecipients which allowed a
subrecipient to receive $2,780 for unallowable meals claimed.

Effect: Unallowable CACFP costs of $2,780 are questioned. In addition, without adequate controls established to
prevent terminated subrecipients from claiming CACFP meals, terminated subrecipients can claim unallowable CACFP
meals for up to 60 days after they are terminated from the program. As a result, there is the potential for unallowable
payments to occur in the future.

Recommendation: PDE should implement effective controls to prevent CACFP subrecipients from claiming
unallowable meals after they are terminated from the program. In addition, PDE should monitor these controls to ensure
they are functioning properly to ensure terminated subrecipients are not inappropriately reimbursed for CACFP meals.
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Agency Response: The PDE, Division of Food and Nutrition (DFN) implemented procedural changes to be initiated
when sponsors are terminated both for convenience and for cause. This process, effective October 1, 2010, allows the
terminating sponsor to claim meals during the sixty day period after the last claim month without allowing for meals to be
claimed beyond the date of termination.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated. We
will review any corrective action in the subsequent audit.

Questioned Costs: $2,780

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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CFDA #10.558 — Child and Adult Care Food Program (CACFP)

Lack of Staffing Resour ces Resultsin For-Profit Subrecipients Not Being Properly Audited
Federal Grant Numbers: 2007 1PA300305 and 2008 1PA 300305

Condition: PDE utilizes the Commonwealth Office of the Budget’s Bureau of Audits (BOA) to conduct audits of
CACFP for-profit subrecipients which are not covered by OMB Circular A-133. For-profit subrecipients receive a
material amount of CACFP funding each year. During current state fiscal year ended June 30, 2010, payments were
made to 477 for-profit subrecipients, totaling $23.3 million, or 28.4 percent of total CACFP expenditures of $81.7
million on the current-year SEFA. According to federal CACFP regulations, PDE must develop its own state policy to
audit its for-profit entities. PDE has adopted a federally-approved policy of auditing all for-profit subrecipients
receiving $100,000 or more in any federal fiscal year (October 1 to September 30). Out of the 477 for-profit
subrecipients receiving CACFP funds in the current state fiscal year, 33 of these subrecipients were each paid over
$100,000 in the most recent state fiscal year ended June 30, 2010, and these 33 subrecipients received a total of $10.7
million during our current audit period ended June 30, 2010, or about 13.1 percent of the total CACFP program.

Our audit disclosed an exception in that BOA does not actually audit all for-profit subrecipients receiving over $100,000
in CACFP funds every year since the audits are conducted on a two-year cycle, not every year. Therefore, BOA only
schedules about 50 percent of its for-profit audits each year. In addition, during SFYE June 30, 2010, BOA issued only
eight for-profit audit reports, seven of which covered the prior two-year audit period October 2006 to September 2008
and one report covering the more current two-year audit period October 2007 to September 2009. These audits were not
performed in a timely manner since reports were issued up to three years after the time funding was received, which
allowed potential unallowable costs and noncompliance to go undetected and uncorrected for an excessive period of
time. Also, we found an additional eight audits that were in-process, but not completed during our current audit period.

Based on the small number of for-profit audits actually issued, the old federal fiscal years covered, and the number of
audits still in progress during our current audit period, we noted an overall internal control weakness since BOA has
fallen significantly behind schedule and is not following its policy of auditing all subrecipients receiving over $100,000
in each federal fiscal year in a timely manner.

Criteria: Regarding Audits, 7 CFR 226.8(a) states:

Unless otherwise exempt, audits at the Sate and institution levels must be conducted in accordance with Office of
Management and Budget circular A-133 and the Department’s implementing regulations at part 3052 of this title. State
agencies must establish audit policy for for-profit institutions. However, the audit policy established by the Sate agency
must not conflict with the authority of the State agency or the Department to perform, or cause to be performed, audits,
reviews, agreed-upon procedures engagements, or other monitoring activities.

PDE’s federally-approved Audit Policy for For-Profit Organizations is as follows:

If the Child and Adult Care Food Program (CACFP) sponsor is a for-profit organization and receives $100,000 or more
of reimbursement during the CACFP program year of October 1 through September 30, from the Child and Adult Care
Food Program, the Child and Adult Care Food Program sponsor is required to have a performance audit conducted in
accordance with Generally Accepted Government Auditing Sandards issued by the Comptroller General of the United
Sates, and in accordance with the laws and regulations governing the Child and Adult Care Food Program. The
selected financial and program compliance requirements will consist of the following four compliance areas, Eligihility,
Meal Counts, Financial Management and Meal Pattern/Planning. The Department may in addition to four compliance
areas require, as circumstances warrant, other financial and/or program compliance requirements to be tested. For-
Profit Child and Adult Care Food Program centers or sponsors participating in the Child and Adult Care Food
Program that are required to have this performance audit performed will have the audits conducted by auditors retained
by the state Child and Adult Care Food Program office at no cost to them.
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If a For-Profit Child and Adult Care Food Program center or sponsor receives total federal awards of less than
$100,000 from the Child and Adult Care Food Program, during the CACFP program year of October 1 through
September 30, it is exempt from these audit requirements. The sponsor is, however, required to maintain auditable
records of expenditures, federal awards, and any state funds, which supplement such awards, and to provide access to
such records by federal and state agencies or their designees.

Cause: The BOA has been assigned the responsibility of auditing for-profit entities receiving CACFP funding.
According to BOA management, time and staff constraints have caused BOA to schedule its CACFP for-profit audits two
years at a time. Currently, BOA does not have adequate staffing resources to audit all for-profit subrecipients receiving
$100,000 in CACFP every year or a reasonably timely manner.

Effect: BOA'’s schedule for auditing CACFP for-profit subrecipients is inadequate to ensure that for-profit audits are
properly and timely performed and subrecipient non-compliance is being detected and corrected in a timely manner.
Instances of non-compliance at the for-profit subrecipient level can exist for multiple years without detection and
corrective action being implemented.

Recommendation: We recommend BOA and PDE jointly develop a workable solution to ensure a greater number of
for-profit audits are performed more timely in accordance with CACFP audit policy. We recommend that BOA and PDE
devote adequate resources to conduct subrecipient audits to comply with PDE’s written audit policy for auditing all for-
profit subrecipients receiving over $100,000 each year. This will help ensure CACFP for-profit subrecipients are audited
in a timely manner and any misuse of CACFP funding is promptly detected and corrected.

Office of Comptroller Operations Response: We agree that the facts presented in the finding are accurate.

Five of the eight audits issued during state fiscal year ended June 30, 2010 were started by LECS Comptroller’s Office
prior to the comptroller’s office financial transformation. The issuing of these audits was delayed by the financial
transformation as staffing assignments were shifted, audit priorities changed, and new staff was being trained to perform
the audits. Audits completed during the current state fiscal year have been issued approximately 100 days sooner than
the audits issued FYE June 30, 2010.

PDE’s federally-approved Audit Policy requires a performance audit for each for-profit CACFP sponsor receiving
$100,000 or more during the program year. When this policy was developed for federal FYE September 30, 2006, only
12 sponsors met this criterion. As mentioned in the finding, currently 33 sponsors meet the audit criteria. This number
has become unmanageable from an audit staffing standpoint. Effective for audits of federal FYE September 30, 2011,
the audit policy was changed. BOA will now perform a risk analysis of all sponsors receiving over $75,000 during the
federal fiscal year. Higher risk sponsors will be selected for audit. The number of audits will be determined by available
staff. This new audit policy has been approved by USDA.

Two-year audits are performed because they are more efficient and cost effective. However, they do result in a delay
from the beginning of the audit period to the issue date of the report. Audits for the period October 1, 2008 to
September 30, 2010 cannot begin until final reimbursement is made to the sponsor. The initial audits are scheduled to
begin around December 2010. However, audits are scheduled throughout the fiscal year. Therefore, some audits may
not begin until September 2011, almost three years from the start of the audit period. This is just the nature of our audit
work. This does not necessarily mean that instances of non-compliance go undetected. Each sponsor must undergo a
regulatory compliance review performed by PDE every two to three years.

Department of Education Response: The Pennsylvania Department of Education, Division of Food and Nutrition
(DFN) disagrees with this Audit Finding.

The Finding is not related to a lack of resources for For-Profit Subrecipients being audited properly. As identified in the
Criteria Section of the Finding, “State Agencies must establish audit policy for for-profit institutions.” Federal
regulations do not specify how many or the time cycle for these audits. A State Agency may choose to exceed
regulatory monitoring requirements. Policy until October 1, 2010, stated that For-Profit Institutions receiving over
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$100,000 annually in federal reimbursement would be audited annually on a two year cycle. According to the state
established policy, 28 audits were to be performed over a two year period based on the federal fiscal year (October 1
through September 30); 33 stated in Finding is based on the state fiscal year (July 1 through June 30). The subject of the
Finding should be regarding that the issuance of reports were delayed; the subject should not include issues regarding the
lack of resources for properly monitoring For-Profit Subrecipients. Furthermore, the timing of the audit reviews and the
release of the reports is not at the discretion of DFN. Regardless, the Condition of the Finding states, a delay in the
issuance of these reports “allowed potential unallowable costs and noncompliance to go undetected.” This is incorrect
because Administrative Reviews monitor for program compliance.

The DFN is currently investigating alternative Audit Policies for For-Profit Institutions. The Office of Budget, Bureau
of Audits (BOA) will be engaged in these discussions. However, since the State Agency is not required to exceed
Federal regulatory minimums and the US Department of Agriculture recommends that resources be used to ensure
compliance with State Agency responsibilities for managing the Child and Adult Care Food Program (CACFP), the State
Agency will not provide funding for a greater number of audits to be performed or adequate resources to perform these
additional responsibilities. We welcome BOA to conduct additional audits however they will not be at the expense of
CACFP. The DFN/CACFP will be dedicating resources to hire additional staff due to increased regulatory
requirements.

Auditors Conclusion: Based on the responses, there is no change to our conclusion that an overall internal control
weakness exists in audits of CACFP for-profit subrecipients, so our finding and recommendation remain as previously
stated. We will review any corrective action in the subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Internal Control Deficienciesin PDE Monitoring of CACFP Subrecipients
Federal Grant Numbers: 2007 1PA300305, 2008 1PA300305, and 2009 1PA300305

Condition: During our audit of the CACFP administered by PDE, we found internal control deficiencies in PDE’s on-
site-monitoring of its subrecipients. PDE does not approve corrective action plans submitted by subrecipients in a timely
manner. We also noted instances where errors made by the on-site monitors were not detected and corrected during the
Regional Supervisors’ reviews. Total subrecipient expenditures on the SEFA were $81.2 million out of total CACFP
expenditures of $81.8 million, or 99 percent.

PDE performs on-site monitoring of subrecipients to ensure compliance with program regulations. PDE uses
standardized monitoring reports to document their review of each subrecipient noting findings and areas for
improvement. Subrecipients must develop and submit a Corrective Action Plan (CAP) to address the deficiencies. PDE
reviews all CAPs submitted and evaluates them for adequacy. If the corrective action submitted is not sufficient or more
information is needed, PDE will contact the subrecipient and request additional information. Based on a 2008
Management Evaluation, USDA established 120 days as an appropriate period of time for PDE to approve CAPs and
close each administrative review.

We sampled 66 of PDE’s on-site reviews out of a population of about 340 reviews conducted during Program Year 2009
(October 2009 — September 2010) and found 13 instances (19.7 percent of our sample) where the subrecipient’s CAP
was not approved within the 120 day period. Of the 13, five CAP approvals exceeded the 120 day period by less than
one month, two CAP approvals exceeded the 120 day period by at least two months, two CAP approvals exceeded the
120 day period by at least four months, and four CAP approvals were not finalized as of the date of our testwork, or
April 2011, ranging from three months to over seven months past the 120 day period.

During our testing, we also found three instances where the on-site monitoring document contained errors that were not
detected by the Regional Supervisor. Two on-site monitoring documents contained questions that were incorrectly
marked as “not applicable” when the question was applicable. We found one instance where the subrecipient received
reimbursements of $111 in excess of supported program expenditures, yet the monitoring document inappropriately
noted that the subrecipient was maintaining a “non-profit status”. All of these instances should have been detected,
addressed, and corrected by the Regional Supervisor.

Criteriaz OMB A-133 Compliance Supplement Section M. (4-10.558-14) regarding subrecipient monitoring for
CACEFP states:

The administering agency is required to assess ingtitutional compliance by performing on-site reviews of independent
centers, sponsoring organizations of centers, and sponsoring organizations of day care homes, including reviews of new
organizations.

Federal Regulation 7 CFR 226.6(0) regarding child care standards for compliance states:

The State agency shall, when conducting administrative reviews of child care centers, and day care homes approved by
the Sate agency under paragraph (d)(3) of this section, determine compliance with the child care standards used to
establish eligihility, and the institution shall ensure that all violations are corrected and the Sate shall ensure that the
institution has corrected all violations. If violations are not corrected within the specified timeframe for corrective
action, the State agency must issue a notice of serious deficiency.

As a result of this monitoring issue being disclosed in USDA’s 2008 Management Evaluation, USDA agreed that PDE
should be permitted 120 days to receive, review and approve corrective action plans.
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Cause: According to PDE management, approval for CAPs can take a long time because it is PDE's policy to give
subrecipients three opportunities to provide requested information before seeking the next level of sanction. For
example, if the subrecipient does not submit the requested information by PDE’s deadline the subrecipient is asked to
submit the information again and the deadline is extended. In addition, Regional Supervisors have a heavy workload and
can take many months to review and approve CAPs submitted by the subrecipient.

Additionally, the heavy workloads caused Regional Supervisors to miss detecting errors made by the on-site monitors.

Based on our discussions with PDE management, it appears that on-site monitors and Regional Supervisors do not have
a clear understanding of the monitoring documents and review procedures which contributed to the monitoring issues
noted above.

Effect: When CAPs are not reviewed and approved timely, subrecipients may continue to operate in noncompliance
with program regulations.

Also, if Regional Supervisors do not detect and correct errors on the monitoring documents, on-site reviewers may
continue to perform inadequate monitoring, and allow non-compliance to go undetected. If the subrecipient is unaware
the non-compliance exists, they may not take the necessary actions to correct the issues; which allows the non-
compliance to continue.

Recommendation: We recommend PDE review its procedures for approving CAPs to ensure they are received,
reviewed and approved within the 120 day period prescribed by USDA.

Also, we recommend that PDE evaluate the procedures used by on-site monitors and Regional Supervisors to ensure
they have a complete understanding of the monitoring documents and that Regional Supervisors review is adequate to
detect and correct errors.

Agency Response: The Pennsylvania Department of Education, Division of Food and Nutrition (DFN) is in the process
of identifying a procedure that will address the finding and the auditors’ recommendations. However, the DFN would
like to clarify that although the Finding Cause states, “...that on-site monitors and Regional Supervisors do not have a
clear understanding of the monitoring documents and review procedures,” in actuality the three isolated instances noted
by the auditors were limited to one on-site monitor and the respective Regional Supervisor. This is not a systemic issue
across all reviews as indicated in the finding. Both individuals were relatively new and the instances have been resolved
accordingly.

Auditors Conclusion: We acknowledge PDE’s response, but we cannot conclude that the control deficiency
associated with the three exceptions in our sample of 66 on-site monitoring documents is isolated within CACFP. We
believe the potential impact is program-wide, and considered in the aggregate with the other weakness in on-site
subprogram monitoring over resolving CAPs, and the fact that subrecipient costs represent over 99 percent of the
CACFP program, is significant within PDE’s on-site monitoring function for CACFP and the program as a whole. Our
finding and recommendation, with the above clarifications, remain as previously stated and we will review PDE’s
corrective action in our subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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CFDA #10.561 — State Administrative Matching Grants for the Supplemental Nutrition
Assistance Program

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.714 — ARRA — Emergency Contingency Fund for TANF State Programs

Internal Control Weaknesses and Inadequate Support for Special Allowance Payments Result in Questioned
Costsof at Least $27,429 (A Similar Condition Was Noted in Prior Year Finding #09-26)

Federal Grant Numbers: 0902PATANF, 1002PATANF, 0901PATAN2, and 1001PATAN2

Condition: Within the TANF and Supplemental Nutrition Assistance Program (SNAP) Admin programs, DPW pays
participants special allowances for clothing, books/supplies, emergency shelter, transportation, equipment, automobile
related expenses, child care, etc. to assist the participant in their employment and training activities. Also, since DPW
transitioned the payment of most child care allowances to its Child Care Information Services (CCIS) subrecipients
under TANF and the CCDF Cluster (CFDA #93.575/93.596), only an insignificant amount of child care special
allowances are paid directly by DPW. We noted a total of $32.2 million in total federal and state-funded special
allowances posted to the statewide SAP System by DPW for SFYE June 30, 2010, which consisted of the following
amounts (in millions):

Special Allowance TANF SNAP Admin Total
Federal $13.1 $7.45 $20.55
State 4.2 7.45 11.65
Total $17.3 $14.9 $32.2

It should be noted that the state-funded totals above represent special allowances paid to meet federal TANF
Maintenance of Effort (MOE) requirements, and state matching requirements for SNAP. Special allowance payments
recorded on SAP post via interface from DPW’s agency-operated CIS system, where each individual special allowance
payment is originally recorded.

Authorization and approval of special allowance payments is maintained on DPW Standard Form PW-764,
Authorization/Instruction Sheet, which is approved and signed by CAO personnel or approved on-line. Documentation
such as sales receipts, verification of housing assistance, etc. should be maintained with the PW-764 to support the
allowability of each special allowance payment. Each special allowance payment, consisting of both the federal and
state MOE or match amounts, is posted to DPW’s CIS System as one combined total.

As part of our SFYE June 30, 2010 Single Audit, we followed-up on our prior-year finding on TANF and SNAP Admin
special allowance payments which was based on a separate 2009 audit report issued by other auditors (from the
Department of the Auditor General — Bureau of Departmental Audits) who performed separate compliance and internal
control testing which was similar to the federally-required testing in our Single Audit. That separate stand-alone audit
and related report, which we reviewed and utilized in our prior year Single Audit, tested TANF and FS Admin (now
SNAP Admin) special allowance payments for the period July 1, 2006 to December 31, 2007, and included follow-up
procedures performed and concluded on up through February 12, 2009. Our follow-up on the four significant findings
from the other prior year audit related to TANF and SNAP Admin special allowance payments in our current year Single
Audit disclosed the following:

1) DPW’sLax Oversight Promotes an Environment That is Conducive to Potential Fraud and Abuse of Special
Allowance Paymentsto Recipients by County Assistance Offices
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During prior years the other auditors reported that DPW’s special allowances were not based on the recipients’ actual
needs. In particular, DPW did not: 1) require recipients to provide receipts for what was actually purchased, or 2)
require recipients to pay special allowance funds back if they were not used for their intended purpose. Per the other
auditors, case workers who authorized special allowances did not question the adequacy of supporting documentation or
the reasonableness of the payment. The other auditors also raised concerns about potential fraud and abuse for the
following specific types of special allowances:

Automobile purchases (maximum $750) and repairs (maximum $400) with no supporting documentation found in
the client case files, excessive or unreasonable repair bills, or clients not purchasing or using the intended or
approved vehicles.

Books/Supplies (maximum $500 per semester) and Registration Fees (maximum $250) with no supporting
documentation found in the client case files, including two recipients whose special allowances for books/supplies
appeared excessive; also, management at one CAO tested was not aware of the $500 maximum limit on
books/supplies.

Equipment/Tool Purchases (maximum $2,000 per job) with no supporting documentation found in the client cast
files; also, multiple special allowance payments were made to two clients for equipment when one client no longer
had a need for the special allowance and the other client had enrolled in a new program without completing the first
program with no accountability for the unused or unneeded equipment.

Clothing Allowance (maximum $150 per activity) is automatically given when requested with no verification of
actual need or supporting documentation found in the case files; also, multiple clothing payments to two clients’
cases (11 and 8 payments, respectively) without properly documenting one allowance per activity. In October 2007,
DPW began a program called “PA Workwear” to eliminate the need for recipients (predominantly females) to
obtain clothing via purchases. DPW contracts and pays various vendors across the state to provide recipients with
necessary clothing. The other auditors noted the following weaknesses exist in this new program: DPW does not
reconcile the vendors’ monthly participant tracking forms to the referral forms provided by the CAOs; CAOs do not
maintain a copy of the referral forms, or require the referral form to be maintained in the recipients’ case files; and
CAOs do not maintain or compile a log of approved referrals.

Instances of potential fraud related to beauty school tools and supplies, and child care expenses, along with potential
fraud, abuse, or duplicate payments involving similar special allowances issued by L&I’s employment and training
contractors that DPW CAO caseworkers are not made aware of.

In our current year, during August of 2009, as a result of our prior audit findings, DPW issued Operations
Memorandums and policy changes to strengthen the verification process, including requirements that:

Individuals requesting special allowances for supportive services must verify that the item or service is required by
the employer or training provider in order for the individual to participate, and the CAO caseworker must complete
a Special Allowance (SPAL) Verification Form to document the need for the item or service.

A receipt verifying that the special allowance was used for its intended purpose must be provided by the individual
within 14 days of receiving the benefit. If a receipt is not received within 14 days, then the CAO must recoup
special allowance payment.

In order to test the functioning of the new controls established by DPW, DPW’s Bureau of Financial Operations (BFO)
set up a series of internal audits of CAO and contracted Employment Advancement and Retention Network (EARN)
centers special allowance issuances during the period October 1, 2009 to December 31, 2009. As of May 2011, four
internal audits were issued covering various CAOs, and audit results were as follows:
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e The audit of Lancaster County CAO disclosed that the SPAL Verification Form was not used in 88 percent of the
items sampled, receipts were not available for 79 percent of the items sampled and overpayments to clients were not
received timely and were not received at all, 111 of 172 sampled items were missing receipts from the client with 54
overpayments being unresolved.

e The audit of Area 1 CAOs in Philadelphia contained eight findings including: 48 of 135 sampled items were
missing the SPAL Verification Form, 81 percent were missing receipts, overpayments took over 200 days to process
and an additional 14 overpayments were not processed, 18 percent of SPALs tested were issued in error, 15 SPALs
issued exceeded dollar limits set by DPW resulting in overpayments of $7,415, and duplicate SPALs were issued to
six clients and 10 education/training payments were issued to one client in one month totaling $6,822.

e  The audit of eight CAOs within Area 2 disclosed that the need for a SPAL was not documented in 16 of 135 cases
and costs estimates were not available for 15 cases, a SPAL Verification Form was not completed for 24 percent of
cases tested, receipts were not available for 48 of 135 cases and overpayments were not processed for those 48
cases, and for 6 cases the documentation did not support the need for the SPAL and 2 SPALs were issued in error.

e The audit of 20 CAOs within Area 6 disclosed that 26 of 32 overpayments were unresolved and 15 percent of the
costs of all SPALs sampled were overpayments. Further, BFO stated that the DPW SPAL guidelines are complex,
require frequent clarifications, and are subject to misinterpretation.

Also, a BFO internal audit of special allowances issued by a contracted EARN center, which is a subrecipient of one of
L&I’s LWIAs, in Philadelphia disclosed the following: 7 of 79 SPALs tested were issued for amounts in excess of
guidelines, 10 were issued for unallowable items, nine checks written for SPALs were not picked up by clients for up to
six months with no follow up as to why the checks were not used, nine cases did not contain adequate documentation
and 10 did not use the SPAL Verification Form. Also, an additional BFO audit of special allowances issued by a
contracted EARN center in Berks County for the period January 1, 2010 to March 31, 2010 disclosed that the EARN
center had difficulties determining how many SPALs were issued which limited the scope of the BFO audit. Further, the
audit disclosed that the EARN center was issuing gift and gas cards without following procedures and did not have
monitoring procedures for client eligibility, appropriateness of payments and fiscal accountability and did not have
access to the DPW CIS system to determine if the CAO already issued a SPAL to a client for the same item or service,
which increases the risk of duplicate payments.

As a result of our review of the six issued BFO audit reports mentioned above (four reports for DPW’s CAOs and two
reports for L&I’s EARN centers), we determined that unallowable special allowance payments of at least $27,429 were
identified by BFO’s internal auditors during our current year and are, therefore, questioned. Two BFO audit reports for
Lancaster CAO and Area 2 CAOs did not include specific dollars for the exceptions listed in their reports, so we could
only report questioned costs for four of the six BFO reports issued for our current audit period. As a result, for these two
CAO audits, questioned costs clearly exist but cannot be determined in our Single Audit. Furthermore, BFO did not
indicate which federal program their exceptions related to (TANF or SNAP), nor could we ascertain if the exceptions
related to federal dollars, state match dollars for SNAP, or MOE dollars for TANF. As a result, the actual questioned
costs related to the TANF and SNAP programs from BFO’s six audits could not be determined.

2) Weaknesses Found in DPW'’s Accounting, Processing, and Controlling of EBT Cards Used to Purchase
Special Allowance Itemsand Withdraw Cash From ATM Machines

During prior years the other auditors reported inadequate accountability over EBT cards between receipt of blank cards
at the CAOs and distribution to recipients, including: inadequate physical security over blank cards; lack of card
accountability and inadequate card inventory; EBT cards activated but not immediately distributed; recipients not
required to show photo ID to pick up EBT cards; damaged cards not destroyed timely and card destruction is not
verified; reconciliation of daily card usage is not documented; lack of standard written procedures over EBT cards. Also
reported were inadequate segregation of duties in the CAOs over data entering of EBT special allowances,
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printing/activation of EBT cards, and pinning of EBT cards, along with inadequate monitoring and resolution at the
CAOs of excessive EBT card usage by recipients who, in certain noted cases, have received over 90 EBT cards per
individual (with some referrals to the OIG for investigation).

DPW indicated that an Operations Memorandum was issued on May 13, 2010 to the County Assistance Offices (CAOs)
by OIM’s Bureau of Operations to provide guidance and direction regarding EBT Security to include system access,
card inventory and card issuance. This directive sets forth standard operating procedures for the accountability,
distribution and destruction of EBT cards. However, based on internal audit testing performed by OB-BOA weaknesses
over EBT card security still exist. BOA testing disclosed that not all EBT clients tested were able to be traced from the
EBT card issuance log to a PW 764 form in four out of six CAO's visited. Twenty-six clients were selected at each CAO
(156 total) and only 98 (or 63 percent) PW 764 forms were provided. The number of EBT card makers at one selected
CAO exceeded the approved number of card makers. The CAO was found to have 11 personnel with the ability to make
EBT cards; however, the CAO was only approved to have a total of nine card makers. There was no formalized training
for EBT administrative users with access to administrative terminals and PIN-selection terminals during BOA’s audit
period from July 1, 2009 through April 8, 2010, at which time the new e-Learning program was implemented. DPW
does not have a process for monitoring available EBT reports to detect potential fraud. Also, in another finding we noted
exceptions such as lack of maintenance of logs, lack of security of logs, excess personnel authorized to grant PIN
numbers, visibility/accessibility of client-sensitive data, and lack of a witness during destruction of logs and/or EBT
cards.

Finally, the other auditors in the Department of Auditor General were denied access by DPW to an EBT card data file in
another audit engagement of recipient activity and information that includes the SFYE June 30, 2010 period, and as a
result the other auditors could not perform any testing of EBT card transactions which might have detected additional
weaknesses and misuse, fraud, waste or abuse related to special allowance and TANF ARRA EBT transactions.
Because this access was denied, we could not determine the total dollars for EBT special allowances issued in the
current year, and as a result, an additional undetermined amount of special allowance costs are questioned.

3) Significant Systemic Management Control Weaknesses Exist Throughout DPW'’s County Assistance Offices

The other auditors reported four significant systemic control weaknesses that affected special allowances processed at all
the CAOs as follows:

e Lack of adequate case file documentation, as indicated above.

e Lack of adequate supervisory review and oversight: Not approving special allowances paid via EBT cards, not
verifying accuracy of data entry, not identifying errors regarding exceeding policy maximums, no routine special
allowance monitoring by caseworker supervisors.

e  Weaknesses over recurring special allowance payments (e.g., monthly bus passes), including no supervisor review,
no separate tracking on CIS, and inadequate monitoring to justify continuance.

e Insufficient written policies and procedures established related to authorizing special allowances at the CAOs cause
inconsistencies in applying and interpreting DPW’s policies.

As mentioned above DPW issued Operations Memorandums and policy changes to strengthen the verification process;
however, internal audits by DPW, BFO disclosed that CAOs did not adequately implement controls and DPW SPAL
guidelines are complex, require frequent clarifications, and are subject to misinterpretation.

4) DPW’sDivision of Quality Control (QC) Failed to Adequately Monitor Special Allowance Payments

The other auditors reported multiple deficiencies in prior years within DPW QC’s monthly internal review and

monitoring of special allowance payments, including: an inadequate sample selection process that fails to include
non-TANF recipients such as SNAP-only cases, fails to ensure minimum sampling coverage for special allowance
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selected for review, and fails to target special allowance payments that appear questionable; inadequate review
procedures that do not verify that the need was valid and sufficiently documented, amount was appropriate, and the
request was properly authorized, approved, and posted to CIS; untimely supervisory review and reporting of monthly
results by QC staff, with a backlog of four months; DPW does not routinely prepare and disseminate a report
summarizing the results of QC’s monthly special allowance reviews for evaluation and decision-making purposes. In
response to our prior audit findings, DPW management stated that numerous improvements in its Division of Quality
Control functions were implemented, including forming a Special Allowance Corrective Action Committee (or SPARC)
to help resolve system weaknesses. However, when we asked DPW for any documentation to support the SPARC’s QC
activities, such as SPARC reports or SPARC meeting minutes or other documents to support implementation, no
documentation could be provided to support SPARC’s QC improvements during our current audit period ended June 30,
2010.

It should also be noted that special allowance payments were paid to TANF and SNAP participants by employment and
training (E&T) entities under contract with the 23 Local Workforce Investment Act (LWIA) subrecipients that DPW
funds through another state agency, the Pennsylvania Department of Labor and Industry (L&I). The 23 LWIA
subrecipients were paid $136.7 million ($89.8 Federal and $46.9 State) and $5.7 million ($3.0 Federal and $2.7 State) in
total TANF and SNAP Admin funding, respectively, through L&I during SFYE June 30, 2010; however, the
Commonwealth (DPW and L&I) did not break out and record on SAP or CIS how much of the $136.7 and $5.7 million
totals was for special allowance payments to TANF and SNAP participants. While the Commonwealth performed on-
site monitoring of LWIAs during SFYE June 30, 2010 such monitoring did not include testing of special allowances
issued by LWIAs. Also, two E&T contractors in Philadelphia were referred to the PA Attorney General for fraud related
to prior year inappropriate E&T expenditures which may have included special allowance expenditures.

Criteria: 45 CFR Part 92.20(b)(2) states:

Accounting records. Grantees and subgrantees must maintain records which adequately identify the source and
application of funds provided for financially-assisted activities.

In addition, 45 CFR Part 92.42(b)(1) states:
(b) Length of retention period. (1) Except as otherwise provided, records must be retained for three years. . .

To carry out a program’s objectives and ensure compliance, management must develop policies and procedures and a
system of controls for ensuring that the program functions efficiently and effectively. Sufficient documentation must be
maintained in the case file in order to support or account for the payment, as well as the decision to authorize and
approve the payment. Adequate checks and balances, such as obtaining receipts when payments are authorized based on
estimates, reconciliations, supervisory review, and monitoring techniques, must be included in management’s policies
and controls to provide a level of assurance that fraud, waste, and abuse are not occurring or are detected and to ensure
that the program is functioning as designed

According to DPW’s Supplemental Handbook Section 810.1, DPW is required by Federal regulations to maintain
procedures for providing security, accuracy, and accountability of controlled documents, such as EBT cards.

According to the other auditor’s report:

As part of administering special allowance payments, a strong system of management controls, including sufficient
policies, written procedures, and adequate supervisory oversight, must exist to ensure that the CAOs issue special
allowances that are necessary and appropriate to recipients who are eligible and participating in training or work
activities.

DPW’s special allowances monitoring procedures should provide reasonable assurance that only eligible recipients who
have a valid need for a specific item or service relating to their employment or training activity are receiving the

166



COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10— 30: (continued)

appropriate amount of funds within the established timeframes. Sampling is an effective monitoring tool that can
produce reliable results while saving resources and time. However, sampling methods must be properly designed to
ensure the reliability and representation of the monitoring results. Additionally, data analysis should be used to monitor
special allowance payments to assess whether any patterns or trends of suspicious, questionable, or abusive transactions
are occurring. If the data analysis reveals a concern, QC should request and review the appropriate information to
determine if the condition is valid and to assess the magnitude of the issue. Furthermore, timely review, compilation,
and distribution of the monitoring results are critical to ensure that inappropriate conditions are identified and corrective
actions taken to maximize program efficiency and effectiveness.

OMB Circular A-133, Audits of States, Local Governments, and Non-Profit Organizations, in Section .510 states in
part:

(a) Audit findings reported. The auditor shall report the following as audit findings in a schedule of findings and
guestioned costs:

(3) Known questioned costs which are greater than $10,000 for a type of compliance requirement for a major
program. Known questioned costs are those specifically identified by the auditor. In evaluating the effect of
guestioned costs on the opinion on compliance, the auditor considers the best estimate of total costs questioned
(likely questioned costs), not just the questioned costs specifically identified (known questioned costs). The
auditor shall also report known questioned costs when likely questioned costs are greater than $10,000 for a
type of compliance requirement for a major program.

Cause:  As noted in prior year audits, management’s emphasis is in getting the special allowances processed timely
rather than clearly determining whether the payment should be made in the first place. While DPW management had
issued new Operations Memorandums and policy changes to strengthen the verification process BFO audits have
demonstrated controls over the issuance of special allowances were not functioning during SFYE June 30, 2010.

Regarding the oversight with respect to the safeguarding and accountability of EBT cards DPW management did not
issue new Operations Memorandum on EBT card accountability until mid-May of 2010, as a result many of the
weaknesses noted in the prior year were not corrected during SFYE June 30, 2010.

According to management, the documents that the auditors were unable to find in the recipients’ case files for their
selected special allowance payments existed but could not be located. Management stated that having an efficient filing
system for the enormous volume of paperwork generated has been a problem for a long time. Management indicated
this problem will be resolved with the implementation of a new eCIS system during 2009-10. However, as BFO audits
have disclosed many documents were not obtained or were not completed during SFYE June 30, 2010.

Management previously acknowledged that written standard operating procedures for authorizing and processing special
allowance payments do not exist for each CAO. CAOs rely on program policies that outline recipient eligibility and
program parameters in DPW’s Cash Assistance Handbook and Food Stamp Handbook. However, these handbooks do
not provide daily operational procedures such as document flow and supervision review requirements to ensure that
special allowances are appropriately and accurately processed. While management indicated they issued Operations
Memorandums and policy changes to strengthen the special allowance verification process, as noted above, BFO stated
that the DPW SPAL guidelines are complex, require frequent clarifications, and are subject to misinterpretation.

According to DPW’s QC management, due to a court decision regarding the timeliness of DPW issuing special
allowance payments to a TANF recipient, DPW management made it a priority for QC to monitor the timeliness of
special allowance issuances to TANF recipients. QC management indicated that CAO management has the
responsibility to monitor special allowances at a more detailed level.

Effect: While DPW’s management started to issue new policies and procedures in an effort to implement management

controls during SFYE June 30, 2010, BFO internal audits disclosed that a significant percentage of recipients are
receiving special allowance payments that they do not need or are not eligible for, which is a violation of federal
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regulations and indicate potentially abusive and fraudulent activity, which negatively affects the integrity of the program,
as well as of the program’s management. Further, there is limited assurance that special allowances have been
appropriately authorized and approved, and have been spent for their intended purpose in accordance with regulations.

Additionally, DPW’s failure to record documentation related to special allowances issued by E&T contractors on SAP or
CIS resulted in DPW and auditors not being able to determine if potential abuse of duplicate payments was occurring
between the CAOs and E&T contractors.

Failing to properly control and secure EBT cards and impose proper segregation of duties increases the risk that EBT
cards could be stolen, and potentially fraudulent special allowance payments or other fraudulent card activity may exist.
In fact, DPW has acknowledged that potentially fraudulent employee activity has been detected in Philadelphia related to
circumventing and taking advantage of weak EBT and special allowance controls during a prior audit. DPW
management indicated that these cases were forwarded to the Office of Inspector General. Further, the BFO audit of the
Philadelphia CAO during SFYE June 30, 2010 that sampled 135 SPAL payments disclosed duplicate SPALs were issued
to 6 clients and 10 education/training payments were issued to one client in one month totaling $6,822. Additionally,
failing to provide requested EBT card data file documentation to the auditors reduced their ability to conduct a complete
audit.

As a result, we noted at least $27,429 in questioned costs for inappropriate and undocumented special allowance
payments made by DPW CAOs during SFYE June 30, 2010 in the TANF and SNAP programs. There may also be an
undetermined amount of additional questioned costs for special allowances administered and paid out by L&I’s
subrecipient LWIAs.

Recommendation: We recommend that DPW pursue appropriate settlement with federal awarding agencies for the
$27,429 in unallowable and questioned costs, plus any additional questioned costs that cannot be determined by us, from
the BFO audits that were charged to TANF and SNAP Admin funds in our current year under audit. In addition, DPW
should establish a system of strengthened internal controls over their case file documentation to support allowability and
establish effective record retention procedures to ensure that adequate documentation is obtained and maintained on file
to support TANF and SNAP Admin special allowance payments, including receipts. DPW’s strengthened procedures
should address the following:

e Provide proactive leadership, risk assessment evaluations, policies, procedures and training to CAOs to ensure that
the CAOs are effectively operating the program, including monitoring special allowances issued by employment
and training contractors to avoid duplication;

e Provide specific direction and sufficient oversight with respect to all aspects of EBT cards, including maintaining
adequate inventory and issuance records, securing cards in locked safes or storage areas, prohibiting card printing
when recipients are not on location, prohibiting clerks that are card makers from entering special allowances data,
requiring CAOs to develop and implement standard operating procedures for detailed daily operations for the
accountability, distribution, and destruction of EBT cards, adequately monitor and resolve inappropriate activity of
EBT card usage by recipients, and cooperate fully with government audits and provide the auditors with all
requested information in a timely manner;

e Ensure that CAO supervisors approve all special allowance payments and verify that they are accurately data-
entered, supported with appropriate documentation, and ensure that policies are sufficiently written to eliminate
their inconsistent application by CAOs; and

e Require its QC to develop and implement an effective special allowance sampling methodology to include cases that

appear to be suspicious, questionable, or abusive, based on data analysis and to develop and implement review
procedures to verify that the special allowance payments were valid, appropriate, and properly authorized.
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Agency Response:

1) DPW'’s Lax Oversight Promotes an Environment That is Conducive to Potential Fraud and Abuse of Special
Allowance Paymentsto Recipients by County Assistance Offices.

In response to the Special Performance Audit of the Special Allowance (SPAL) Program published by the Auditor
General (AG) in August 2009, the Department of Public Welfare’s (DPW) Deputy Secretary for the Office of Income
Maintenance (OIM) requested the Bureau of Financial Operations (BFO), Division of Audit and Review (DAR),
perform a series of state-wide audits of SPALs for supportive payments processed through the County Assistance
Offices (CAOs). Separate audits were requested to be performed for each of the six DPW Operational areas. The goal of
the audits was to gain an under standing, and examine the application, of the policies and procedures used at the
CAOsto process SPALs.

In addition, DPW requested DAR perform several audits of the contracted Employment Advancement and Retention
Network (EARN) centers that issue SPAL payments. These audits were primarily directed to assess the centers
compliance with the DPW Bureau of Employment and Training Programs (BETP) Master and Program
Guidelinesrelated to theissuances of SPALS.

Audits have been issued for CAOs in five operating areas and several EARN centers. As a result of the CAO audits,

OIM has taken actions to strengthen policies and procedures to increase controls and eliminate waste, such as:

e Additional training to clarify the need and requirement of the SPAL verification form.

e A review of changes in the Operations Memorandum-Employment & Training, OPS090801 for processing
overpayments in cases where clients failed to provide receipts for SPALs that were issued by the CAO.

e A review of the policy for recovering over-payments as detailed in the OIM Supplemental Handbook, Chapter 910-
Overpayment and Recovery.

e A review of the limits and coding for SPALs.

e Requiring supervisors and managers to review special allowance requests using a checklist to ensure SPALs are
verified and documented prior to issuance.

e  Operations Memorandum-Employment & Training OPS110504 was issued on May 19, 2011. The Memorandum
discontinues the issuances of SPALs to SNAP only participants for Operator Fees, Vehicle Purchase, Personal
Computers, Relocation Expenses, Union Dues and Professional Fees, and Vehicle Insurance by CAOs and E&T
contractors. The policy became effective May 23, 2011.

To address contractor issues with SPALs at the EARN centers, BETP will issue revised Master and Program Guidelines
for the period July 1, 2011 through June 30, 2012. The anticipated release date for the Guidelines is July 2011.

As a result of these audits, several EARN centers and a Commonwealth employee are under investigation. Where
applicable, DPW will recover funds identified by these audits.

DPW has implemented several policy and procedural changes to strengthen the administration and improve the integrity

of special allowance payments:

e The Master Guidelines that govern contractor issuances of supportive services were refined and simplified in order
for contracted services providers to more easily interpret and understand the necessary steps to increase the integrity
of their supportive services payments in coordination with CAO special allowances. The Master Guidelines and
contractor training addressed the following issues:

» Contractors cannot pay for the supportive service authorized by the CAO even if the client needs it prior to its
receipt. The contractor must work with CAO to resolve any supportive service conflicts with CAO before
authorizing an issuance to the client.

» Supportive services must be paid to the client in advance of the need. If the client has the resources to cover the
cost up front, then generally, they do not meet the eligibility criteria for “need”.
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» Contractors cannot give clients a set amount in anticipation of the mileage requirement. If anticipated mileage
is exceeded, policy allows for reimbursement of the additional amount since the need was unforeseen
(appropriate when the client has to borrow, use credit card, etc. for the unexpected need). If mileage does not
achieve the anticipated amount, then the CAO proceeds with an overpayment for the mileage paid that that was
not verified.

» Verification Form:

o Contractors issuing the supportive services must have a completed verification form within the case record.

o Use collateral contacts to verify the requirement and, whenever necessary, to ensure payment is made in
advance of the date it is required by the provider of the service or item.

o Assist the client in obtaining the verification, when necessary.

o Contractors will begin over-payment and collection processes if a client fails to document proper use of the
supportive services.

» Contractors are required to data enter supportive services into the Comprehensive Workforce Development
System (CWDS) as outlined in CWDS training and in the CWDS manual.

» Contractors must establish a written special allowance management plan that addresses how they will assist
CAOs to ensure compliance with CAO SPAL issuance requirements:

o The completed plan must be submitted annually by the CAO to the Bureau of Operations area manager and
by the contractor to BETP. For contractors, the plan is due as part of the annual budget submission
process.

o Contractors serving more than one CAO may have multiple CAOs sign off on its plan. However, if the
coordination procedures are different across counties, then a Special Allowance Management Plan must be
separately submitted for each.

To ensure that contractors are adhering to the supportive services and special allowance procedures, a new effort is
underway to integrate monitoring and technical assistance. The intent of this effort is to ensure that contractor
management staff is taking an active role in overseeing compliance with special allowance and supportive services
requirements. Self-monitoring guides focus on this area of program operation and are sent to contractors for
completion throughout the course of the year. The completed guides will be submitted to the DPW/BETP’s
monitoring and technical assistance staff for review.

Subsequently, as part of intensive, ongoing monitoring efforts, BETP staff will confirm that assessments made
during contractor self-monitoring were accurate and that aggressive steps were taken to correct problems uncovered.
They may also target additional areas of program operations for review.

This two-pronged strategy will ensure that contractors are honestly evaluating themselves and are taking actions
when deficiencies are found, prior to their annual, detailed monitoring by the Bureau.

e November 2006 - initiated child care unification; CAOs no longer issue child care payments to individuals;
payments are made by CCIS agencies directly to child care providers.

e  October 2007 — began implementation of PA WORKWEAR (PAWW) which is now operational in 65 counties. In
these counties, CAOs no longer issue special allowance payments for work/training clothing to individuals; instead,
the participant is referred to PAWW which assists in selecting and providing appropriate work/training attire.

o Each PAWW provider keeps an in-house spreadsheet called a “Client Referral Tracking List” to record
every referral received by the CAO and E&T contactor. This list also tracks client appointments, the show
rate, and how follow-up with the individual who did not show was made

o PAWW providers are required to attend Local Management Committee meetings at least quarterly to report

the number of individuals referred and served. Policy is being revised to ensure that PAWW providers
proactively reconcile their tracking list with CAO offices monthly.
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e January 2008 — eliminate issuance of recurring special allowances for transportation; CAOs verify participation and
issue a monthly allowance only if the individual is participating as required.

e June 2008 - in non-PAWW counties, participants must present proof of need and proof of purchase for
work/training appropriate clothing. This resulted in a 38 percent reduction in CAO-issued clothing special
allowances in non-PAWW counties.

e August 2008 - implemented system changes to improve accuracy in coding and tracking special allowances;
updated and consolidated special allowance policies and guidance for CAOs.

e September 2008 - issued policy clarifications that a special allowance cannot be issued for a second vehicle in the
household, and that CAOS are to issue restricted endorsement checks for books and supplies.

Revised special allowance regulations were promulgated in November 2010, with a July 2011 implementation date, that

will significantly improve accountability and integrity. Examples of key changes:

e  Assures that policy is clear that only items actually needed for job or training are purchased by replacing the word
“needed’ with the word “required” throughout the package.

e Assures that special allowances are issued only for actual costs by eliminating set amounts and allowing payment
only for actual cost.

e Reduces instances of multiple purchases by changing frequency from “as required’ to a limited amount within a 12
month period (in the case of vehicles it has been limited to once in a lifetime).

e Establishes recoupment of payments from recipients if payments are not used for the intended purpose or where
other instances of fraudulent activity are found.

2) Weaknesses Found in the Accounting, Processing, and Controlling of EBT Cards Used to Purchase |tems and
Withdraw Cash from ATM Machines.

DPW recognizes that Electronic Benefits (EBT) cards are controlled documents that must be secured. EBT cards are
governed by procedures that have been promulgated to ensure compliance with Federal Regulation 7CFR274.12(i)(3)
and 277.18(p)(2)(E) regarding EBT System Security. Adherence to these procedures is mandatory. An Operations
Memorandum was issued on May 13, 2010 to the CAOs by OIM’s Bureau of Operations to provide guidance and
direction regarding EBT Security to include system access, card inventory and card issuance. This directive sets forth
standard operating procedures for the accountability, distribution and destruction of EBT cards. E-Learning training and
detailed guidance is provided around maintaining inventory records, performing weekly physical inventories, securing
cards in a locked location, and prohibiting the printing of cards without the client present in the office.

The Bureau of Program Evaluation (BPE) conducts announced or unannounced on-site reviews to comply with the EBT
security procedures. The Division of Quality Control (DQC) conducts pre-arranged on-site EBT reviews in conjunction
with the monthly QC random sample SNAP eligibility client interviews completed by QC in the CAO offices.
Additionally, staff from BPE makes random unannounced visits as part of other on-site reviews. The review is
conducted by office observation and staff interview.

If any deficiencies are noted in the EBT review, the CAO receives an EBT Review Findings Memo. Findings are
discussed and finalized at the Error Review Committee Meetings and CAOs are requested to provide a Corrective Action
response to the Area Manager with a copy of the plan to the Division of Corrective Action (DCA) for all final findings.
BPE staff is responsible for the monitoring of the CAO implementation of the Corrective Action Plan (CAP). BPE
assigns and tracks the reviews to ensure all CAOs are visited for an EBT review once every year.

DPW is strengthening its monitoring of EBT transactions by creating an EBT Fraud and Abuse Analyst position to

analyze internal and external vendor data to identify patterns and trends to help identify potential fraudulent and abusive
activity.
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This finding claimed several internal control weaknesses surrounding EBT card security at some CAOs. Follow-up
visits by the auditors indicated that many of the claimed weaknesses were addressed and this would not be repeated as a
finding in 2010/11.

The AG did make a request for client/merchant/retailer information under an EBT Special Performance Audit which
covered the period July 1, 2007 through the end of their field work. And DPW is currently awaiting a response from the
Federal Government on the legality of providing merchant/retailer information before proceeding with this request. But
the AG did not request thisinformation as part of the 2009/10 Single Audit.

3) Significant Systemic M anagement Control Weaknesses Exist Throughout County Assistance Offices.

As noted previously, Operations Memorandum 09-08-01 Special Allowances for Supportive Services — Policies and

Procedures was issued August 5, 2009 and updated July 19, 2010. This memorandum was issued to reinforce policy

and procedures for special allowances to ensure program integrity:

e A full review of the current special allowance policy was conducted in every CAO with all Income Maintenance
Caseworker (IMCW) staff.

e Emphasis of the client’s responsibility to demonstrate the requirement for the special allowance was re-emphasized
throughout the organization.

e In order to document the requirement of the special allowance, a Self-Reliance Check List was developed for
completion by the IMCW with the client.

e FEach CAO was required to establish a written special allowance management plan that complied with current policy
and provide a copy to the Bureau of Employment Training (BETP).

e  Recurring special allowances for supportive services are no longer available for use.

To further strengthen the verification process, the following requirements have been established:

e Individuals requesting special allowances for supportive services must verify that the item or service is required by
the employer or training provider in order for the individual to participate.

e A receipt verifying that the special allowance was used for its intended purpose must be provided by the individual
within 14 days of receiving the benefit.

DPW has taken the initiative to expand and improve the scanning and imaging of case file information including
required verification. This will assist in ensuring that documents to justify special allowances are available.

BETP has updated policy and procedures in recent memoranda and is currently in the process of statewide CAO training
to ensure understanding and compliance with updates.

OIM’s Bureau of Program Evaluation (BPE), Division of Corrective Action (DCA) continues to conduct SPAL reviews.
If any deficiency is noted in the review, the CAO receives a SPAL Review Finding Memo. Findings are discussed and
finalized at the Error Review Committee meetings held weekly. CAOs are required to provide a Corrective Action
response to DCA.

The CAO is the primary source for special allowances, while contractor supportive services are used to supplement
rather than duplicate CAO special allowances. This policy limits the opportunity for duplicate issuances and fraud. Also,
the Master Guidelines direct contractors to meet regularly with CAO staff to discuss special allowances and other client
program needs.

In order to reduce duplicative issuances, recent special allowance policy refinements direct CAOs to verify the type of
contractor supportive services that have been issued to clients prior to approving special allowances.
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4) DPW'’sDivision of Qualify Control (QC) Failed to Adeguately M onitor Special Allowance Payments

The Bureau of Program Evaluation (BPE) is responsible for monitoring payment accuracy for benefit programs,
including SPALS. BPE conducts two separate SPAL reviews: a monthly review of all SPALs contained in cases
selected in the TANF and SNAP eligibility random samples by the Division of Quality Control (DQC), and a special
monthly targeted review by the Division of Corrective Action (DCA) of 50 TANF and 50 SNAP cases and all of the
SPAL issuances that were authorized for those cases in the sample month. Allowances reviewable by BPE include
allowances for supportive services that were issued by the CAO to the TANF or SNAP recipient.

During the period July 2009 through June 2010, a total of 604 TANF cases and 572 SNAP cases were reviewed by BPE,
which totaled well over 1,000 individual SPAL issuances statewide.

Staff in three BPE areas are responsible to complete Special Allowance Reviews as part of their regularly assigned work.

The following 11 factors are part of each SPAL review completed by BPE staff:

e  Determine if accurate data entry and coding of SPAL authorizations are entered into the Client information System

(CIS).

Determine if appropriate and adequate documentation of expenses are obtained prior to SPAL authorizations.

Determine if the need and requirement for SPALs are being adequately verified.

Determine if all required supervisory or management approvals are obtained for SPAL authorizations.

Determine if the amount of the SPAL issuances are reasonable, accurate, and within allowable limits and

timeframes.

Determine if all required authorization forms are completed and notifications issued regarding SPAL authorizations.

Determine if there is adequate recording of SPAL authorizations in the case record narratives.

Determine if work participation activity is occurring during the period of the SPAL authorizations.

Determine if the SPAL authorizations are spent for their intended purpose and if the actual expenditures equaled the

amounts of the SPAL authorizations.

e  Determine if the SPALS are returned or overpayments filed when it is discovered that the SPALS were not used for
their intended purpose and when expenditures were not verified.

e Determine if duplicate SPALs (i.e. SPALs for supportive services) are being issued by E&T contractors for the
same purpose as the CAO SPAL authorizations.

DQC began a SPAL review in May 2009. The review encompasses special allowances paid to recipients of TANF and
SNAP benefits and the reviews are conducted in accordance with State and Federal policies, procedures and deadlines.
QC reviews all SPALs contained in cases selected in the TANF and SNAP eligibility random samples that were issued
in the review month, as well as the prior and following months. QC selects a random sample representative of the
recipient population so that results can be extrapolated. Targeting QC’s focus would create bias in the results. A
questionable SPAL payment is considered a payment error and a findings memo is issued to the CAO and the
appropriate Area Manager.

For the period July 2009 through June 2010, QC selected a random sample of TANF cases, resulting in the review of
133 TANF cases with 182 issuances from each of the six Office of Income Maintenance Operational Areas. Findings
memos were sent to the CAO, Executive Director and Area Manager. BPE will begin issuing a comprehensive quarterly
report beginning in September 2011 to the CAOs, Area Managers and OIM Executive Management.

Since July 2009, DCA has conducted a monthly targeted review of SPAL payments in individual counties/districts.
Each month, 50 SNAP and 50 TANF cases with a SPAL payment are selected for review, and all issuances are reviewed
for the sample month. For the period July 2009 through June 2010, 471 TANF and 572 SNAP cases were sampled with
over 1,000 payments reviewed. SPAL findings are reported to the CAO and appropriate Area Manager.

The findings discovered during the DQC and DCA reviews are discussed at the Special Allowance Review Committee

(SPARC). SPARC meetings are led by BPE and are held as needed based on the volume of errors. The purpose of
SPARC is to increase communication with all internal stakeholders. The group discusses SPAL error findings and

173



COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2010

Finding 10— 30: (continued)

causal factors with Headquarters Operations Staff including Staff Development, CAO Executive Directors and
management staff via conference phone, Bureau of Policy, Bureau of Program Support’s Division of Automated
Planning and Support, and Bureau of Employment and Training. Appropriate SPARC members address training, policy
and procedure, and systems issues. The presence of these participants facilitates the development of “Best Practices”
which can be used statewide as strategies to increase the accuracy of special allowances issued. A compilation of all
SPARC findings is put into an easily readable format and included with reports currently posted for ease of analysis by
CAOs and Headquarters Bureaus and units. BPE issues SPAL Reports to the CAOs and their respective Area Managers
upon completion of a SPAL Review; however aggregate reports are not issued statewide or by area.

For every error found during either a DQC or DCA review, the CAO is required to develop and submit an Error
Prevention Plan (EPP) to DCA. The SPAL EPP requires the CAO to identify the data sources used to determine the
magnitude of the deficiencies; describe the activity they will take to resolve the deficiencies; the steps, timeframes, and
persons responsible for implementing their plan; and how those items will be monitored by their office. DCA monitors
compliance with the EPP at thirty days to determine if any required overpayments have been processed, as well as at six
and twelve months to determine if changes are needed to the EPP to improve SPAL accuracy.

Listed below are examples of corrective actions CAOs have implemented:

Development of internal SPAL checklists

Development of internal SPAL narrative templates

Use of in-house SPAL tracking databases

Use of SPAL form packets

Implementation of internal SPAL procedures clearly defining for staff the SPAL issuance process
Supervisory monitoring of SPAL issuances and follow up

Training to review proper narration, completion of CIS screens and SPAL policy

Use of additional work items created on eCIS Workload Dashboard to track SPAL receipts

All SPALs issued by contractors are monitored by the Bureau of Employment and Training.

OIM believes that the multi-faceted review strategy and Error Prevention Action activities outlined above will result in
improved SPAL accuracy.

Auditors Conclusion: We recognize and acknowledge DPW’s continuing efforts to correct the prior-year weaknesses
and improve its internal controls over special allowance payments. However, based on our current-year test results and
the agency response, the internal control weaknesses and potential improper payments remained significant in our
current-year ended June 30, 2010, so our finding and recommendations remain as previously stated. We will review any
further corrective action implemented by DPW in the subsequent audit.

Questioned Costs: $27,429 plus additional questioned costs that cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Deficiencies in Internal Control Over Compliance With Allowability and Matching Requirements (A Similar
Condition Was Noted in Prior Year Finding #09-27)

Federal Grant Numbers: DAHA 36-00-2-2001, DAHA 36-01-2-2001, DAHA 36-01-2-2003, DAHA 36-01-2-2002,
W912K C-05-2-2001, W912KC-06-2-2009, W912KC-06-2-2020, W912KC04-2-2005, W912K C-06-2-2014,
W912K C-06-2-2017, WO912KC-06-2-2010, W912KC-06-2-2015, WO912KC-06-2-2012, W912K C-08-2-2001,
W912K C-06-2-2011, WO912KC-07-2-2001, W912KC-06-2-2007, W912KC-06-2-2005, W912K C-06-2-2006,
W912K C-06-2-2003, WO912K C-06-2-2012, W912KC-06-2-2008, W912KC-06-2-2016, W912K C-06-2-2019,
W912K C-04-2-2002, W912K C-06-2-2018, W 912K C-06-2-2004, W 912K C-06-2-2002, and W 912K C-09-2-2004

Condition: For the period July 1, 2009 through November 9, 2009, we were unable to review documentation for nine of
the 40 construction payments tested supporting the control procedures performed by the Department of Military and
Veterans Affairs (DMVA) to ensure that construction costs charged to the MCNG program were allowable and reviewed
and approved. In addition, for two of the five SAP postings tested, there was no review documentation to support
DMVA determination that the federal and state match allocations of costs were accurate in accordance with the
construction budget.

Criteria: Internal controls should be documented and in place to review the allowability of costs charged to the federal
program and to review the accuracy of the federal and state allocation of costs to ensure that matching requirements are
met.

Cause: As the result of the turnover of a key employee, from July 1, 2009 through November 9, 2009, DMVA did not
document review procedures for costs charged to the Military Construction, National Guard program for allowability
and to ensure that matching requirements were met.

Effect: The DMVA was unable to provide any valid support or evidence that review procedures were performed over
allowability and matching for the period July 1, 2009 through November 9, 2009. No questioned costs were identified
through our substantive audit procedures since adequate documentation was provided to support compliance with
allowability and matching requirements.

Recommendation: We recommend that the DMVA perform and document its review and approval of all MCNG costs,
and follow state record retention requirements to verify that only allowable costs are charged to the federal program and
the federal and state match allocation of costs is accurate.

Agency Response: DMVA transitioned MCCA review and oversight of allowable costs and state match requirements
to the Accountant 2 position in the Bureau of Budget and Finance immediately following the turnover of the employee
listed in the “cause” above. The Accountant 2 verifies expenditures and then recommends approval to the Director,
Bureau of Budget and Finance. The Director, Bureau of Budget and Finance then implements approval of the cost
allocation to the Office of the Budget Cost Allocation unit for processing. All procedures are in place; however, the
email chains containing the approvals were not retained. Corrective Action, retain email chains.

Auditors Conclusion: Based on the agency response, the finding and recommendation remain as previously stated.
We will review any corrective action in the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Internal Control Deficiencies in Federal Reporting and Cash Management (A Similar Condition Was Noted in
Prior Year Finding #09-27)

Federal Grant Numbers: DAHA 36-00-2-2001, DAHA 36-01-2-2001, DAHA 36-01-2-2003, DAHA 36-01-2-2002,
W912K C-05-2-2001, W912KC-06-2-2009, W912KC-06-2-2020, W912KC04-2-2005, W912K C-06-2-2014,
W912K C-06-2-2017, WO912KC-06-2-2010, W912KC-06-2-2015, W912KC-06-2-2012, W912K C-08-2-2001,
W912K C-06-2-2011, WO912KC-07-2-2001, W912KC-06-2-2007, W912KC-06-2-2005, W912K C-06-2-2006,
W912K C-06-2-2003, WO912KC-06-2-2012, W912KC-06-2-2008, W912KC-06-2-2016, W912K C-06-2-2019,
W912K C-04-2-2002, W912K C-06-2-2018, W912K C-06-2-2004, W912K C-06-2-2002, and W 912K C-09-2-2004

Condition: The Department of Military and Veterans Affairs (DMVA) has Military Construction Cooperative
Agreements (MCCAs) under the Military Construction, National Guard program (MCNG) to construct facilities for the
state’s Army National Guard. Costs for MCCA projects are initially paid and recorded in SAP by the Department of
General Services (DGS) with state funds, due to state policies that all construction projects be centrally managed by
DGS. In order for the costs to be subsequently transferred to the DMVA and to initiate the Request for Federal
Reimbursement (SF-270 Form), the DGS prepares a General Invoice for Cost Allocation (Pre-Note). The Pre-Note is
then forwarded to the Cost Allocation Unit in OB Comptroller Operations to record the transfer in SAP. Once the
transfer is complete, Federal Accounting in the Comptroller Operations prepares a SF-270 Form to bill the applicable
federal share of the incurred costs of each MCCA project.

The DMVA had 29 MCCAs for which costs were incurred during the period under audit. For nine out of nine SF-270s
sampled, we noted the underlying costs included in the SF-270s were delayed for periods ranging from 83 days to 317
days. The time lag between the last date costs were incurred for each SF-270 and the date that the SF-270 was prepared
and submitted ranged from 30 days to 84 days. Accordingly, incurred costs, although allowable, were not reported on
SF-270 Forms accurately on a monthly basis as specified in the MCCAs, and the funds were not drawn down timely.
This results in SEFA and SF-270 expenditure totals being based on the timing of when reimbursement is requested by
DGS not when costs are actually incurred by DGS.

In addition, we were unable to review documentation for nine out of nine SF-270s sampled to support any control
procedures performed to ensure that cash payments were made to vendors prior to the request for reimbursement being
submitted.

Criteria: Article V, Section 501, Payments by Reimbursement Method, contained in each of the MCCAs states:

a. Each month (at a minimum, if costs have been incurred) the Sate shall provide to the USPFO a certified
statement itemizing costs incurred during the preceding month and the corresponding accounting classification
to be charged.

31 CFR Part 205, Subpart B, Rules Applicable to Federal Assistance Program Not Included in a Treasury-Sate
Agreement, states:

a. A State must minimize the time between the drawdown of Federal funds from the Federal government and their
disbursement for Federal program purposes. A Federal Program Agency must limit a funds transfer to a Sate
to the minimum amounts needed by the State and must time the disbursement to be in accord with the actual,
immediate cash requirements of the Sate in carrying out a Federal assistance program or project. The timing
must be as close as administratively feasible to a Sate’ s actual cash outlay for direct program costs.

Cause: The DMVA indicated that the delays in preparing and submitting the SF-270s was a result of staffing limitations
at the DGS, which is responsible for preparation of the Pre-Notes.
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Effect: The DMVA did not have procedures in place to ensure that costs incurred were reported to the Federal
government in compliance with Section 501 of the MCCAs, and submitted for federal reimbursement in a timely
manner. DMVA also failed to ensure that the time elapsing between the drawdown of Federal funds and payments was
minimized as required by federal regulations. In addition, we noted that Federal reimbursements were not received on a
timely basis. At June 30, 2010, DMVA reported expenditures of $119.4 million on the SEFA, of which $110.4 million
had not yet been reimbursed by the Feds. As of April 30, 2011, the open receivable related to these same expenditures
was still $37.5 million.

Recommendation: We recommend that the DMVA implement procedures to ensure that the time elapsing between the
drawdown of Federal funds and payments is minimized and project costs paid by the DGS are accumulated on a monthly
basis and submitted for federal reimbursement as required by the MCCAs. We further recommend that the DGS explore
the feasibility of coding the MCNG expenditures to DMVA directly in order to reduce delays by eliminating the need for
the DGS to transfer costs to the DMVA.

Adgency Responses DMVA is in agreement that cost allocation documents are not prepared timely due to staffing
limitations at DGS. DMVA has made an inquiry with the USPFO to change the contract documents to quarterly billings.
DGS would be able to create the cost allocation documents quarterly.

Auditors Conclusion: We acknowledge the agency’s response. We encourage the agency to formalize a corrective
action plan to ensure that reports are prepared and submitted in accordance with the requirements of the contract
documents and that cash payments were made to vendors prior to submission of the SF-270s. In addition, DMVA
should implement corrective action to documents its control procedures performed to ensure that cash payments were
made to vendors prior to the SF-270 request for reimbursement is submitted. Based on the agency response, the finding
and recommendation remain as previously stated. We will review any corrective action in the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Plans located elsewherein this Report.
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Finding 10— 33:
CFDA #12.400 — Military Construction, National Guard

Lack of Documentation to Support Contracting and Procurement

Federal Grant Numbers. DAHA 36-00-2-2001, DAHA 36-01-2-2001, DAHA 36-01-2-2003, DAHA 36-01-2-2002,
W912K C-05-2-2001, W912KC-06-2-2009, W912KC-06-2-2020, W912K C04-2-2005, W912K C-06-2-2014,
W912K C-06-2-2017, W912K C-06-2-2010, WO912KC-06-2-2015, W912KC-06-2-2012, W912K C-08-2-2001,
W912K C-06-2-2011, W912K C-07-2-2001, W912KC-06-2-2007, W912KC-06-2-2005, W912K C-06-2-2006,
WO12K C-06-2-2003, W9I12K C-06-2-2012, WO912KC-06-2-2008, W912KC-06-2-2016, W912K C-06-2-2019,
W912K C-04-2-2002, W912K C-06-2-2018, W 912K C-06-2-2004, W912K C-06-2-2002, and W 912K C-09-2-2004

Condition: In our prior-year Single Audit of the Commonwealth for the fiscal year ended June 30, 2009, we reported
that we could not test the Commonwealth’s compliance with procurement regulations because management refused or
was unable to provide us with key procurement documentation to enable us to audit the awarding of procurement
contracts and to verify compliance with Commonwealth procurement regulations. This was reported as an overall scope
limitation in our “Report on Compliance With Requirements Applicable to Each Major Program and an Internal Control
Over Compliance in Accordance with OMB Circular A-133” as it specifically related to compliance with procurement
regulations, and included reference to MCNG construction contracts.

The procurement process for Military Construction, National Guard is managed by the Department of General Services
(DGS) and includes a requirement that interested contractors submit an Application for Qualification (AFQ). The AFQs
are then evaluated by a team of individuals and each contractor is ranked. Those contractors whose AFQs are approved
are then required to submit a Letter of Interest and Project Preference Form indicating which projects they are interested
in bidding on. Based on the contractors’ ranking scores, as determined by the evaluation team, and their Project
Preference Forms, between five and seven contractors are selected to receive an Invitation to Bid for each Military
Construction, National Guard project. For the current year under audit, DGS stated they were unable to provide the
AFQs and Project Preference Forms submitted by any MCNG contractors. Additionally, DGS would not provide us
with the names of the evaluation team members or the individual evaluation forms prepared by team members. Without
the AFQs, the Project Preference Forms, the names of the AFQ evaluation team members and the individual evaluation
forms, we could not evaluate any of the seven procurements we selected in the amount of $64.78 million for compliance
testing, nor could we ascertain if proper controls are in place to prevent potential conflicts of interest, fraud, abuse, or
other inappropriate activity from occurring during the Military Construction, National Guard contract procurement
process. As part of our audit procedures, we also identified and attempted to test the controls over the compilation of the
final scores assigned to the contractors. However, DGS was unable to provide documentation of the review of the
contractor scoring for six of the seven contracts we tested.

Criteria: Part 3 of the A-133 Compliance Supplement states, in part:

(a) States. When procuring property and services under a grant, a Sate will follow the same policies and procedures it
uses for procurements fromits non-Federal funds.

The Commonwealth established procurement policy and procedures in the “Field Procurement Handbook” (M215.3 as
Amended). Good internal controls require management to maintain sufficient documentation to demonstrate that proper
purchasing procedures are reasonably followed to prevent conflicts of interest, etc., and contracts are properly awarded.

Cause: Management has maintained that the identity of evaluation committee members is considered confidential
information that auditors are not entitled to review. Management has also maintained that these documents are not
within the scope of the Single Audit. Management stated they were unable to locate the Application for Qualification
documents, the Letters of Interest and Project Preference Forms submitted by interested contractors.
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Effect: By refusing to provide the requested documentation, management has prevented the auditors from testing
internal controls and compliance with procurement regulations.

Without the necessary documentation, we could not verify that management adhered to Commonwealth procurement
standards and laws, or exercised due diligence in awarding the MCNG contracts mentioned above. More specifically,
we could not verify that management had proper controls are in place to prevent conflicts of interest, fraud, abuse, or
other inappropriate activity from occurring during the contract procurement process. In short, management imposed
scope limitations on our compliance audit procedures.

Furthermore, management’s refusal to provide procurement documentation to our department is a violation of the
Commonwealth Procurement Code, which states:

Retention of procurement records. All procurement records, including any written determinations issued in accordance
with section 561 (relating to finality of determinations), shall be retained for a minimum of three years from the date of
final payment under the contract and disposed of in accordance with records retention guidelines and schedules as
provided by law. In accordance with applicable law, all retained documents shall be made available to the.... Auditor
General.... upon request. (62 Pa.C.SA. § 563)

Recommendation: We recommend that management alter its practice of withholding procurement documentation in
order to allow the auditors to test compliance and internal control for procurement for the Military Construction National
Guard Program. In addition, we recommend that management implement policies and procedures to ensure that
documentation of procurement records be maintained as required by the Commonwealth Procurement Code.

Agency Response: “ For the current year under audit, DGS stated they were unable to provide the AFQs and Project
Preference Forms submitted by any MCNG contractors.”

“However, DGS was unable to provide documentation of the review of the contractor scoring for six of the seven
contracts we tested.”

DGS agrees with these statements in the finding. As a result of staff attrition and retirements, DGS did not ensure proper
internal controls were in place to properly retain procurement records from individuals separating from Commonwealth
employment. Commonwealth records retention policy states that all procurement and contract documents that result in a
contract must be maintained for four (4) years following the contract end date. According to this policy, the records
requested as part of this audit should have been available. DGS has improved internal controls and processes to ensure
that all procurement and contract documents are retained and disposed of in accordance with Commonwealth records
retention policy.

“ Additionally, DGS would not provide us with the names of the evaluation team members or the individual evaluation
forms prepared by team members.”

DGS maintains that the evaluation committee member names are not necessary in an auditor’s review of whether the
committee and the agency acted in accordance with procurement laws and practices. In addition, we have asserted that
disclosure of these names as a general matter will have a chilling effect upon both our employees’ willingness to
participate and on their candor during the evaluation process. This does not mean, however, that we will prohibit audit
staff from obtaining related information. In fact, as part of this audit, DGS offered several alternatives to the committee
members’ names, including an Affidavit from the AFQ chairperson, indicating evaluators had completed required
Confidentiality and No Conflict of Interest forms and describing the qualifications of the members. Redacted summary
score sheets were also offered. Unfortunately, audit staff did not accept either alternative for their review.

As a result of this finding and others relative to the provision of evaluation committee member names, DGS has initiated
conversations with Commonwealth and outside audit staff to discuss potential compromises to releasing evaluation
committee member names. We recognize the importance of audit staff’s ability to properly test our internal controls and
want to work cooperatively to ensure audit staff understands our desire to provide each Commonwealth employee who
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agrees to serve as a committee member the opportunity to evaluate candidly. Our first meeting resulted in an action plan
to continue to collaborate on ideas for alternative information which would allow for thorough compliance testing while
maintaining the anonymity of the evaluation team members.

Auditors Conclusion: Compliance testing without permitting auditors access to interview evaluation committee
members to confirm and validate such issues as their participation, scoring, or any other related matters that either party
wishes to discuss would not be considered either thorough or adequate. Based on the agency response, the finding and
recommendation remain as previously stated. We will review any corrective action in the subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsawherein this Report.
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Finding 10 — 34:

CFDA# 12.401 — National Guard Military Operation and M aintenance Projects
CFDA# 12.401 — ARRA —National Guard Military Operation and Maintenance Pr ojects

Equipment Management Internal Control Deficiencies and Noncompliance

Federal Grant Numbers: DAHA360251002, DAHA360321021, DAHA360351021, DAHA360361002,
DAHA360421021, DAHA360621001, DAHA360721001, DAHA360721005, DAHA360721007, DAHA360721021,
DAHA360721023, DAHA360721041, DAHA360735001, DAHA360751002, DAHA360751003, DAHA360751004,
DAHA360751005, DAHA360751021, DAHA360751023, DAHA360751024, DAHA360761002, DAHA360771021,
DAHA360821021, DAHA360825001, DAHA360851004, DAHA360921001, WK 912DY -08-2-0006, W912K C-05-2-
3054, W912K C-06-2-1001, W912K C-09-2-1010, W912K C-10-2-1001, W912K C-10-2-1002, W912K C-10-2-1003,
W912K C-10-2-1004, WO912KC-10-2-1005, W912KC-10-2-1007, W912KC-10-2-1010, W912K C-10-2-1021,
W912K C-10-2-1023, W912K C-10-2-1024, W912K C-10-2-1041, and W912K C-10-2-5001

Condition: The PA Department of Military and Veterans Affairs (DMVA) purchases equipment using National Guard
Military Operations and Maintenance (NGMO) federal funding (from U.S. Department of Defense, or DOD) for use in
maintaining and operating facilities for the program. Under the program regulations in the NGR 5-1, title for such
equipment is vested with the Commonwealth. In our testing of two equipment purchase transactions under the NGMO
appendices, we found that one piece of equipment with an acquisition cost of $29,343 purchased during the period of our
audit was not added to the fixed asset accounting system as a capital asset as required by the Commonwealth’s Fixed
Asset Accounting and Reporting policy. Our testing also disclosed that the DMVA did not provide a report to the Army
National Guard U.S. Property and Fiscal Officer (USPFO) in the current year, of property acquired in full or in part
using NGMO funds as required by NGR 5-1.

Criteria: 33 CFR 33.32, states:

(b) States. A Sate will use, manage, and dispose of equipment acquired under a grant by the Sate in accordance with
Sate laws and procedures.

Commonwealth Management Directive 310.14, states:

c. General Capital Assets....For GAAP reporting purposes for the Commonwealth of Pennsylvania, General Capital
Assets ....arerequired to be set up in SAP with Asset Master Records.

Based on Management Directive 310.14, machinery and equipment with an acquisition cost of $25,000 and up is subject
to the requirement above.

The NGR 5-1, Chapter 8, section 2, c states:

(1) Equipment property records will be maintained and reported to the USPFO. Reports will include a description of
the property, a serial number or other identification number, the source of property, who holds title, the acquisition date,
and cost of the property, percentage of Federal participation in the cost of the property, the location, use and condition
of the property and any ultimate disposition data including the date of disposal and sale price of the property.

Cause: For machinery and equipment above the capitalization threshold purchased with State funds, procedures have
been established whereby a fixed asset number is assigned at the time of purchase. For machinery and equipment
purchased with federal funds, equipment meeting the threshold for capitalization must be added to the fixed asset system
via a manual entry. This is due to a system limitation in the SAP accounting system: the field used to identify the
purchase as the acquisition of an asset is the same field used to identify the purchase as being funded by a federal grant.
Only one entry can be made in the field. In the case of the item described above, the manual entry was not made.
Although the DMVA does have controls in place regarding the reviews of purchase orders for equipment required to be
added to the fixed asset accounting system, the controls were not adequate to ensure that this was done in the case of the
equipment above.
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The DMVA currently records equipment purchases using Asset Tracker, a commercial software system. This system,
however, does not provide sufficient flexibility to enable the DMVA to separately identify the source of funds used to
acquire the equipment. Based on our discussions with the DMVA, they are currently in the process of developing a
system which will enable them to generate the report required by the federal regulations.

Effect: The DMVA did not capitalize equipment in the amount of $29,343 purchased under the federal grant as required
by Commonwealth policy and to meet federal requirements. Additionally, the DMVA has not provided the USPFO with
property reports related to equipment.

Recommendation: The DMVA should strengthen its internal control procedures to ensure that equipment purchased
with NGMO funds that meets the criteria for capitalization is added to the Commonwealth’s fixed asset accounting
system. Additionally, the DMVA should establish procedures to ensure that the required reports on NGMO equipment
are provided to the USPFO on a regular basis.

Adgency Response: DMVA is in agreement and a corrective action plan is being prepared

Auditor’'s Conclusion: We acknowledge the agency’s response. The finding and recommendation remain as
previously stated. We encourage the agency to formalize a corrective action plan to ensure that equipment meeting the
capitalization threshold that is purchased with federal funds is added to the Commonwealth’s fixed asset accounting
system and that the required equipment reports are provided to the USPFO. We will review any corrective action in the
subsequent audit.

Questioned Costs: The amount of questioned costs cannot be determined.

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 35:

CFDA# 12.401 — National Guard Military Operations and Maintenance Proj ects
CFDA# 12.401 — ARRA — National Guard Military Operations and Maintenance Pr oj ects

Reporting, Cash Management, and Period of Availability Weaknesses Cause Noncompliance and Result in
Questioned Costs of $331,073

Federal Grant Numbers: DAHA360251002, DAHA360321021, DAHA360351021, DAHA360361002,
DAHA360421021, DAHA360621001, DAHA360721001, DAHA360721005, DAHA360721007, DAHA360721021,
DAHA360721023, DAHA360721041, DAHA360735001, DAHA360751002, DAHA360751003, DAHA360751004,
DAHA360751005, DAHA360751021, DAHA360751023, DAHA360751024, DAHA360761002, DAHA360771021,
DAHA360821021, DAHA360825001, DAHA360851004, DAHA360921001, W912DY -08-2-0006, W912K C-05-2-
3054, W912K C-06-2-1001, W912K C-09-2-1010, W912K C-09-2-9025, W912K C-10-2-1001, W912K C-10-2-1002,
W912K C-10-2-1003, WO912KC-10-2-1004, W912KC-10-2-1005, W912KC-10-2-1007, W912K C-10-2-1010,
W912K C-10-2-1021, W912K C-10-2-1023, W912K C-10-2-1024, W912K C-10-2-1041, and W912K C-10-2-5001

Condition: The Department of Military and Veterans Affairs (DMVA) has a Master Cooperative Agreement with the
National Guard Bureau to provide support to the Army and Air National Guard in minor construction, maintenance,
repair or operation of facilities. Costs for each appendix (or grant) under the Master Cooperative Agreement are initially
paid and recorded in SAP with state funds since the Commonwealth is using the reimbursement method for this program
as described in the NGR 5-1, Chapter 11. To draw down NGMO funds each month, Federal Accounting in the
Comptroller Operations prepares a SF-270 Form for the applicable federal share of the incurred costs for each of the
grants under the Master Cooperative Agreement. The DMVA had 43 grants for which costs were incurred during the
period under audit and for which SF-270s were submitted each month in which expenditures were incurred for
drawdown. For one of the 40 SF-270s sampled, we noted one instance where an underlying cost in the amount of
$46,614 was not paid by the State Treasury prior to the monthly request for reimbursement being submitted. We also
noted the reimbursement for this cost was received from the United States Property and Fiscal Officer (USPFO) prior to
the cash being paid by the State Treasury resulting in an advance being received. In addition, we were unable to review
documentation for 40 out of 40 SF-270s sampled to support any control procedures performed to ensure that cash
payments were made to vendors prior to the monthly request for reimbursement being submitted.

Within 90 days after the end of each Federal fiscal year, DMVA must provide to the USPFO a Master Cooperative
Agreement closing figures report for each appendix. This report should include all un-disbursed obligations under the
Master Cooperative Agreement at December 31 and must include a written request to keep the agreement appendix
funding open. For 6 of the 80 items we sampled from a download of expenditures posted during and subsequent to the
period of availability of the applicable grants, which totaled $331,073 out of a total of $2,348,230 tested, we noted the
costs were un-liquidated by the State Treasury within 90 days after the Federal fiscal year, and were not included on the
listing provided to the USPFO as of December 31, 2009, as required. Since these six payments were made after
December 31, 2009 but were not included as required on the December 31, 2009 report to the USPFO to keep the federal
grants open, $331,073 in costs were incurred outside the period of availability for each grant and are, therefore,
questioned.

Criteria: 31 CFR Part 205, Subpart B, Rules Applicable to Federal Assistance Program Not Included in a Treasury-
Sate Agreement, states:

a. A Sate must minimize the time between the drawdown of Federal funds from the Federal government and their
disbursement for Federal program purposes. A Federal Program Agency must limit a funds transfer to a Sate
to the minimum amounts needed by the State and must time the disbursement to be in accord with the actual,
immediate cash requirements of the Sate in carrying out a Federal assistance program or project. The timing
must be as close as administratively feasible to a State’ s actual cash outlay for direct program costs.
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NGR 5-1, Chapter 11-10, Final Accounting and Settlement, states:

c. If un-liquidated claims and un-disbursed obligations arising from the grantee’ s performance of the agreement
appendix will remain 90 days or more after the close of the fiscal year, the grantee shall provide to the USPFO
(NLT 31 Dec) a written request to keep the agreement appendix funding open. The request will include a
consolidated, detailed listing of all un-cleared obligations and a projected timetable (date) for their liquidation
and disbursement. The USPFO shall then set an appropriate new timetable for the grantee to submit final
accounting and settlement. Subsequent requests will be submitted by the grantee every 90 days or so thereafter
as long as there are un-liquidated claims or un-disbursed obligations. The USPFO, with proper justification,
can choose to not extend the timetable and require that the remaining agreement appendix funding be de-
obligated.

Cause: The Bureau of Federal Accounting, Comptroller Operations prepares the SF-270 Forms using a report pulled by
SAP posting date rather than State Treasury pay date. By using this report all expenditures that are incurred for this
program are captured on the SF-270 report whether or not the vendor was paid by the State Treasury. There are no
procedures in place to ensure the cash is paid to the vendor by Treasury prior to submitting the SF-270 to the USPFO for
reimbursement.

DMVA prepares the detailed listing of un-disbursed obligations using an “Open Commitments by Document Number”
report from SAP. Based on this report as soon as an invoice receipt is entered into SAP, the expenditure shows as being
liquidated in SAP and does not appear on the report regardless of whether or not the State Treasury paid the vendor.
This caused four of the six items to be omitted from the listing.

At the Willow Grove Air Base, the Navy paid the water, sewage and electricity costs during the period under audit. The
Navy then requested reimbursement from DMVA for the Air Guard portion of these expenditures. Due to a delay in
these requests for reimbursement from the Navy, DMVA was unaware of the amount and, therefore these items were not
included on the listing of uncleared obligations at December 31. This caused two of the six items to be omitted from the
listing.

Effect: The Bureau of Federal Accounting, Comptroller Operations and DMVA did not have procedures in place to
ensure that expenditures were paid prior to the request for reimbursement (SF-270) being submitted for payment. This
resulted in one instance where reimbursement was received from the Federal government prior to the vendor being paid
by the State Treasury.

As a result of DMVA’s failure to include $331,073 in expenditures that were incurred/obligated but not yet paid on the
December 31, 2009 report of unliquidated obligations submitted to the USPFO, these costs, which were not liquidated
within the 90 day liquidation period, are questioned.

Recommendation: We recommend that the Bureau of Federal Accounting, Comptroller Operations prepare the SF-270
Forms using a report which captures expenditures actually paid by the State Treasury during the month for which
reimbursement is being requested rather than using a report which is pulled by posting date. This would ensure that all
expenditures for which reimbursement is being requested were actually paid prior to forwarding the request for payment
to the USPFO.

We further recommend that when preparing the listing of un-cleared obligations at December 31, a separate procedure
be put in place to ensure all items are included if cash payments have not been made to the vendor by the State Treasury.

In regards to the Navy billings for the Willow Grove Air Base, we recommend that DMVA request the Navy bill on a
monthly basis. If this cannot be done, procedures should be put in place where DMVA would follow up with the Navy
for an amount, or estimate of the amount, that will be owed so this un-cleared obligation is properly reported on the
listing at December 31.

Finally, we recommend that DMV A discuss the $331,073 in questioned costs with the federal awarding agency.
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DMVA Response: National Guard regulations are clear that an agreement cannot be closed until all funding is
disbursed. The un-liquidated document is meant to be a pre-closing document; however, extensions can be granted. In
this case, the federal program manager for the Willow Grove Air Base was well aware of the cause for this situation.
When the Department of Military and Veterans Affairs Bureau of Budget and Finance prepares the listing of un-cleared
obligations at December 31 of each year, we run the SAP report of open commitments. Because the invoice in question
was a direct billing, it would not have been included on the pre-closing document. The case referred to in the audit
finding was unique in that the Willow Grove Air base was included on the most recent list of BRAC closings and was in
litigation with the federal government. The Department of the Navy, who was the owner of the utilities at Willow
Grove, failed to send an invoice to DMVA for utilities used for the Air National Guard Base at Willow Grove. The
federal program manager at the Willow Grove Air Base obligated the federal funds for these utilities and had tried on
numerous occasions to obtain an invoice with the amount of federal funding due. The invoice arrived from the
Department of the Navy unexpectedly; however, the federal program manager authorized the payment of these utility
bills.

Comptroller Response: The Bureau of Federal Accounting, Comptroller Operations prepares SF-270 Requests for
Reimbursement as close as administratively feasible to the State’s Actual cash outlay for the program costs. SF-270
Requests for Reimbursement are prepared on an accrual basis. Per the SF-270 Requests for Reimbursements Instructions
it states “for requests prepared on an accrued expenditure basis, outlays are the sum of the actual cash disbursements, the
amount of indirect expenses incurred, and the net increase (or decrease) in the amounts owed by the recipient for goods
and other property received and for services performed by employees, contracts, subgrantees and other payees.” The
$46,614 of underlying costs as identified by the auditors was included on the SF 270 Claim for Reimbursement because
at the time of preparation, this amount was owed by the recipient for goods and services performed by a payee.
Therefore it is a reasonable expectation that a submitted SF-270 include an owed amount that has yet to be paid by the
State Treasury.

Auditors Conclusion: We acknowledge the agency and comptroller responses. The finding and recommendation
remain as previously stated. We note that we were able to review supporting evidence that federal program manager had
reviewed the Willow Grove invoices for payment by approving the SF-270s on which they were included; however,
DMVA should have procedures in place to estimate these costs and include them on the closing figures report. We
further note that there is no control documented and in place when preparing the SF-270 to ensure that the time between
the payment of invoices and the preparation of the SF-270 is minimized. We further recommend that the agency and
comptroller seek clarification from the Department of Defense and the National Guard Bureau on cash management
requirements for the National Guard Maintenance and Operations program. We encourage the agency to formalize a
corrective action plan to ensure that all unliquidated obligations, including estimated obligations, be included on the
closing figures report. In addition, we encourage the comptroller to formalize a corrective action plan to ensure that cash
payments are made prior to the submission of the request for reimbursement. We will review any corrective action in
the subsequent audit.

Questioned Costs: $331,073

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Plans located elsawherein this Report.
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Finding 10 — 36:

CFDA #14.228 — Community Development Block Grantsg/State’s Program and Non-
Entitlement Grantsin Hawaii (State-Administered Small Cities Program)

CFDA #14.255 - ARRA — Community Development Block Grants/State’s Program and Non-
Entitlement Grantsin Hawaii — (State-Administered Small Cities Program)

Internal Control Deficiency Over Period of Availability Requirement

Federal Grant Numbers: B-03-DC-42-001, B-04-DC-42-001, B-05-DC-42-001, B-06-DC-42-001, B-07-DC-42-001,
B-08-DC-42-001, and B-09-DC-42-001

Condition: DCED is required to maintain internal controls that insure grant funds are utilized within the period of
availability. This is accomplished by appropriate monitoring of grant status and by the timely closing of grants in the
Department of Housing and Urban Development’s (HUD) Integrated Disbursement and Information System (IDIS)
system.

Audit procedures revealed a total of 77 open subrecipient CDBG grants for the award years 2000-2004, which should
have been closed. Of those grants, 17 had unused grant balances which total $50,837. Our audit procedures did not
reveal any funds spent outside of the period of availability.

Criteria: The OMB Circular A-133 Compliance Supplement, Part 3, H. Period of Availability states:

Federal awards may specify a time period during which the non-Federal entity may use the Federal funds. Where a
funding period is specified, a non-Federal entity may charge to the award only costs resulting from obligations incurred
during the funding period and any pre-award costs authorized by the Federal awarding agency. Also, if authorized by
the Federal program, unobligated balances may be carried over and charged for obligations of a subsequent funding
period. Obligations means the amounts of orders placed, contracts and subgrants awarded, goods and services
received, and similar transactions during a given period that will require payment by the non-Federal entity during the
same or a future period (A-102 Common Rule, 8 .23; OMB Circular A-110 (2 CFR section 215.28)).

Non-Federal entities shall liquidate all obligations incurred under the award not later than 90 days after the end of the
funding period (or as specified in a program regulation). The Federal agency may extend this deadline upon request (A-
102 Common Rule, 8 .23; OMB Circular A-110 (2 CFR section 215.71)).

The Commonwealth has an eight year contract with HUD for CDBG funds for each award year, and the Commonwealth
contracts with subrecipients who are required to utilize funds within a five year period.

The deadline for CDBG-R funds originally set as September 30, 2012 has been waived per the June 2010 Compliance
Supplement.

The Neighborhood Stabilization Program funds must be utilized by March 20, 2013.

Cause: DCED grant managers perform periodic reviews of grant project status through use of system-generated reports
from HUD’s IDIS system. Based on these reviews, which identify ending periods, final close-out procedures are
initiated to close out the grants in the IDIS system to prevent utilization of funds after the established period of
availability.

Due to increased demands on existing personnel related to grant awards received under new Federal stimulus programs
in 2009 as well as personnel vacancies, the agency reports that regular, timely, documented reviews of the status of
grants and the timely closing, thereof, did not occur.

Effect: As aresult of grants not being closed timely within the IDIS system, grant funds have the potential to be utilized

outside of their period of availability.
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Recommendation: We recommend that DCED insure the performance of regular, timely, documented reviews of grant
status and that grants are closed timely to prevent use of grant awards outside of the period of availability.

Adgency Response: DCED acknowledges that staff has not been able to perform regular reviews of financial data on
expired contracts and have not been able to address the close out of the older grants. Increased demands on existing
personnel related to grant awards received under new Federal stimulus programs (HERA and ARRA), as well as
personnel vacancies, inhibited staff from the regular, timely, documented reviews of the status of grants and the timely
closing of these contracts.

Auditors Conclusion: We acknowledge the agency’s response. The finding and recommendation remain as
previously stated. We encourage the agency to formalize a corrective action plan to ensure contracts are closed timely
once the period of availability has expired. We will review any corrective action in the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 37:

CFDA #14.228 — Community Development Block Grantsg/State’s Program and Non-
Entitlement Grantsin Hawaii (State-Administered Small Cities Program)

CFDA #14.255 - ARRA — Community Development Block Grants/State' s Program and Non-
Entitlement Grantsin Hawaii — (State-Administered Small Cities Program)

Noncompliance and Internal Control Deficienciesin DCED’s Section 3 Summary Report (A Similar Condition
Was Noted in Prior Year Finding #09-30)

Federal Grant Numbers: B-03-DC-42-001, B-04-DC-42-001, B-05-DC-42-001, B-06-DC-42-001, B-07-DC-42-001,
B-08-DC-42-001, B-09-DC-42-001, and B-09-DY -42-001

Condition: Annually, and for the calendar year, DCED is required to submit a performance report Performance and
Evaluation Report (OMB No. 2506-0085) which includes the HUD 60002, Section 3 Summary Report, Economic
Opportunities for Low- and Very Low-Income Persons, (OMB No. 2529-0043). The report for the period January 1
through December 31, 2009 was tested.

Due to the absence of formal procedures for compilation and maintenance of supporting documentation of reported
amounts, and as a result of the lack of formal procedures for managerial review and approval of the report, our audit
testwork revealed 12 exceptions where reported amounts did not agree to the supporting documentation. There was no
documented evidence of managerial review and/or approval of the report. Material weaknesses in internal controls over
reporting resulted in non-compliance with Federal reporting requirements.

Page 6:
Section A: 2009 CDBG Program Administration

Line 1 under Obligated Funds:

2009 Entitlements and Program Income contracted through 12/31/09: $29,796,500

Exception noted: Documentation provided was not sufficient to verify the amount and the existence of a valid
calculation process, and, as a result, we were unable to confirm the accuracy of this amount.

Page 8:
Section D: 2009 CDBG Program Income Summary.

Status of CDBG Competitive Funds Table PA-1.

Line 3:
Recaptured Funds from 2008 Allocation: $1,109,057
Exception noted: The support provided detailed the amount should be $1,067,764.

Line 4:
Total Balance Available for Competitive funding in 2009: $8,427,271
Exception noted: A correct sum of lines 1, 2, 3 is $8,468,564.

Line 5:

Total CDBG Competitive Funds Approved for 2009: $4,664,286

Exception noted: The amount reported was “to date” and not for the period ended which should have been zero
as no projects were contracted at that time.

Line 6:

Balance Available as of December 31, 2009: $3,762,785

Exception noted: See exceptions for lines, 3, 4, 5. As a result, the total balance available that should have been
reported is $8,468,564.
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Page 10 & 11:

Section F: Training and technical assistance paragraph (p.10), also Table PA-3 (p.11)

Exception noted: DCED’s expenditure amount of $112,122. Not enough evidence/support was provided to
conclude on the accuracy of the reported amount. A stack of invoices provided did not include client’s
summary schedule to cross check reported totals in Table PA-3.

Page 13:
Section H: CDBG Disaster Recovery Grant Program. Table PA-5.

Exceptions noted:

1. Allegheny County :
a) Acquisition of Relocation Properties: reported amount $15,217; correct amount $18,243
b) Admin Costs: reported amount $9,366; correct amount $6,340

2. Lawrence County:
a) Grant Award: reported amount $143,275; correct amount $93,275
b) Admin costs: reported amount $50,000; correct amount $0.00

3. Bangor Borough:
a) Grant Award: reported amount $33,648; correct amount $22,304

Appendix C:

Section 3 Summary Report.

Exception noted: Number of new hires that are section 3 residents (column 3, line 1) is reported as five; correct
amount is zero (0) per supporting documentation.

Criteria: The OMB Circular A-133 Compliance Supplement Part 4, L. Reporting , states:

Performance and Evaluation Report (OMB No. 2506-0085) — This report is due from each CDBG grantee within 90
days after the close of its program year in a format suggested by HUD. HUD encourages the submission of the report in
both paper and computerized formats. Among other factors, the report is to include a description of the use of funds
during the program year and an assessment of the grantee's use for the priorities and objectives identified in its plan.
The auditor is only expected to test the financial data in thisreport (24 CFR sections 91.520 (a) and (c)).

HUD 60002, Section 3 Summary Report, Economic Opportunities for Low- and Very Low-Income Persons, (OMB No.
2529-0043) — For each grant over $200,000 that involves housing rehabilitation, housing construction, or other public
construction, the prime recipient must submit Form HUD 60002 (24 CFR sections 135.3(a), 135.90, and 570.487(d)).

Key Line Items—
a. 3. Dollar Amount of Award
b. 8. Program Code
c. Part I, Column C — Total Number of New Hiresthat are Sec. 3 Residents
d. Part 11, Contracts Awarded, 1. Construction Contracts
(1) A. Total dollar amount of construction contracts awarded on the project
(2) B. Total dollar amount of construction contracts awarded to Section 3 businesses

(3) D. Total humber of Section 3 businesses receiving construction contracts

e. Part |1, Contracts Awarded, 2. Non-Construction Contracts
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Finding 10— 37: (continued)

(1) A. Total dollar amount of all non-construction contracts awarded on the project/activity
(2) B. Total dollar amount of non-construction contracts awarded to Section 3 businesses
(3) D. Total number of Section 3 businesses receiving non-construction contracts

HUD 60002, Section 3 Summary Report, Economic Opportunities for Low- and Very Low-Income Persons, is included
in the Performance and Evaluation Report (OMB No. 2506-0085) (PER) as Appendix C.

Cause: Due to a system upgrade to the Department of Housing and Urban Development’s (HUD) Integrated
Disbursement and Information System (IDIS), the Commonwealth was unable to generate some of the necessary reports
for compilation of the 2009 PER. HUD acknowledges this circumstance in a letter dated November 15, 2010 from
Brenda M Laroche, Deputy Regional Administrator. These system limitations were a hindrance in compilation of the
report.

However, regardless of system issues, there was no evidence that there are formal procedures in place to compile and
maintain supporting documentation of reported amounts or that there is managerial review and approval of the report
prior to submission.

Effect: The lack of internal controls over the compilation of documentation of reported amounts and over managerial
review of reports to insure their completeness and accuracy represents a material weakness and resulted in
noncompliance since an inaccurate report was submitted to HUD.

There were no questioned costs related to this finding.

Recommendation: We recommend that DCED contact HUD regarding the discrepancies noted in the condition to
determine if a revised Section 3 Summary Report should be submitted to HUD. We also recommend that DCED
establish formal procedures for report compilation that includes the generation of supporting schedules and
documentation of reported amounts. This documentation should be maintained centrally and should be utilized as part
of a formal, documented managerial review prior to submission of the report. Establishing these internal controls will
strengthen the process to help insure the completeness and accuracy of reports.

Adency Response: DCED disagrees with part of this finding; however, the remainder of the finding, we concur.

DCED acknowledges that several errors in the reporting for the PER and CAPER occurred. However, we respectfully
disagree with some of the issues raised.

Page 6 — Section A: 2009 CDBG Program Administration

DCED maintains that the figure provided for the Entitlement contracts and Program Income through December 31, 2009
is correct. This number is generated from the Community Development Federal Tracking System in ESA. A report
entitled, Activities For PER database was used to generate this figure (see attached). The selected filter criteria for the
report includes: Program (CDBG Grant) + Appropriate FY; the report is exported into an Excel spreadsheet and filtered
by "Approved Date" for all contracts approved in 2009. The "Budget" column is totaled to provide the dollar amount
allocated to Entitlements before and after December 31, 2009.

These figures are obtained from the certification sheets entered into the system by staff based on each municipality’s
allocation. See PER report dated July 30, 2010.

Total CDBG Contracts for 2009 = $35,370,033
- $41,509 (Activity Codes 20 - Planning State Admin. Funds)
- $5,825,295 (CDBG General Program Administration funds)
+ $293,271 (Program Income Project Only)
= $29,796.500 for 2009 Entitlements & Program Income contracted through December 31,
2009.
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Finding 10— 37: (continued)

Page 8 — Line 3

DCED maintains that the figure provided for the amount of recaptured funds is correct and should read $1,109,057. The
difference being reported is $41,293 which happens to be the amount that Cameron County’s allocation was reduced for
2009 due to ineligible cost. The amount should have been included in the amount of recaptured funds available.

Page 8 — Line 4
DCED concurs that lines 1, 2, and 3 were not added correctly and the figure should be $8,468,564.

Page 8 — Line 5

DCED concurs that no competitive funds were contracted as of December 31, 2009. Due to the late submission of the
report, staff included competitive awards after December 31, 2009. Future reports will reflect the correct reporting
period.

Page 8 — Line 6
DCED concurs.

Section F: Training and Technical Assistance paragraph, Page 10
Section F: Training and Technical Assistance Table PA-3, Page 11

DCED concurs that the figures included here are incorrect. DCED plans to reflect this change in the final 2009 CAPER
to be revised and submitted to HUD in July 2011.

Page 13:
Section H: CDBG Disaster Recovery Grant Program, Table PA-5

DCED concurs that the figures included in the table are incorrect. This new information will be reflected in the 2005
Disaster Recovery Grant Summary - Table PA-5 in the Final 2009 CAPER document to be submitted to HUD in July
2011.

Appendix C:

Section 3 Summary Report

DCED concurs that the number of Section 3 residents (column 3, line 1) hired as Professionals should be zero instead of
five. This new information will be reflected in the Final 2009 CAPER document to be submitted to HUD in July 2011.

Auditor’s Conclusion: We acknowledge the agency’s response, and note the following related to their disagreements:

Page 6 - Documentation to support the calculated amount was not available to the auditors in order to verify the accuracy
of the reported amount.

Page 8, line 3 - Documentation provided to the auditors did not support the reported amount. As noted in the finding, the
support provided detailed the amount of $1,067,764.

The finding and recommendation, with the above clarifications, remain as previously stated. We encourage the agency
to formalize a corrective action plan to establish procedures for report compilation that includes the generation and

maintenance of supporting schedules and documentation of reported amounts. We will review any corrective action in
the subsequent audit.

Questioned Costs: None

The corrective action plan for this finding, if any, has not been reviewed by the auditors. See Corrective Action
Planslocated elsewherein this Report.
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Finding 10— 38:

CFDA #14.228—- Community Development Block Grants/State's Program and Non-
Entitlement Grantsin Hawaii (State-Administered Small Cities Program)

CFDA #14.255—- ARRA — Community Development Block Grants/State’'s Program and Non-
Entitlement Grantsin Hawaii — (Recovery Act Funded) (State-Administered
Small Cities Program)

DCED Did Not Perform Adequate During-the-Award Monitoring of Subrecipients (A Similar Condition Was
Noted in Prior Year Finding #09-29)

Federal Grant Numbers: B-03-DC-42-0001, B-04-DC-42-0001, B-05-DC-42-0001, B-06-DC-42-0001, B-07-DC-42-
0001, B-08-DC-42-0001, B-09-DC-42-0001, B-09-DY -42-0001, and B-08-DN-42-0001

Condition: DCED performs during-the-award monitoring of the CDBG subrecipients primarily through on-site visits,
conducted on a cyclical basis. The subrecipients, along with the projects and specific compliance areas to be monitored
in a given year, are identified on a monitoring schedule.

As part of our audit of the CDBG Program, we performed procedures to review DCED’s during-the-award on-site
monitoring procedures. Based on our review of the DCED Monitoring Schedule, we noted that, for prior and current
years, out of 490 monitoring visits actually scheduled, there exists a backlog of 254 uncompleted visits, which is
excessive. From our sample of 40 subrecipients, we noted that out of 14 scheduled visits in the current year, only three
visits were completed. Our sample included two ARRA grants that were scheduled for current-year monitoring and no
monitoring was completed.

For completed visits, we noted that, if applicable, corrective action required by the subrecipient was outlined in
correspondence subsequent to the on-site visit. However, there was no evidence that DCED followed-up to insure
corrective action was actually taken by the subrecipient.

During the year ended June 30, 2010, DCED reported subrecipient expenditures for the CDBG Program of $61,684,767,
which represented approximately 97 percent of total CDBG cluster expenditures on the SEFA. There were a total of 178
subrecipients with current year expenditures for the CDBG Program.

DCED’s during-the-award monitoring of its subrecipients was not adequate to provide reasonable assurance the
subrecipient administers the Federal awards in compliance with laws, regulations, and the provisions of contracts and/or
grant agreements.

Within our testing of A-133 subrecipient audits, we found that a material amount of subrecipient expenditures are
expended by subrecipients that, individually, expended less than $500,000 in total federal awards from the
Commonwealth during SFYE June 30, 2009, and would not have been required to submit an A-133 Single Audit to the
Commonwealth during SFYE June 30, 2010. As a result, we consider inadequate during-the-award monitoring to be a
material weakness in this program.

Criteria: Regarding subrecipient monitoring, HUD regulation 24 CFR Section 85.40 (a) states:

Grantees are responsible for managing the day-to-day operations of grant and subgrant supported activities. Grantees
must monitor grant and subgrant supported activities to assure compliance with applicable Federal requirements and
that performance goals are being achieved. Grantee monitoring must cover each program, function or activity.

The OMB Circular A-133 Compliance Supplement Part 3, M. Subrecipient Monitoring, states:

During-the-Award Monitoring-Monitoring the subrecipient’s use of Federal awards through site visits or other meansto

provide reasonable assurance that the subrecipient administers Federal awards in compliance with laws, regulations,
and the provisions of contracts or grant agreements and that performance goals are achieved.
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Finding 10— 38: (continued)

Cause: DCED indicated that the DCED personnel workload increased significantly in 2009 as a result of grant awards
that DCED received under new federal stimulus programs, including ARRA. These federal awards greatly expanded the
number of subrecipient applications that the DCED personnel needed to review and required additional training of
applicants by DCED in order for these applicants to understand the new programs’ requirements. In addition, the
program has experienced personnel vacancies. As a result, there was little or no time left for DCED personnel to
conduct monitoring of the regular program activities.

Effect: DCED did not adequately perform during-the-award monitoring of the CDBG subrecipients to insure the
subrecipient administers the Federal awards in compliance with laws, regulations, and the provisions of contracts and/or
grant agreements. Further, the CDBG Program subrecipients draw funds down directly from the Federal government
through the Integrated Disbursement and Information System which does not require DCED approval, and, as a result,
DCED’s subrecipient monitoring is the only mechanism to verify that the expenditures were in compliance with grant
requirements.

Additionally, the program has a material amount of subrecipient expenditures each year that are not subject to the audit
requirements of OMB Circular A-133. The timely completion of these on-site visits is vital in providing DCED with
reasonable assurance that the program’s subrecipients are complying with federal regulations, including the new ARRA
regulations, and that DCED is fulfilling its responsibilities under OMB Circular A-133 with respect to subrecipient
monitoring.

Based on the results of our testwork, 46 percent of current-year cluster expenditures on the SEFA were not subject to the
monitoring process.

Recommendation: We recommend that DCED ensure that all on-site visits are completed along with all required
documentation, within the scheduled monitoring cycle, to provide reasonable assurance that subrecipients administer the
Federal awards in compliance with laws, regulations, and the provisions of contracts and/or grant agreements. We also
recommend that DCED insure the results of all monitoring visits are communicated to the subrecipients in a timely
manner and that DCED perform follow-up procedures to insure appropriate corrective action is implemented by the
subrecipients.

Adency Response: DCED respectfully disagrees with this finding. Staff is required to monitor approxima